Data Randomization Scheme for Endurance
Enhancement and Interference Mitigation
of Multilevel Flash Memory Devices

In this letter, we propose a data randomization scheme for
endurance and interference mitigation of deeply-scaled
multileve flash memory. WWe address the relationships between
data patterns and the raw hbit error rate. An on-chip
pseudorandom generator composed of an address-based seed
location decoder is developed and evaluated with respect to
uniformity. Experiments performed with 2x-nm and 4x-nm
NAND flash mermory devices illugtrate the effectiveness of our
scheme. The results show that the error rate is reduced up to
86% compared to that of a conventional cycling scheme.
Accordingly, the endurance phenomenon can be mitigated
through analysis of interference that causestech shrinkage.

Kepmords: Flash memory, rdiability, raw bit error rate
endurance, interference, pseudorandom generator.

I. Introduction

As cdl gzes become amdler, NAND flash faces a serious
credibility problem when used in multilevel cdls [1]. NAND
flash memory dso suffers from undergoing a large number of
eraxfwrite (E/W) cydesduring itslifetime. Every cyde causes
tunnel oxide degradation, which limits the endurance
characteridics, due to Fowle-Nordhem (FN) dress [2].
Therefore, saverd techniques have been proposed to prevent
endurance reduction. Error correction code (ECC) isa primary
way to reduce hit errors for exiging applications [3], [4].
However, memory capecity is decreased when ECC is usd
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because the number of additiond spare hits is increased in
proportion to the number of errors requiring parity checking.
Data randomization is another solution for suppressng errors
in data storage systems, especidly solid state drive controllers
[5], [6]. The bedc idea of this scheme is to operéte the deta
tranformation from origind user data to minimize the
probability of error, such as by usng address/data scrambling
schemes. Unfortunately, data randomization has an insufficient
congderation for thetypicd character of flash memory, such as
the interference. NAND flash religbility hes received a great
ded of dtention snce sub-40-nm processes were fird
introduced, as NAND flash lacks the Vth margin caused by
floating gate (FG) coupling between cdls[7]. The incrementd
gep pulse program (ISPP) [8] and the most significant bit
(MSB) page program with the temporary leest sgnificant bit
data goring scheme [7] can reduce interference caused by bit-
line neighbor cdls. However, for 30-nm processs, it is
necessary to explore additiona schemes because FG coupling
becomes stronger [9)]. Interference cancdlation (1C)-read [10]
and MSB reprogram (re-PGM) schemes [9] are other atempts
to minimize eror. These schemes focus on cdl-to-cdl
interference related to endurance errors. Therefore, to mitigate
interference between cdls, the | C-read dgorithm is required to
read each page severd times, and the MSB re-PGM dgorithm
is required to write the MSB page twice. These two schemes
have srious drawbacks, including performance drop and
internal  dgorithm complexity. To develop an endurance
enhancement scheme without disadvantages, we present anew
data randomization scheme with a pseudorandom generator
composed of the address-based seed location decoder for
interference mitigation of al directions.
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I1. Corrdation of Endurance and Interference

Fgure 1 shows three kinds of data patterns rdated to the
endurance. Case 1 is a program verificaion third (Pv3) solid
pattern, which represents the worst E/W cyding in the past
because many dectrons move from the subdrate to the FG to
be postioned in the digtribution of the PV 3 statein 100% of the
memory cdls. Thus, tunnd oxideisthe most severeinthiscase
due to FN dress [2]. Case 2 isa PV1 PV3 patern, in which
PV1 cdlsare placed around PV 3 cdls. Therefore, the PV1 cdl
digribution is degply shifted toward the PV 3 gate during PV3
write operations usng the ISPP [€]. In addition, this pattern is
the mogt vulnerable to the interference in evenodd bit-line
architecture and used as the standard for qudity specifications
during rdiability tests snce it causes more reed errors due to
the interference effect. Case 3 is the data random pattern. All
cdls are uniformly distributed, and each distribution includes
25% of the cdls After the data randomization, every user
pattern is present, such as in Case 3. Figure 2 shows the
measured raw bit error rate (RBER), which is the fraction of
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Fig. 1. Representative data patterns rel ated to endurance.
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Fig. 2. Data pattern dependency by cycling in 4x-nm flash
(repesting cycles erase and PV 3 write, measured RBER
by each pattern.)
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bits that contains incorrect data for the cycling of each daa
pattern in 4x-nm commercid NAND flash memory. This
figureis deeply rdaed to the cdl interference and the RBER of
the patterns because a PV1 PV 3 pattern has the highest error
rate.

In addition, one important thing is that a solid PV3 pattern
has the lowest error. There are two ressons. One is a solid
pattern has asmdler interference influence than others[7]. The
other isasolid PV 3 has a condderable VVth margin due to over
program disturbance [11]. According to the results mentioned
above, we mugt pay atention to the rdaionship between the
endurance and the interference especidly.

I11. Data Randomization Using 8-bit LFSR

The data randomization is defined as an operation that
randomly digtributes and records data patterns to decrease the
occurrence of the same data in succession. Thisis an essentiad
function for the maintenance of data rdiability that uses error
preventive write and read operations for the data. This scheme
is one of the mogt effective methods to remove the probability
of word-case data pattern errors that have occurred in flash
memory. Fgure 3 shows the 8-bit linear feedback shift register
(LFSR) [3] with the address-based seed location decoder,
which generates the random vaues (RVS) in the horizonta
direction and vertica direction smultaneoudy. In addition,
Fig. 4 shows RV permutation generated by the address-basd

Column address RV [7:0]
———— Seed location Seed [7:0] ) )
Pm decoder
Enable 8-bit
LFSR
Clock
RST |

Fig. 3. 8-bit LFSR with address-based seed |ocation decoder.
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Fig. 4. RV permutation for interference mitigation.
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seed location decoder. The RVs are mixed verticdly, such as
the diagond pattern, due to considering the interference effect
of a row. Therefore, this scheme can make bidirectiond
interference mitigation located in the row and the column
together. If the column addressis 248 decimd (d) and the page
addressis4 d, the remainder is 252 d divided by 255 d, and the
corresponding vaue of the RV is 9Fh, asin Fig. 4. The LFSR
isconfigured as ashift register.

IV. Smulation and Test Results

Idedly, the data randomization should be divided into
precisdly 25% of the number of cdls asin Case 3 of FHg. 1.
However, there is a mismatch because the actud period of the
proposed LFSR is 255. Table 1 shows the score of the
uniformity after applying the 8-bit LFSR based on the $andard
deviation and variance, depending on the user input paitern. In
probability theory, the variance is a measure of how far the
numbers lie from the expected vdue. However, the standard
deviation, which is obtained as the square of the variance, is
used more frequently than the variance. The formula for a
score of uniformity isasfollows:

Score of uniformity=[(43.3—standard deviation)/43.3]x100.(1)

The usefulness of data randomization highly depends on the
patterns of user data However, we perform smulaion using
other petterns, shown in Table 1. We sdect these paterns
because of the gandard patterns for functiond testing of flash
memory. Generdly, these patterns can be generated by the
device itsdf to save data input time for test codt, but user data
cannot. Therefore, the regular test petternsshownin Table 1 are
more effective than user dataand actudly used in theindudtry.

From this perspective, the test with data randomization using

Table 1. Scores of uniformity when applying 8-bit LFSR.

the paterns in Table 1 is more effective than using user data.
We can test E/W cyding usng patternsin Table 1. Thistest is
quite efficient for the device because the cdls of memory need
to tekethe dress equdly. The test mentioned above can prevent
the gtress of cartain cdls continuoudy during the cyding. The
most petterns have scores of uniformity over 99 in Table 1.
This means that there is 1% variation compared to the idedl
pattern. As a result, the probabilities of errors do not differ
between theided pattern and the others.

Increasing the probability of large errors leads to wesk
endurance due to awider Vth. Figure 5 shows the endurance
erors for the paterns in the 4x-nm NAND flash memory
device. The RBER isreduced using the pseudorandom pattern.
Error reduction factorsin 4x-nm flash are summarized in Fig. 5
and Table 2. The cyding factor of the reduction rate is 36%,
and the interference factor of the reduction rate is 97%.
Consequently, the interference factor affects the corrdation
between the endurance and the RBER more than the cycling
factor does. Figure 6 shows the endurance errors according to
patterns in the 2x-nm NAND flash memory devices, such as
the devices shown in Fig. 5. We measure only 3-K E/W cydes
(20-K E/W in 4x-nm flash) due to the rapid incresse of the
RBER caused by cdl size reduction. Table 3 shows the error
reduction factor, which refers to Fg. 6. As shown, the cydling
factor of the reduction rete is 48%, and the interference factor
of the reduction rate is 86%. Compared to the results obtained
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“IDEAL” | 25.0 | 25.0|25.0|25.0 0 0 100 Cycling by erase & solid PV3. RBER by PV1_PV3 pattern
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Worst” 0| 0|10 0] 1865 433 0 Fig. 5. Endurance error according to patterns in 4x-nm flash.

All“00" |25.1(25.1({24.7({25.1| 0.028 0.169 99.6

All“FF" | 24.7125.1|125.1|25.1| 0.028 0.169 99.6

All“AA” | 249]25.11249]25.1] 0.009 0.098 998 Table 2. Error reduction factor in 4x-nm flash.

All “55" |24.9(25.1({24.9(25.1| 0.009 0.098 99.8 Factor Reduction rate of
Logical RBER
CKBD 25.0125.1({24.8|25.1| 0.014 0.120 99.7 Cyding cen random and solid PV3 36%

Random* | 24.5|25.3|25.6(24.7| 0.196 0.443 99.0 I nterference between random and PV1_PV3 97%

* Real RV generated by C-language.
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Fig. 6. Endurance errors according to patternsin 2x-nm flash.

Table 3. Error reduction factorsin 2x-nm flash.

Factor Reduction rate of
RBER
Cycling between solid PV 3 and random 48%

Interference between PV1_PV 3 and random
Interference between randomand E_PV1

86%
92%

using the 4x-nm flash, the cyding factor is increased and the
interference factor is decreased, which is seen as a tech-
shrinkage phenomenon. E PV1 is a tes paten with no
interference between the cdls because there is a PV1 cdl
aound the erase cdls, smilar to the shidding effect. The
reduction rate of the RBER between the pseudorandom and the
E PV1 paternis 92%, asshownin Table 3.

V. Concluson

Lack of endurance for flash memory is a serious problem
that causes tech shrinkage. Through experiments, we showed
that the mgjor factor underlying this problem is coupling
between cdls rather than oxide degradation due to FN stress,
Accordingly, we focused on interference rather than cyding to
achieve high endurance. We proposed a randomization scheme
for user data that yields high endurance and interference
mitigation. Table 4 showed comparison among endurance
enhancement schemes. The proposed scheme yields
significantly better results than others, achieving no
performance dday, amdl chip sze burden, and low desgn
complexity. Mogt importantly, the endurance enhancement of
the proposed scheme exceeds that of others because it achieves
bidirectiond interference cancdlaion. In addition, the results
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Table 4. Comparison among endurance enhancement schemes.

Re-PGM [9] | IC-Read[10] | Proposed
Performance delay 20% 70% No
rate (writedelay) | (read delay)
Chip sizeburden Medium Small Small
Design complexity High Middle Low
Interference X-axis X-axiS X-axis,
cancellation Y-axis
Endurance ' . .
enhancement Medium Medium Very high

using 2x-nm and 4x-nm NAND flash memory devices show
thet the proposed scheme achieves high endurance. As aresult,
the endurance phenomenon can be mitigated.
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