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ABSTRACT . .

In this paper, we investigate the type and detection methode of spoofing attack, and then analyze the performance of spoofing
detection algorithm in GPS L1 signal through the simulation. Generally spoofer is different from the jammer, because the
receiver can be operated and not. In case of spoofing the GPS receiver is hard to recognize the spoofing attack and can
be operated normally without stopping because the spoofing signal is the mimic GPS signal. To evaluate the performance
of spoofing detection algorithm, both the software based spoofing and GPS signal generator and the software based GPS
receiver are implemented. In paper, we can check that spoofing signal can affect to the DLL and PLL tracking loop because
code delay and doppler frequency of spoofing. The spoofing detection algorithm has been implemented using the
pseudorange, signal strength and navigation solution of GPS receiver and proposed algorithm can effectively detect the
spoofing signal
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Item Value
Sampling Rate 5.714Mhz
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Total simulation time T5sec
Quantization Bit 8hit
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