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BIP Broadcast Integrity Protocol

BSS Basic Service Set

BYOD Bring Your Own Device

CBC-MAC Cipher Block Chaining—Message Authen—

tication Code

CCMP Counter Cipher Mode with Block Chaining
Message Authentication Code Protocol

CMAC Cipher—based Medium Access Control

DHCP Dynamic Host Configuration Protocol

EAP Extensible Authentication Protocol

EAPOL  EAP over LAN

GMK Group Master Key

GTK Group Transient Key

IAT Inter—Arrival Time

IBSS Independent Basic Service Set
IGTK Integrity GTK



v
KCK

MAC
MDM
MFP
MIC
MIMO
MPDU
PMK
PMKID
PMK-RO
PMK-R1
PN

PTK
RADIUS

RSN
RSNA
RSNE

RTT
SA
SAE
SMK
SSID
STK
STSL
TK
TKIP
VHT
WEP
WIPS
WPA

Initial Vector

Key Confirmation Key

Key Encryption Key

Medium Access Control

Mobile Device Management
Management Frame Protection
Message Integrity Code

Multiple Input Multiple Output

MAC Protocol Data Unit

Pairwise Master Key

Pairwise Master Key ID

PMK, first level

PMK, second level

Packet Number

Pairwise Transient Key

Remote Authentication Dial In User
Service

Robust Security Network

Robust Security Network Association
Robust Security Network Information
Element

Round-Trip Time

Security Association

Simultaneous Authentication of Equals
STSL Master Key

Service Set Identifier

STSL Transient Key
Station—to—Station Link

Temporal Key

Temporal Key Integrity Protocol
Very High Throughput

Wired Equivalent Privacy

Wireless Intrusion Prevention System
Wi-Fi Protected Access

=it

(1]

(2]

(3]

(4]

(71

[10]

=

IEEE 802.11, “Standard for Information Technology—
Telecommunications and Information Exchange be-
tween Systems Local and Metropolitan area Net—
works—Specific Requirements Part 11: Wireless LAN
Medium Access Control (MAC) and Physical Layer
(PHY) Specifications,” 2012.

Wi-Fi Alliance, “The State of Wi-Fi Security Wi-Fi
CERTIFIED WPAZ2 Delivers Advanced Security to
Homes, Enterprises and Mobile Devices,” White Pa—
per, Jan. 2012.

AriTight, WPAZ Holel96 Vulnerability — FAQs.
http://www.airtightnetworks.com/WPA2-Hole196
J. Branch et al., “Autonomic 802.11 Wireless LAN

Security Auditing,” /EEE Security Privacy, vol. 2, no.
3, 2004, pp. 56-65.

P. Bahl et al., “Enhancing the Security of Corporate
Wi-Fi Networks Using DAIR,” MobiSys, 2006, pp. 1-
14.

R. Beyah et al.,, “Rogue Access Point Detection Using
Temporal Traffic Characteristics,” GLOBECOM, vol.
4, 2004, pp. 2271-2275.

W. Wei et al,, “Passive Online Rogue Access Point
Detection Using Sequential Hypothesis Testing with
TCP ACK-Pairs,” Proc. 7th ACM SIGCOMM Conf.
Internet Meas., 2007, pp. 365-378.

C.D. Mano et al., “RIPPS: Rogue Identifying Packet
Payload Slicer Detecting Unauthorized Wireless
Hosts through Network Traffic Conditioning,” ACM
Trans. Inf. Syst. Security, vol. 11, no. 2, 2007.

R. Beyah and A. Venkataraman, “Rogue-Access—
Point Detection: Challenges, Solutions, and Future
Directions,” [EEE Security Privacy, vol. 9, no. 5,
2011, pp. 56-61.

V. Brik et al, “Wireless Device Identification with
Radiometric Signatures,” MobiCom, 2008, pp. 116-
127.

dilg o / XM FH 2ot Vs S

0ok
(o=
o
[(e]



