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A Leverage Strategy of the Cyber warfare
Security Policy Based on systems Thinking

Ho-Kyung Yang® - Hyun-Jong Cha® - Hyo-Young Shin®* - Ho-Kyun Park™** - Hwang-Bin Ryou™***

ABSTRACT

As the network composed of numerous sensor nodes, sensor network conducts the function of sensing the surrou
nding information by sensor and of the sensed information. The concept of the battlefield is also changing to one th
at includes not only physical spaces but all areas including the networks of the nation’s key industries and military
facilities, energy facilities, transportation, and communication networks. In light of the changing warfare in terms of
how it is conducted and what form it takes, the Korea military has to seek ways to effectively respond to threats o
f cyber warfare. In the past, although partial strategies on cyber warfare were studied, no research was done throu
gh the overall system flow. In this paper, key variables related to cyber warfare security are classified into person
nel, management, and technology. A simple model and an extended model are suggested for each area, and based o
n the technology area of the extended model, formal methods are used to verify the validity and a detailed response
strategy is suggested according to the identified leverage.

Key words : Systems Thinking, Cyber warfare
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