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An Attack Origin Traceback Mechanism using ICMP Message on Ad-hoc
Network

Jeong Gi Seog™

ABSTRACT

Ad-hoc network is composed of mobile nodes and has a vulnerability of attack like on conventional wire
networks. So, many studies have been conducted to apply the traceback mechanism on wire network to Ad-hoc
network. In this paper, a new mechanism that can trace back to IP source of spoofing DDoS packet using iTrace
message on Ad-hoc network is proposed. The proposed mechanism implements ICMP Traceback message and the
traceback path between agents allocated in local network and a server located in management network. Also the
proposed mechanism can trace the position of attacker even after an attack is over and has extendability through
standardization by using a mechanism that IETF proposed. Result of performance evaluation shows a great

improvement in terms of load, integrity, safety, traceback function as compared with conventional mechanisms.
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