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Implementation of smart security CCTV system based on wireless sensor networks and
GPS data
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Abstract: The conventional object tracking techniques using PTZ camera detects object movements by analyz-
ing acquired image. However, this technique requires expensive hardware devices to perform a complex image
processing. And it is occasionally hard to detect object movements, if an acquired image is low quality or
image acquisition is impossible. In this paper, we proposes a smart security CCTV system applying to wire-
less sensor network technique based on IEEE 802.15.4 standard to overcome the problems of conventional ob-
ject tracking technique, which enables to track suspicious objects by detecting object movements and GPS da-
ta in sensor node. This system enables an efficient control of PTZ camera to observe a wide area, decreasing
image processing complexity. Also, wireless sensor network is implemented using mesh networks to increase
the efficiency of installing sensor node.

Keywords: Intelligent Security Systems, CCTV, Wireless Sensor Networks, IEEE 802.15.4

1.4 2 B 0ok 5 vhka 24 ool A 7] Ao} Al
o) me % ey B4 s BEH v

A2 QY wek Azge A

T Corresponding Author: College of IT Engineering, Kyungpook National University, 1370, Sankyuck-Dong, Buk-Gu,
Daegu, 702-701, Korea, E-mail: dwseo@ee.knu.ac.kr, Tel: 053-950-6560

1 Center for Embedded Software Technology(CEST), Kyungpook National University, E-mail: newyoon@cest.re.kr,
Tel: 053-665-5541

2 Center for Embedded Software Technology(CEST), Kyungpook National University, E-mail: grassman@cest.re.kr,
Tel: 053-665-5514

3 College of IT Engineering, Kyungpook National University, E-mail: jungkim7@ee.knu.ac.kr, Tel: 053-950-5524



T4 A MES IS GPSHRE o]&

of Azgvbe WEe] Asglow PEHue &
H3 Qon, $QAel g FEH PAE F
& ol e[z oleld AlZge A by
A Z7 AL ol e L Bl ojel4)
: Aol

28 8ol AlEdo] Fold Folt}
PTZ (Pan-Tilt Zooming) 7}H|2}= o]&
= s Asos FH3te= Aest
gt A7F Eds] XE 3 QITH3]
719 PTZ 7t o] &g A F42 bt

£ Sl 53 e Yt A9 olss
H

o L
N
Ak

C R
N
rE
it
o
1o
rE
&)

—_ :lo
ol
o0
)

o> oo N
o =
o &

ol rlr
to o
_|>L

Aol At e A
Al A ek AbElo] 9la, CCTV
UA o, TAlo] By
EA7E AATE

B oA ol d EAHES sds] 9
ZuE BQF CCTV A|2Elo) thal] A7igic) =
Fo| A Aok AnlE B CCTV A|~ES A
| 349 AR Aold 7Hde] FEAY CCTV
Fhele} AR 91X ] o] Fo] WIHg 3o A A}
E CCTV B89l HDF 4 =3lata, 43
oA FFAE T AR Ak S 2nE
CCTV EE2 cCTv7iigtet &7 43t HD
IS H.264 FH o0& 9}%3le] HDD(Hard Disk
Driver) = SSD(Solid State Driver)oll A7dsla %
o BAlLZ FFA HEYIR AT 5 ok
71E9] A2='le @RI Sk dAAe] A%
G el A= 7] wiizel AlolE
FddEe] B7FsE A3 A

ofWe 4 AT B A& 27ke] ceTvel A%

=

=

oY -
2
e
e

rir

e

N

Shutd A o] g 8k3] 2] A|377 A|8%.(2013. 11)

Sk 2ohE ek CCTV A28 7

A% g skl FAFe] S0 Qe

2]a2 oJE} NVR(Network Video Recorder) 3} #o]
AGGA F A, o] fdadel= 59 7E

S s} AR Al Ele B Al YIES
= 7)¥ke] |EEE 802.15.4 E&< A 83k W4 UE
A3 7€ GPS7F AzbE AMEE A|EE

CCTV RE& #&3ste] CCTVE PTZE 23
Ag FAT F e Axgoth AXeEs
Y4 WELIE HE3l ARE AL
Aol x| L o)o] 7Hsat Bt

£ ¢ 2

2. B4 A YEHD 79 2npe
H9l CCTV A|&H
RAM = Ajtes FA Al MEAA 7Rk
2utE Bl CCTV Al&Flel die] ARgith
Figure 1.2 74 Al HELA 7|¥F 2rtE HQt
CCTV Alz=¥l HA| 748 HolFrh Al=Hl9 +

CCTV
- HD-SDI T;:-“"“\
- = M| Z
— - Z |E|F
PAN/Tilt 8 = |2 |=
- Power Swivel S~ E 2 -
- o ==
= |E |2
— = =
Receiver L =1 =z
= PZT control receiver ‘ — o ;
-—l =N
— P ==
Smart CCTV Module S ‘.; ~
- Video Input = %
- Video Storage 2
- Video Transmission -—'_/
- GPS Receiver i “
- IEEE 802.15.4 RF
- PTZ Control £ -
- WIF1

) /;IEE]:', Ethernet =
Sensor node 802.15.4 (Internet) -
L 4
> £
= *
L 4

S @ IEEE 802.15.4 , e
Mesh Network Control Center

Figure 1: Concept of smart security CCTV based
on wireless sensor networks
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DATA INDICATION BEGIN
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DATA INDICATION END
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ENDIF
ELSE
IF IS_.NO_REG_MAIN_ROUTE
ELSE
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ENDIF
ENDIF

Figure 7: Pseudo-code about generation of routing information
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ENDIF
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Figure 8: Pseudo-code about avoidance of beacon re-transmission
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Figure 12: Smart CCTV module

Table 1: Function features of smart CCTV module

ol
I

Feature

Video Input : HD-SDI
* Video Resolution :
1280x720@60fps
1920x1080@30fps
Video Encoding, Store Format :
H.264 High Profile
* Video Trans. Format :

MPEG4 AVC
» Storage :
HDD or SSD (SATA2)

Video
Capture
and Store

H.264 RTSP/RTP
* RTP : UDP Multicast
* RTSP : TCP Unicast

Real-time
Streaming

PTZ control by Sensor node
* Pelco-D, Samsung-T Protocol
RS-485 Interface

PTZ
Control

Search Time-stamp

IEEE 802.11g/n
Infrastructure AP
IEEE 802.15.4

Wireless

Firmware update
ETC * UDP File Transmission
* GPS
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Figure 13: Sensor node
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Table 2: Specification of sensor node

Specification
Temperature, Humidity,
Sensor .
Acceleration, GPS, Battery
State Tri-Color LED
Mode Data Logging, Diagnosis, Setup
Memory External(SD), Internal
Frequency 2.45GHz
Distance Indoor 30m, Outdoor 150m
Wireless IEEE 802.15.4
Power 3.5V (A sizex2)
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Figure 14: Smart CCTV camera image capture
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