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High Speed Kernel Data Collection method for Analysis of Memory

Workload

Jun Young Yoon' - Seung Wan Jung™ - Jong Woo Park” - Jung-Joon Kim™ - Dae-Wha Seo™"

ABSTRACT

This paper proposes high speed kernel data collection method for analysis of memory workload, using technique of direct access to
process’'s memory management structure. The conventional analysis tools have a slower data collection speed and they are lack of

scalability due to collection only formalized memory information. The proposed method collects kernel data much faster than the

conventional methods using technique of direct collect to process's memory information, page table, page structure in the memory

management structure, and it can collect data which user wanted. We collect memory management data of the running process, and

analyze its memory workload.

Keywords : Memory Workload, Process Memory, Linux Memory Forensic

Mz a2 B4s AT & A ey +3 7l

4

461

g Motz HFET Mo
(=] of
R AUg rg 9a2s BAS 98 ks st A R4 Zaase e g pEAd 47 Aeshs e ol
43lo] agow A HolHE £k /W AE V1€ BAVIEL doly $4 £ mela AFEE HolH e Ao Qs
Aol FEaeh Ak e W e FRA e ZeAz R gR, dolX Held, ol FRAE Ay FHs: PP ol8d
o 7129l 719 Bk M AY oS $Hen, AHEAL gk dolEg Auste] £YT 4 Yok A /Ee B A AY F
ZzAzel vmel B HolHE Fxatn Wre gazsd di 248 Sy
e HZE YIRE, ZZHA HZ2|, 254 HZ2| EZHA
1.M 8 SR EAE7L oyl shARE AlaE LZES O] EE
dultl= AxEQOEE wRe Aol Aol 97|
AFE A" mre B 2 $3AAE A ol ods] ZragviolA wre ARG tig B 7t
SAY AZES Y vED A EAE BASY A~H FAZIEA Rt AEE et EAES LA
o] A% A} A xEl FAo thE ol BA Z3) po = uebA sl dedE ggd LAE Ay fske] =
Aoz Fgdn. A 5o #AFH =gl ol A ZAzo g v 242 dFHos aHrh
oz giEo] LZES ol tg AFEAY] 8 FE SE 22l RS THE Bus AEE F9AA ud
o] =olyo| wat AXEGOIS] Aol Frlsti, T Aol de] AREE I oy wss A 7eke] H e
Ao ek s e o] FolxA kil gith
71Ee) g fus A 7k wne] E47]E HE
# R AFE ANZAYT R ARENNIAFAY IT §8 nFAdHAy ; - - .
X015 (NIPA_ 2013 HOOT 13-1008)9] #2515 8512100, 2012 2] ARE st 2A87] s Aol AlEste Proc
S ARosha st A9 WMok . =
PR A e S sl Al =gt e stof §x(Memory Core Dump)E ©]
tE 5 g gnsta A A FE s whal ST, 2]
T g 3 g ARdgsta Ay as o
R DR L L R e L Proc FrAA 2RI 92 AL SFAAANM AL
=S 201349 9¢Y 23 - <
55901 0134 104 239, 24 20139 119 42 o glow AREA FFE(User Level)oll Al <tate] o] &3
GPRLE 015 1L 49 49l 5% /M shdal2wlolth Proc API(Application

* Corresponding Author : Dae-Wha Seo(dwseo@ee knu.ac.kr)

KIPS Tr. Comp. and Comm. Sys.



462 SEMEIES=2A/HFEH H S8 AL M2E M11=(2018. 11)

Programming Interface)& ©]-&38l9] AME2} e AY & 2, H# o3
(Kernel-Level)oll ] Z213S s ALY, FE g9Ar~
9 Ul jproc HAEAR Aol A8 5 T3] B ool AE ez AN due BA mTe 54n
Proc BHIA2Re 7S] Wuld g ATHAW, 43 qae wnu.
ﬁ}lﬂ ol & FEate] &40 &8 4 9l Anz A fY29 gEA A SAAA A E ) EE ]l A xE
Aohs Alee 2Rade] o] dast. Jus A8AL 0% 4 Besde A8Y 4 dws
Mie] @o] Wxs dA 29 W2 22 F4E b proc %YA28E AT @ Procps(s] §22EE Proc %
& FaR wgste] Hasta, AAske AvivEe] Ed A28 E o] g3te] Azl HRE AFss dEHA A
e s el delE s sshs Wgolt4l. A ~d fEE Qitow Axde AA wEElel Zaa s
dolg= A4 &2 Hiee] lzé el digk Froel7] o Ae, ~AZY WA, LS viwe, s vre AR S
el & vz dHeolHE A4 &l & A= A S ARsn 9oy, Wrae ArE AL} AsdEL
of gtk Ty @Al dEas AL" BE AR R AN EE 5o g 2o Fa AlgH)
of A% AZskr] f1F @Hel g7l Wl HEs Se Forianal6], Second Look[7], Draugr[8]E ®x.2] o]
A ol B B dasih B3k s HolE s vl = e Algls B vEe Fo] WE fddEE
del Feelng Aol W e, A Fe ARl me g3ee, 92 w5 FEQ U oA ¥
Astel ot +4sk7] widl dolele] %o AWE  mge] meags wE s BE Do Aus AT
WL, SR DA BR delHE MEA SIS 2 Second Looke 483 BA7E e ga sy E
ofeidol aleh. zelw el ol WE= ARAA F2 40 sz golnely ¥ AUL YAt vE AL
Mmelel WEe Ao tE S3E AR A ZzA g5 4
2ol el ARk gEs] fsAE e we el Red Hat Crash Utility[9) A12:8] Zaja] 24 e
Helel dast. B AlzsE EE As" e ZRAse BEAZ 42 7
S8 mRALE e W, mRAs Wus L o gyme me) Yz ojumAE BAUT Az WA
oowE AR g we Sne W R AAET WS ge gquge 98 aAERAn, a4 vz 2agow
A AAEE vZe] #Ag JHE o]&sld Hi] JIaR= T AT o
& RAEY] HsA e LAz Rl sk 5 A Volatilitux[10], ~Volatile ~Framework[11]&=  Foriana®}
Sl ovle] o) Aush vne /e i ARE Second Lookol A Al&E+& 3ol YZo ¢ £rZ /A
wEz sebd 5 gl A VIWel Fasit gl 22 S BE 758 AFe= BA7o]n. Proc v A 2E 3}
Aol 54 8 Ao vRe fAREE FH gog) ge) gmwy £ b1 wEE Sl e ¥
LA s 5 GAE, 28 o A R B ge g8 geige sddh Volatliu: A8ZeE o
wE AFHOE THY T AT WHel WA AR o) gopgow 4y vne B4l0, G 24
2 B =dAe g5 Ad 7Ny Z2A 2~ ARy ¢ A 84S A s},
SRS EAS] Sk gh delE e 1S 99l A A4 g SlE A el gEss A%
AT, 71Ee] e mof YA we Y 9H WA e e LMEn2e @ wRdlA Atk AW dold
E SR WHE PSR S AT INE A s st gaw e Agaln Qow, AzdE 9
2 rEe Ed gste] wA Y 22 B AL yne geodiE e 4 Es Adda At 8
R e TR wE A TEAT AW S WRE qu oja 99 ue) deEne 2de ¢ Ade 2de
Agael Wad Aune et meAse del A
= oge Aelxel d# Aus I &2 Aes gl ldetect[1313 T2Alz0] tfd R4S 98 2472 A
FASL Q) ol A ok delBE WA AST oo s e sase] A8
T AT FAE R AQkslE WS o] &3 AA = Azt AW Aol golHz old AW HAQ
@ vime AAE AW AR @m EZRAh A T 00T s L e
O e Aol FEA sl Ol RESE TH e gaw w0 8 #9052 doE $89
¥ adn e el e AR BRE gy weo mzag agel wesy, o IEls) 4
A 5] Wl Lad Aol Munen Fasel Lo T T e e 4w o
T AR T ees § At BARE AR A 2ol AR el 47
B sme) P pgeld sl b e wap) 0 e e sl
B8 2sha, 3N Adehs A el #4 n TUT LT T T T e s
el g agelde wale) pEe g va o F T T LT e ees g
Azse ¥4 AnE g, vhiner syl A L e aash
2 Aea)



BZel YEZ= 2ME 93 DS I HOIH +3 71Y 463

\ Input/Output
Interface File

Process

User level

Kernel level

B. Creating Child Processes

|
l A. Attaching to Process Running in O‘A/

Page table Process

Control Block

I I

> <

Module

,,
Collection Module
: ]
Collected Data |

] /

Output File

Memory Manager

Process Manager

Workload Collector

Fig. 1. Architecture of Memory Workload Collector
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- CPU : Intel Core i7-860(2.80GHz)
- Memory : DDR3 2GB(1,600MHz)
- OS : Desktop Linux Kernel Ver. 3.2.0 32bit
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[10.31.42.392150 us] Collection Time : 43Qus, Page: 143, Size:
[10.31.42.492044 us] Collection Time : 460us, Page: 143, Size:
[108.31.42.592193 us] Collection Time : 444us, Page: 143, Size:
[10.31.42.692869 us] Collection Time : 419us, Page: 143, Size:
[10.31.42.792649 us] Collection Time : 353us, Page: 143, Size:
[10.31.42.892483 us] Collection Time : 459us, Page: 143, Size:
[10.31.42.992187 us] Collection Time : 437us, Page: 143, Size:
[18.31.43. 92480 us] Collection Time : 424us, Page: 143, Size:
[1@.31 43_192@66 us] Collection Time : 402us, Page: 143, Size:
[18.3 0292337 us] Cnllectlnn Tlme : 349us, Page: 143, Size:

|1E} 31.43. 4923@6 usi ICnllectlnn Tlme 352us| Page: 14 Size:

086944 VM Space:
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586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143
586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143
586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143
586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143
586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143
586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143
586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143
586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143
586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143
586944, VM Space: 18, Dirty: 19, Swap: 1221, Page Count: 143

IDirtv: 19, _Swap: 1221 _Page Count: 14 I

| T|me | [ Tcycle coIIectlon time |

[ Total Memory Information |

[Total Page Information]

(A) Tail Process

[20.18.36.872888 us
[20.18.36.975557 us
[20.18.37. 78629 us
[20.18.37.181786 us
[20.18.37.284437 us

[20.18.37.387845 us] Collection Time : 3731us, Size:
[20.18.37.498719 us] Collection Time : 353Qus, Size:
[20.18.37.594817 us] Collection Time : 4439us, Size:
[20.18.37.698637 us] Collection Time : 4325us, Size:
[20.18.37.803818 us] Collection Time : 5382us, Size:
[20.18.37.908150 us] Collection Time : 4818us, Size:
[20.18.38. 13557 us] Collection Time : 6128us, Size:

Collection Time : 3299us, Page: 2565, Size:
Collection Time : 3204us, Page: 2565, Size:
Collection Time : 3316us, Page: 2565, Size:
Collection Time : 3585us, Page: 2565, Size:
Collection Time : 3173us, Page: 2565, Size:

50774016, VM Space: 337, Dirty: 885, Count: 2565
58774016, VM Space: 337, Dirty: 885, Count: 2565
58774016, VM Space: 337, Dirty: 885, Count: 2565
58774016, VM Space: 337, Dirty: 885, Count: 2565
58774016, VM Space: 337, Dirty: 885, Count: 2565
0774016, VM Space: 337, Dirty: Count:

50774016, VM Space: 337,|Dirty: 885 Count: 2565
56401920, VM Space: 343, |Dirty: 2192 Count: 3876
64475136, VM Space: 344, |Dirty: 3762 Count: 5446
67162112, VM Space: 345, |Dirty: 4249 Count: 5933
68931584, VM Space: 345, |Dirty: 4941 Count: 6625
70373376, VM Space: 344, |Dirty: 4603 Count: 6293

Open Text File

(B) Vim Process

Fig. 6. High speed data collection result of the specific process
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