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ABSTRACT

This paper analyzes what is mitigated as spoofing attack using the U-Blox Receiver and GPS RF signal
generator developed at ETRI. Generally the spoofing attack made the target receiver to be wrong navigation
solution by providing false measurement of code and carrier. So we analyzed the impact of spoofing attack
through the signal strength and navigation solution. In oder to test of effect of anti-spoofing signal, we consider
the signal with antiphase code to spoofing signal and generated GPS normal signal and spoofing signal and
anti-spoofing signal using GPS RF signal generator. This paper analyzed that the GPS receiver was responded to
the spoofing attack according to code phase difference between spoofing and anti-spoofing signal. We confirmed

that the spoofing signal was disappeared by anti-spoofing signal if code phase is an exact match.
I.M E B3 Al=gIzke] AlZE7), Al @Rle] FE o) F
o

] of 2=
A Fofellx] st gt olE 5o A Al MelA B i Als|ERS ofr|3t Exo Ay
Jlellx] Algsta sl A4 2 ¢ 7|k GRS

M R Qe HREEAIL91E] 9] 201295 HEEAl ARl ko7 4a8lelS. [2012-S-301-01,0FI3} dhiFal 1A 9
ol 47]& 7N

¢ First Author : SH=FAZEAIATY 2434, thkim72 @etrire.kr, A3

° Corresponding Author : SF=A1AFEAIAT] QA AT, slee@etrire kr, A3

* g xEAled T $14E AA, jhkim @etrire kr, 3]
=S KICS2013-08-375, A<red#} 1 20139 849 309, FHEx=WA<eda} 120134 109 28

1044



HhAgslaL glek GPS Alsel w3l Hufaste] e+
37 GPS A&7} AHg3h= b tHdellA] GPS
Al A7)ReE 2 *Eﬁ T=3h= Fdil AW
(Jamming)¥} A7 2 spolF 2HEE] 9% 2 A
ARG AFZEE s= 7]9KSpoofing) & & Vg 4~
gJr}t XHU]A]:{E‘_—_ QAdE AlE7} Wl 7zle] 94
o ZRE] ASEE A13A7|(-163dBW)EAS o]&
z‘;]_oq JM] 701—6} AFE E = szr,Hoﬂ J,L;Hoﬂ AlEZ vk
Aste] A PAVIE FHE} s ubE 7]l
e 913 4134} 3-5dB =2 AlaHdE AlE
o] e 8 Wk Wol & o4t Al
A e Amelele] B AARE WAse] a1
o] giale EA7)E otk 7|uHAlEe] chekdt
Tl vle) 744 oletz 9 olzrh sk 4|
o ol A1g A Foll FEFy) A}
Z 52 P9 A2} opd Aol el wzkel 7
5]]7]_ H]—/Kﬂfﬂ— ;(—lo] oh;], o]g]. FANCR -E;éEH,‘E GPS 5;)].13]3
Az x]ﬂs}»— s 17]7} x}/ﬂo] HA Asufueke-

Bk B EFie
QR ER I L EN T ER P R Ao

N
N
[m]
>
o
m
0_>L

§ A 4 91 8 e
A 949 A=gn 2 A7 93
A0g Aste] PPoIAA A LS BEE 2
= 3 U WIS DI 12 g 301
AE AN A $A71E A TPsekes:
GPS $1441 55} 5 ‘&L Fl, PvlAA, AL
SAl7) 52 IR 41719] $1AE TEiskel A
2 sl ek Yo 1 A 7

T Eoles

oﬁ _\¢ ox rlr

Al
1 o
\:]

ﬂﬁ ol w}a} w37} *‘6} FA7) el =A1E Al
3 A71E Blasle] 7] Egle BE S glow
2, 7|%RlE AA7]E 71 w9E Asle] 7ekils
X719} 71k A7 Alele] A2 RE Als
715 zA4ste] AT o8-S GPS L1 C/A ]
AP TE 2107 vehdl Zolch

Sy 2 A7E tollAd AAPH o2 Q1= = GPS Al3E
ehfiod, =2l(1ellA A= GPS Alse] ™, O(t)
E Z=E9E, D) deld ulE

@

S L A7 tellAd glEEE 7RHEE Yehy,
Sp'e A'e 7RlEe] A¥ow AN} 3~5dB
2 #e Zerk Ct— 1) 7RlEe] megios
tolld T akge] 2|l A3 Fe9xe] ke
At = 13He 2R AIZEE 7E-ol g
cos((wy; + Aw)(t)+ ¢)& 7IvHlEe] Fal
AR Aw wHFe| =Ze] Wyt At
ok 23] 18 9140l Ak el Puals
(S 7197 )elA Agshs 7]9klE( S, )5 Al
7)oM) FAlsRE e Yepa ik

%°{

GPS satellite

GPS Signal
(Su)

Spocfing attack area

Spoofing Signal
[CEY]

Spoocfer

I 1. 71 FA
Fig. 1. The Concept of Spoofing attack

s AsHE A HAl W GPS A%
oJelst o] GPSst E71%14] ek lole] P A%
= Aﬂ/ﬂg]_oq s]b« uLHJo] 0)\1;} o]g} zre 7]\:}/\]
3 AN B g R 7MlsE A

1045



ot
H
of
>,
£t
jo_«
Hn
>
=
o
\Z
o
(.»J
:
s
%)
x
a
g
=
=

b 1l
ook T+ WA v o2 dxl GPS AlEE A5k
GPSe} 5715 7% AlsE Sk viol
itk GPSTAI71E Al 7ials s AAds= W
e 37 taAl7)7) GPset B0 Zwals) =
GPS Al5el fAKsF A5 SAlshy| wffitel] 7]ukal
3T grlo] oeS AL A oh;]ﬁl o9} 7o 3
A& o]5-5Al 71A]=, DGPS7 |5+ 7o) ARgA}e]
271 aAH AN FIpHo g Fatsk 4= glr)

2.2. 73RS CHe i
7]]:1'_].-%2:}[0” DH%“}- DHg iULE ";'/Hoﬂ/('] DH"‘-L]‘ ES
A7 Ae] e F 7R E JHE 5 9tk

2.2.1. *IMEHOM Z[2HHS B

AAEHel A bR mlStol|A] A|AElar )
= GPS Al3d)| A}8x} o123 HHE 845 2)5)
o A5 FAlshs Wolck webA 7|Rb)= e
°1Z—ﬂﬂl—a— % Pﬂ FA = 7EAs & 5 Gl
S FEdste] Wb oR GPS L1 C/A
o HJ%H o]Foizlc}. o)== S F=e <l 2
QI 72+ 7)50] EFERA] o} | Mu|AS
Alg- B ARSARE E5A 71 = QL] wfsee]dk
weba] AfEA| EARE = GPS $1Adel| s Z=ef 2l
étﬂ o]:ﬂ:] 7]‘—§ = ],3]_01] /\},g_;qg_—_ o}z; u_] o];,
o BES FUlste] 7]k AlEe] 3RS AlAsaA}
e, olte ZIRbA ] W D1 Ao A 7
nkel] th A sk wiktelo). e} olefdl W2 44l
7lellA i QlFFee gk A2 ] wi
o 71%2] GPS 41719 4 2 A7} B gk A
S 7] ik

2 AslE A Sl AgeA
3 4% 71%50] 71 H gleh ol s

_>\i
o
o,
01
i)

ol

_{

N
0=
2
fol
E
i
o

>

N

T

a3

[

i3

o
>,

A AlsA7|E Eelstar As FAAE ] AlsA
718 W3} 744, GPS L1, L2, L5 52| A& & F
gpele] At A7) 7R, SabAR]e] Wisks
2 =3 W3} 7] So] ol

71ekAl sl Higk 7Zo] o] Foix|m 7]ukAlE 9]
= f1sted 71kl A 914 PRNS HslE At
Z3h=dl o831 = whe] ik ol=igh oh-g- w)

= ZhdsPHAE B8 el uhe|rl ey S
gow ARl 915 FAl7 el = ol2lgt 7]5]
FEE|A] oo} A EL- Ho] A o] 8%t = o}
E SR RE g wollM A== 7l
= Xﬂﬂ%}i H“ﬂ%l ek 71“W£~ W(}ﬂiﬂl Sl
= =1

|

)
of

N
)
L
lm
_N_

_L4

U
<

Ho, -

ol

£
12

do
>~
o,
21

©)

2] 2)ollM Z1RHA1E(S,, ek FUg AlsAl7) e}
ForE A9} cos((wyy + Aw)(t) + ¢y) 2ol
UG F 7|58, )9 t— 1 ARl =
el Ot —7)ell g1l ==kl O (t—7)& wkd
Bol A5 Ajo] 7| UAE ATele] 71ALEE
AAgC) B =tollM = 7Rl F= A|Adgksl 7
< 2] fl3te] dAZ AP R o] Fsled 7]ut
Az7t AAE= AES Felshaict

Im. /él S

3.1. Ay &

& =i A9 AR ﬂﬂh A%
HAEte] 7Rl s el Ajtstel 7WAlsE Zﬂ716}-
WS ROARS Fele] Eelsisict ok 1H
RO)AFE 91 3o E 2 FAlol|A] 7Lt RF AL]
3R HEda A s} 7SS AAdEte] A
4217191 U-Blox $217]el Ql7lsle] Ax2 Fal



a3 2. 4y
Fig. 2. Test Environment
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Table 1. The parameter of spoofing

Parameter Value
# of Channel 5
PRN of Normal Signal 3,6,7,11
PRN of Spoofing Signal 3
Code Delay of Spoofing 1chip
. . Latitude : 36.000000
Receiver Position .
Longitude : 128.000000
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Table 2. The parameter of Anti-spoofing
Parameter Value
# of Channel 6
PRN of Normal Signal 3,6,7,11
PRN of Spoofing Signal 3
Generation time of Spoofing 100 sec

Generation time of
. . 150 sec
Anti-Spoofing

Code Phase difference

between Spoofing and 500nsec, 200nsec, Onsec

Anti-Spoofing
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(a) No Anti-Spoofing (b) Anti-Spoofing

(500 nsec)

(c) Anti-Spoofing  (d) Anti-Spoofing
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Fig. 4. Signal strength of PRN according to code phase
of anti-spoofing
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