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Abstract

In this paper, we proposed SSL VPN-based network access control technology which can verify
user authentication and integrity of user terminal. Using this technology, user can carry out a
safety test to check security services such as security patch and virus vaccine for user
authentication and user terminal, during the VPN-based access to an internal network. Moreover,
this system protects a system from external security threats, by detecting malicious codes, based
on behavioral patterns from user terminal’s window API information, and comparing the similarity

of sequential patterns to improve the reliability of detection.
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Fig. 1. SSL VPN-based encryption communication
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Al WY Z2ae HYAE
AAH ZZ‘O}% Bz M RER FRE 9
EAI7E ik, dlE A=f2A] 7| EH 02 AFH
£ Outlook Express:g “C:\Windows \System32'2 EA}
& T AR 2=E]o A2 91Xl TEsla, dAE 75 250
FEZ o] gslo] mIXH R H&el7] wiel AeiHE B4
oA =R FhHE
T AR ofgh FALE BlaellA AA| PR 2ER
o T53AU System32% A& AT APL <417}
WS 247] wliol FAKETE 0o Hof S AET} ofd =
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1) WY (Mail) ¥

¥ 4+ Bagle €l w3 AP
Bagle.ow 3t 74 9 92l FA|Fe] AAlol] tigk o
o] F7lEo] 2719 B FHEHo| ¢
o] AHA] 7155l OiL °Jf] ‘;lﬁ FAL
% ZRade] 3
AdZ Bk 5 A ‘E e

2o Q8 A%E A7 Sgseh

rj%

il

[

39

lo F
< VO B

X 4. Bagle "®°| APl =AM F& Z1}

Sasser 15872.CHHE 4 U< AMeA A4 o
= Exjo] WAEA] g0z Qs API £A0lA AkA| o]
fAkze] Jee vA 3 YA Hepdgel Yol dntoe
FYPste TS AR A8 0.99139] FAER WE
Sasserol] &k Bx)7} 7531t}

H 5. Sasser #2| APl =A & Znt
Table 5. APl sequence extraction result of Sasser

~yy | ER(1B8

A 7) 156872.B | 16872.C | 15872.D | 16384 |74752
1 1.080 | 1.080 | 1.064 1.064 |1.064|1.064
2 1.064 | 1.064 | 1.099 1.099 |1.099]1.099
3 1.099 | 1.099 | 1.844 1.844 11.844|1.844
4 1.844 | 1.844 | 3.463 3.463 |3.463|3.463
5 3.463 | 3.463 | 3.508 3.508 |3.508]3.508
6 3.616 | 3516 | 3.485 3.485 [3.485]3.485
7 3485 | 3.485 | 3.608 3.508 |3.508|3.508
8 3.508 | 3.608 | 4.009 4.009 [4.009|4.009
9 4.009 | 4.009 | 4.002 4.002 [4.002|4.002
10 4.002 | 4.002 | 4.011 4.011 ]4.011[4.011
11 4.011 | 4.011 | 4.004 4.004 [4.004]4.004
12 4.004 | 4.004

FAEE | 1.00 1.00 0.95 0.95 | 0.95 | 0.95

3) F(Bot) ¥
#6259 9 % Agobot el
olth.

g APL &M 2 23

X 6. Agobot He| APl =AM F& Ao}
Table 6. APl sequence extraction result of Agobot Worm

Table 4. APl sequence extraction result of Bagle worm 2N | wy 54%00- 441344 128;5 1(9)37,\;2 99328 | 98417
#M | ¥8a) | b~n | o~z |Bagle.af | Bagle.al~au T |1.064] 1.064 | 1.064 | 1.064 | 1.064 | 1.064 | 1.064
2 [1.099]1.099 | 1.099 | 1.099 | 1.099 | 1.099 | 1.099
; g'ggg g'ggz 2'323 g'jgz 2'323 3 |3.463|3.463 | 3.463 |3.463|3.463|3.463 | 3.463
: : : : : 4 |3508] 3508 | 3.508 |3.508|3.508 | 3.508 | 3.508
3 | 1064 | 1.064 | 3463 | 3.463 3.463 5 |1.431| 1431 | 3463 | 1.431|3.463|3.463 | 1.431
4 1.080 | 1.080 | 3.508 | 3.508 3.508 6 |1.080| 2.651 | 3.469 |1.080 |3.469 | 3.508 | 1.080
5 | 1209 | 1209 | 1.084 | 1.064 1.084 7 | 2.651| 1.632 | 1.431 | 2.651 | 1.431 | 3.463 | 2.651
6 | 1218 | 1.218 | 1.209 | 1.080 1.064 8 |1.632|1.844 | 2.651 | 1.632|1.080 | 3.469 | 4.011
7 | 1632 ] 1632 | 1.218 | 1.209 1.209 9 |[1.844|4.011| 1.844 | 1.844|2.651 | 1.431 | 4.052
8 1844 | 1844 | 1632 | 1.218 1.218 10 [4.011)4.052 | 4.011 [4.011[1.6321.080 | 4.004
9 | 1062 | 1062 [ 1822 | 1632 1632 11 | 4.062] 4.004 | 4.052 |4.052 | 1.844 | 2.651 | 4.009
10 | 0861 | 0.861 | 1.064 | 1844 1844 g j-ggg 4.009 j-ggg 3-883 j-g;; 12121
11 0.861 | 1.064 1.064 ) 2ooa 201
12 0.861 0.861 15 4.009 | 4.062
SAE | 1.00 | 1.00 | 063 | 0.78 0.66 16 4.004
17 4,009
SAE| 1 | 086 | 074 | 1 | 086079 | 0.80

2) 22k (Vulnerability) @

% 5E Sasser ¥ell Wit APl &4 & Aot}

I vlsh B 59 sl sk s
£, dA)zgelo) il 9 ReklEe] B s Fus
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E 7. Bropia2t Sumom2| APl &A{F=EZn}
Table 7. APl sequence extraction results of Bropia and

Sumom

Al B159744 | B188928 | S36352 | S17429 | S23476
1 1.064 1.064 1.064 1.064 1.064
2 1.099 1.099 1.099 1.099 1.099
3 3.463 3.463 3.463 3.463 3.463
4 3.508 3.508 3.508 3.508 3.508
5 1.080 1.080 1.632 1.632 1.632
6 1.844 1.844 1.844
7 1.080 1.080 1.080

FALE 1 1 0.66 0.66 0.66
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Fig. 11. Malicious code detection result through circular

patterns

(3) FAIZ Hl 24

1) ke 3% gaels v

g 125 W PR APL @A7F 71 ol Mg
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A veleH, AlRtE Ak 34 e Wy edasd]
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Fig. 12. Comparison of the similarity measuring algorithm

2) AKE YAl mE A%
2% 139} 2ol 7 53 fAkES] QA% AR A
136 07e] 242 BALS BAST,



SSL VPN7IREe] 39)-eAdS 83 Haalold] #d A+ 135

120%

100% /-
80% /
=3

40% /

20%

0%

[ ~mogy = xyomd 28 - HARE |

O% 13, RAIE FRlof| e EiXlE
Fig. 13. Detection ratio depending on the value of
similarity
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3) %9 U FIEA
7} TR 3= v Bagle, Mydoom, Netsky &

cle 539l A5l WAska Yonw $U Fhel o

[e]
529 3% AE SRS Bl BA7E FseA A1

A e i
A WGAHE vgo R vE

B3It} Bagle ¥ 7502 Hlw
oz AHI 0.6 BF 9] 0
g Mydoom?} Netsky+= A2 0.95
2o deloR oy FRH ol of

F g

¥ 8. CIE 79| & RAIT bluZnt

Table 8. Comparison results of worm similarity of other

types
e Bagle Mydoom Netsky
Bagle 1 0.77 0.70
Mydoom 0.77 1 0.93
Netsky 0.70 0.93 1
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