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Abstract

In this paper, security mechanism of internal network(CAN) of vehicle is a very incomplete
state and the possibility of external threats as a way to build a test environment that you can
easily buy from the market by the vehicle’s ECU(Electric Control Unit) to verify and obtain a CAN
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message. Then, by applying it to ECU of the real car to try to attack is proposed. A recent study,

Anyone can see plain-text status of the CAN message in the vehicle. so that in order to verify the

information is vulnerable to attack from outside, analyze the data in a vehicle has had a successful

attack, but attack to reverse engineering in the stationary state and buying a car should attempt

has disadvantages that spatial, financial, and time costs occurs. Found through the car’s ECU

CAN message is applied to a real car for Potential threats outside of the car to perform an

experiment to verify and equipped with a wireless network environment, the experimental results,

proposed method through in the car to make sure the attack is possible.

As a result, reduce the

costs incurred in previous studies and in the information absence state of the car, potential of

vehicle’s ECU attack looks.
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