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Implementation of Secured Smart-Learning System
using Encryption Function
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Abstract The government has invested much budget for Syears to do the Smart-education and operate digital
textbook services since 2011. The private enterprises also decided to focus on constructing Smart learning
system by investing much budget. If these systems are constructed nationwide and therefore can access to cyber
university by using smart devices, we can reduce the information gap and study online lectures to get a grade
whenever, whoever and wherever we want to. However, these convenient systems can cause serious problems
like falsifying grades by hacking if security systems are weak. In this paper, we formulated cyber university
which is secured in terms of security. For this, we simulated the smart-learning system which strengthened the
security, considering code algorithm and encryption technique.
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Fig. 2. encryption processing
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* int keyBits: PF22E]7] 2] 40|
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int EncKeySetup(const Byte *mk, Byte #rk, int keyBits)
{

register Word t0, tl, t2, t3;

Word wO[4], wi[4], w2[4], w3[4];

int q, 1;

WordLoad(WO(mk,0),w0[0]); WordLoad(WO(mk,1),
wolll);

WordLoad(WO(mk,2),w0[2]); WordLoad(WO(mk,3),
wol3]);

q = (keyBits - 128) / 64;
t0=wO[0]"KRKI[qJ[0]; t1=wO[1]"KRKIql[1];
t2=wO[2]"KRK[ql[2]; t3=wO[3]"KRKI[ql[3];
FO;

if (keyBits > 128) {
WordLoad(WO(mk,4), w1[0]);
WordLoad(WO(mk,5), wi[1]);

if (keyBits > 192) {
WordLoad(WO(mk,6), wi1[2]);
WordLoad(WO(mk,7), w1[3]);

} else {

wl[2]=wl1[3]=0;

}

void ARIA_test() {
Byte rk[16%17], c[16], mk[32];
Byte pl16]={0x11, 0x11, Ox11, Ox11, Oxaa, Oxaa, Oxaa,
Oxaa,
0x11, 0x11, 0x11, 0x11, Oxbh, Oxbb, Oxbb, 0xbb};
int i, flag;
for (i=0; i<16; i++)
mkli]=i+0x11;
for (i=16; 1<24; i++)
mk[i]=(-16)*0x11;
Crypt(p, EncKeySetup(mk, rk, 192), 1k, c);
printf("BEGIN testing basic encryption...\n");
printf("Testing whether the encryption would come out
correctly, \
for 14-round ARIA\n");
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Fig. 5. ARIA encryption for process of Data
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