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ABSTRACT

Most of the enterprise information is stored in the database. Therefore, in order to investigate the company’s criminal
behavior, forensic analysis is important for the database and delete record is a need to develop recovery techniques. This paper
is explained structure of the oracle database tablespace file and analyzed system tables that stored table information. Further,
we suggests a method of recovery for deleted record in oracle tablespace.
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Starting up ORACLE RDBMS Version: 10.2.0.1.0.
System paraneters with nun—delau\t values:

processes 50

nls_lanauage = KOHEAN

nls_territory =

sga_target = EIZE)ESS

control_files = C:HORACLE¥PRODUCTH 0. 2, CWORADAT A¥DFRCHCONTROLO!
db_block_size = 81592

Conpat (01e =0.2.0.1.0

db_file. mu\tlb\ack read.- count 16

db_recovery_file_dest = C:¥orac|efproduct#10.2, O#f lash_recovery_area
db_recavery_f1le_dest_size= 214748354

undo_nanagenent = AITO
unda_tahlespace DOTES!
renote_login_passwordfile= EXCLUSIVE

db_domain
(PHOTOCOL TCP) { S8ERYICE=DFRCXDE)
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‘#ORACLE‘#FRODUETWU 2., O#ADH | NYDFRC#ADUMP
HORACLE#PRODUCTH10, 2, O#ADM | NYDFRCHEDUMP
-$ORACLERPRODUCT#10. 2, O#ADH | NYDERCHUDUMP
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1210 2E - 0x04C3061A48 — ((6-1)710000) + ((26-1)7100) + (72-1) = 52571(Object 1D)
20 2R - 0x04C3061A48 — ((6-1)710000) + ((26-1)7100) + (72-1) = 52571(Object ID)
3 2Y - 0x02C106 - 5
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GHIH 2E : 0xFF — NULL
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1BAC:A310R: 4E 45 4E 55 4D 42 45 52 02 €1 61 02 C1 15 01 80 | NENUMBER.La.k..€
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1BAC:A330R: C1 02 01 80 01 80 02 c1 15 l6c 00 12 9702 c1 04 A..€.€.h.1....4.
1BAC:A340h: 02 C1 04 02 C1 08 0L 80 OD 44 46 52 43 SF 4A 4F  .A..A..€.DFRC JO
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1BAC:A3EOR: 01 80 01 80 01 80 01 80|6C 00 24 07[GE] LE.€.E.
1BAC:A3FOn: b:L 80 02 C1 02 04 C3 0 02 B

C1 10 01 80 FF FF 01 80 FF FF 02 C1 03 01 80 03
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(I 11) C_OBJ#o| EAH

A
=
2

2]

[<]

i
ot
o

A5 5]

H
A3 4ol Ax

5#t dle]e¢] PRECISION

57} HolE{¢] SCALE

(% 5) A= B
# e Eel
1 VARCHAR2 / NVARCHAR2
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182 INTERVAL
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4 alrk.

do o ml o

Yo AnA

1DC5:5F70h: 33 33 33 2D 33 33 33 33 20 20 20 20 20 20 20 333-3333
1DC5:5F80h: 02 04 04 C3 15 OD 04 04 43 48 4F 49 07 78 71 03 ...A....CHOL. .
1DC5:5F90h; 03 01 01 01 1430 31 30 2D 323232322032 32 ..... 010-2222-22
1DC5:5FAOh: 32 32 20 20 20 20 20 20 20 2C 00 04 04 C3 15 0D 22 sk,

1DC5:5F70n: 33 33 33 2D 33 33 33 33 20 20 20 20 20 20 20 333-3333 <
1DC5:5F80n: 02 04 04 C3 15 0D 04 04 43 48 4F 4907 78 71 03 ...A....CHOL.xq.

1DC5:5F90h: 03 01 01 01 14 30 31 30 2D 32 32 3232 2D 32 32 +uuvs 010-2222-22
1DC5:5FAOh: 32 32 20 20 20 20 20 20 20 2C 00 04 04 C3 15 0D | 22 sonh

(38 13) 2= AA F row data®| Hs}
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go]Eell4] HZ=F AAIRE o wlole &5
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1DE4:5F40n:| 00 00 00 00 00 00 00 00 00 00 00 00 [2C 01 01 0C]| seuveeeeennpnns
1DE4:5F50h: [23 53 &F 25 52 54 20 8C 49 4F 45 20]2C 01 01 OC | ISWERT LINE ,...

1DE4:5F60h: 44 44 44 44 20 20 20 20 20 20 20 20 2C 01 01 OC DDDD
1DE4:SF70n: 43 43 43 43 20 20 20 20 20 20 20 20 2C_01 01 OC CCCC
1DE4:5F80n: 42 0_20 0_20_2045C 01 01 0Cy BBBB SGooo
1DE4:5F90n: 41 0 20 020 20pRCOITOINC | RARA
1DE4:5FACh: %A, 0_29 0_20_20J3C_01_01_0C; JANG oo
1DE4:5FBOR: 54 0.2020.20202020.2012C 01 01 OC PARK
1DE4:5FCOh: 4C 45 45 45 20 20 20 20 20 20 20 20 2C 01 01 OC | LEEE
1DE4:SFDOR: 48 59 55 4E 20 20 20 20 20 20 20 20 2C 01 01 0C HYUN
1DE4:SFEQR: 4R 4F 4E 47 20 20 20 20 20 20 20 20 2C 01 01 0C JONG
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