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ABSTRACT

This paper proposes normal behavior profiling methods for anomaly detection in IEC 61850 based substation network.
Signature based security solutions, currently used primarily, are inadequate for APT attack using zero-day vulnerabilities.
Recently, some researches about anomaly detection in control network are ongoing. However, there are no published result for
IEC 61850 substation network. Our proposed methods includes 3-phase preprocessing for MMS/GOOSE packets and normal
behavior profiling using one-class SVM algorithm. These approaches are beneficial to detect APT attacks on IEC 61850
substation network.
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