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ABSTRACT

In today’s mobile computing environment, there are many threats, such as device loss or theft, malware, to the sensitive
information stored on end user device. To prevent disclosure of information, encryption and authentication method are properly
adjusted to the device. In cryptographic file systems, CBC mode of operation has been commonly used. It requires an IV need
not be secret, but must be unpredictable and protect integrity of the IV. In this paper, we propose file system-level encryption
mechanism with HSM that satisfy the requirement of the IV and improve the performance. Moreover, Design and experimental

results prove the efficiency of our proposed method.
Keywords: CBC Mode, IV, File System-Level Encryption, HSM
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until (systempower off) for every Block
{
C _Signnit (Key,; o );
C_SignEncrypt Update (data);
C SignFinal ();
}
/@ oE A FRAAH FE AD
C Fnerypt Final ();

Alokste ol IV 24 I RES
(1V |l data) o HEF HAMCS AlAlste vialo 2 A4

39 pseudo codew the3} z2t}

/@ IV g Y (RNG AFE)
C_GenerateRandom (w);

/@ s A 2|3 (A 2 Y A])
C_ Encrypt Init (Keyﬁ ne Vs CBC);

/) AzE ERAZA W

until (systempower off) for every Block
{

C _Signnit (Key,, on );
C_Encrypt Update (data);
C SignUpdate (IV || data);
C_SignFinal ();
}
/@ dE A FERA=E FE A)
C Fnerypt Final ();

4.2 21 2

ole} zro] Al 7pA] A wiqtel W&l U3 HS
& o]&ste] pdA g AAgle sl 1/0E Fst
F= 35 Aelshe dE =efo|ulE Fdste] 4AMB
sl S shsteled AoEE ARE SA A

ERIETL

o_&z

(&£ 1) 4MB9| dlo]e]E 4KB w41 (1,0007 &
)% Geshs skl cad A%e 24 4
sfolul, 7] ] o] AREE Ao o 2.7u)9] A
%04 £3E el o 4 ole ol (& 2)e
ehd 7 0] 28 A7 E4 AT A 3HE A4
% Ao) % Wedsa ek

(£ 1) 4KB * 1,000 =3t A4t A2t H|I(sec)

35 Orginal Mixed Proposed
1 11.497 4.680 4.150
2 11.497 4.649 4.196
3 11.482 4.695 4.181
4 11.497 4.696 4.212
5 11.497 4.680 4.212
6 11.498 4.680 4.196
7 11.481 4.680 4.197
8 11.482 4.680 4.196
9 11.497 4.680 4.197
10 11.513 4.680 4.212
avg 11.4941 4.680 4.1949
BHA5
(Mbps) 2.919 7.170 7.999
e an A7 % s A4 2215 99
Qo] e Aol £8HT G8E F 4 glen]
webx], 2713 HEE 2 F gl Ak who)
71 WA din] AAE A A9E vz ik
(F 2) Zt &5 A2 A7t
g A7 (msec)
C_GenerateRandom() 1.899
C_EncryptInit() 4.642
C_Signlnit() 2.583
C_SignEncryptUpdate() 0.748
C_EncryptUpdate() 0.730
C_EncryptFinal() 0.459
C_SignFinal() 0.616

(3 3] [ DellAe] 78 AatollA ¢hz3) whel
= 32KB=E #73to] 1303](of 4MB dlo]E]) vk
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AAkgh A Hola glrh. 71 wale nld As 83k Vel ek gkdeh 4 87 2718 A7
NA ZI) o 2,302 33} ] E5o] AASE ATV FAA Els A3 ks Adaks Haskska,
A5 M B AoA7]= AR A|QkeE wAle] a3t A 284 I E Sl A2 g3 A
A3 ZEAYLS & 5 st FdA 2 Gl gks 718kl & 1/0 HI=E Y02 ¢35 Aes &
3t A tzst B5 9 E A s AR T ¢ A T ol st eduAlS Alsksksich
HE ZHstrz X—Véb‘& 55 I7]E Addste] A4 Aloket WAl 9] oF - B33} wAYSS AAIS] Al
slofof ghc), w3k, TV 724 71358 HMAC a4kl Algta A% A5 Fa, 71E wale 7l Ae}
Egste] 43 '}% Mixed w218 7399} w]aLste] o] A& vl Mg ZN A wile] TEH 0]
1oV AN A8 AL BAo] 10 ~ 20% 4 3 A% A B3P} Qlee Fusde wa 4
% A 3} gles o 4 9l A5} ARk Al s whe) BE0) 27 e
2 71w o) A% A Bt o 2 e
(£ 3) 32KB * 130 253} 944t AlZF B|@(sec) = ¢ sl
Orginal Mixed Proposed Anos
1 1.685 0.858 0.702 AL
2 1.654 0.874 0.702
3 1.685 0.873 0.717 (1) K. Scarfone, M. Souppaya, and M.
4 1.653 0.874 0.718 “y s .
= L 669 0 858 0702 Sexton, Qulde to Storage En.crypyi‘;lon
6 1654 0874 0702 Technologies for End User Devices, SP
7 1.630 0.873 0.702 800-111, NIST, Nov. 2007.
3 1.638 0.874 0.702 (2] S. Bruce, Applied Cryptography 2nd
9 1.654 0.858 0.702 edition @ protocols, algorithms, and
10 1.612 0.873 0.717 . .
p— 16534 0.8639 0.7066 source code in C: John Wlle.y & Sons: 2007.
A Ee 90611 20990 18.999 (3] Cryptsetup Project, (OnLine). Available:
(Mbps) http://code.google.com/p/cryptsetup
(4] N. Ferguson, 'AES-CBC + Elephant
v # = diffuser A Disk Encryption Algorithm for
== Windows Vista,” Microsoft White Paper,
AeA) thdel] AAE = 2lEe] AR &3 93 Aug. 2005- L
EH% H]_o‘l_ii /ﬂ’%} 1]‘_?;_% %]'IE]' Xazol'sl‘"f_‘ c{:].'i % [5] J S Heldemann, G J Popek, Flle
2xo] Wew 7 olrh S5 ol Al A] ebye]= system development with stackable
7] Zo] 28 B2 wr) obdebd Bk, s layers, ACM Transactions on computer

dake EAow sl HSMS dLsls ur) systems, vol 12, no. 1, pp. 58-89, Feb.
5

PR g5 ETAe] 27¥7 9) 1994,

HSM A& A] cha) e} HSM7P-°4 e /0= oF (6] E. Zadok, I. Badulescu, and A. Shender,
5 £EA =S A7 29lo] H}. wlA] “Cryptfs: A stackat:le vnode level
swl A ka3l A mAE Z7]9] shelAsd g encryption file system, Technical Report
| B2 ool ohasb)l AelEn] 7 B2alg) obs CUCS-021-98, Computer Science Depart-
2 o3t b5 A E7|FE ot 2549 Ao ment, Columbia University, Jun. 1998.
n3e F3 31]\-9—‘]:1, ols —4—%*]5_‘_%]0“*% 1]—:%_0] 73,—%— (7] C. P. Wright, M. C. Martino, and E.
= OBC Rt Ve F4A BAS 93l 2714 Zadok, "NCryptfs:A Secure and Con-
ol Al Balr} 2w 3 Q) venient Cryptographic File System,

Proceedings of the General Track: 2003
USENIX Annual Technical Conferance,
pp. 197-210, Jun. 2003.

webA | B = s HSMS 443 g A ~H
ge] o8l 24 7 A CBC R AR 2
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(8) J. Alex Halderman, S.D. Scheon, N.
Heninger, W. Clarkson, W. Paul, J. A.
Calandrino, A. J. Feldman, J. Apple-
baum, and E. W. Felten, "Lest We
Remember: Cold Boot Attacks on
Encryption Keys,” Proc. 17th USENIX
Security Symposium, Jul. 2008.

(9) M. Dworkin, ‘Recommendation for Block
Cipher Modes of Operation : Methods and
Techniques,” SP 800-38A, NIST, Dec.
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ePrint Archive, Report 2004/111, 2004.
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