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ABSTRACT

The various types of data are being created in large quantities resulting from the spread of social media and the mobile
popularization. Many companies want to obtain valuable business information through the analysis of these large data. As a
result, it is a trend to integrate the big data technologies into the company work. Especially, Hadoop is regarded as the most
representative big data technology due to its terabytes of storage capacity, inexpensive construction cost, and fast data
processing speed. However, the authentication token system of Hadoop Distributed File System(HDES) for the user
authentication is currently vulnerable to the replay attack and the datanode hacking attack. This can cause that the company
secrets or the personal information of customers on HDES are exposed. In this paper, we analyze the possible security threats
to HDFS when tokens or datanodes are exposed to the attackers. Finally, we propose the secure authentication protocol in
HDES based on hash chain.
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