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The Vulnerability Analysis of CA Arcot VPS*
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ABSTRACT

CA Arcot corporation in U.S.A has secure on-line financial trade solution and patent that verify whether transaction had
change using virtual session. But, VPS(Virtual Private Session) has another vulnerability by way to construct CAPTCHA. We
can’t fully trust safety of VPS, Cause it could be attacked by using color information of CAPTCHA. In this paper, We suggest
the method of attack VPS, and also point out the vulnerability of VPS though simulation.
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Funds Transfer Confirmation

Check your transaction detads and then enter the one time password in the text box below
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USER Malicious Program BANK
. From: K. Bhargavan . .
: To: F. Vercauteen . M
. Amount: $928 . .

From: K. Bhargavan
To: 8. Kim
Amount: $10,000

To: S. Kime
From: K. B/MWM Armoust: $10,000 L
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Modified CAPTCHA
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Input:
7 = {i;,~.i,} (Instances to be clustered)
n (Number of clusters)
Output:
C = {¢,¢,} (Cluster centroids)
Foreach w in width
Foreach % in height
get pixel( w,h ) into 7
End
End
C = K-Means++(7, n)
search Minimum a number of cluster in C
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Foreach text in strings
If( text.length is similar to average O
TP length the most)
return text

TP, JBJTKCGN
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