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A Study on Countermeasure for CCN Interest Flooding Attack
DaeYoub Kim'

ABSTRACT

To enhance the efficiency of network, content—centric networking (CCN), one of future Internet
architectures, allows network nodes to temporally cache transmitted contents and then to directly respond
to request messages which are relevant to previously cached contents. Also, since CCN uses a hierarchical
content-name, not a host identity like source/destination IP address, for request/response packet routing
and CCN request message does not include requester’s information for privacy protection, contents—
providers/network nodes can not identify practical requesters sending request messages. So to send back
relevant contents, network nodes in CCN records both a request message and its incoming interfaces
on Pending Interest Table (PIT). Then the devices refer PIT to return back a response message. If PIT
is exhausted, the device can not normally handle request/response messages anymore. Hence, it is needed
to detect/react attack to exhaust PIT. Hence, in this paper, we propose improved detection/reaction
schemes against attacks to exhaust PIT. In practice, for fine-grained control, this proposal is applied
to each incoming interface. Also, we propose the message framework to control attack traffic and evaluate
the performance of our proposal.

Key words: Future Internet(v] 2] S1E14l), CCN(E8l= F4 YEYA), DoS/DDoS Attack(ZAF A H] X
AX FZ), Attack Detection(F4F M Bl AR FZ X))
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While(1) {
Count t'v, and t"v; ;
Manage PIT ;

Calculate t"v, ; (1))

Ix* I D, P .
tvi<—(tvi*t v; —1 v(mf(t,l))) ;

If ty; >t then {
ac<—(ac+1) ;
If ac>a and as=1 then {
e—tPu, < (th,_ )71 ;
If €<~y then Notify Attack State ;
}
Else {
€<pu; X(t]v:)ﬂ ;
If e<a—ac then {
as<—1; Notify Abnormal State,
}
}
}
Else {
ne<—(ne+1) ;
If nc>a then {
ac<—0 ; nc<—0 ; as<0 ;
}
}
i—(+1) ;
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Interest::=
Name (Na)
MinSuffixComponents (Min)
MaxSuffixComponents (Max)
PublisherPublicKeyDigest ? (Pd)
Exclude ? (Ex)
ChildSelector ? (Cs)
AnswerOringnKind (Ao)
Scope (Sc)
InterestLifetime (Lt)
Nonce ? (No)
FacelD (Fi)
Signature (Sg)
SignedInfo (Si)
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