Vol.2, No.9 pISSN: 2287-5891 HSNOIE BEE 712t XA 2AZE
http://cx.doi.org/10.3745/KTCCS.2013.2.9.405

Security Check Scheduling for Detecting Malicious Web Sites
Choi Jae Yeong' - Kim Sung Ki™ - Min Byoung Joon™

ABSTRACT

Current web has evolved to a mashed-up format according to the change of the implementation and usage patterns. Web services and
user experiences have improved, however, security threats are also increased as the web contents that are not yet verified combine
together. To mitigate the threats incurred as an adverse effect of the web development, we need to check security on the combined web
contents. In this paper, we propose a scheduling method to detect malicious web pages not only inside but also outside through extended
links for secure operation of a web site. The scheduling method considers several aspects of each page including connection popularity,
suspiciousness, and check elapse time to make a decision on the order for security check on numerous web pages connected with links.
We verified the effectiveness of the security check complying with the scheduling method that uses the priority given to each page.

Keywords : Security Check, Detection Scheduling, Malicious Web Page, Web Crawling
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