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A Study on MS Crash Analyzer
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ABSTRACT

MSEC(Microsoft Security Engineering Center) performed fuzz testing Windows Vista with 350 million test cases for 14 months before
launching it. They analyzed crashes resulted from the testing and developed crash analyzer !exploitable based on the data used to
determine exploitability. In this paper, we describe how MS crash analyzer determines exploitability of crashes. Besides, we suggest an
improvement to overcome the limitations found in the MS crash analyzer during the analysis.
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Fig. 1. Error message by default exception handler of
operating system




Table 5. Functions for analyzing registers and instructions

Function Description

oA AR F20) o9l Ay A
Aol 3 yeole F49214 el

IsFaulting AddressInst
ructionPointer

IsFaultingInstruction | <9 A AJHe] =3 oy} ~d
OnStack oo EAst=x &l

Ay A geol7} By

IsFaultingInstruction <) Y Aol 59 R ]

(branch) W#e] EE 57 (return) ¥

ControlFlow gojolx 3ol

o9 A Aol FA et Bs
dlo]El o]%F(move) W o]sl#] &<l

IsFaultingInstruction
BlockDataMove

el Zz=Aof] oA X 9}_8_ /\]l‘é'_
DoesStackTraceConta | — ., . | g9 Z] A

. . 7Hzl Weo] Fa7t X 3HE o
inUnknownFunctions

s
o T, )
e
TR
Mo
o oo
=2 Sy
L2
o =
[ g8 oo
X,
e
oflt
i
o
il
]

o
N g M

rr o
H
=
>,
o, &
iz il
M
o _1-{3:
oo T ol
2or
pos
(o
it}
Ol
=
v
U
)
o > &
M
1z
el
-

=
ro,
(m
S
1%
N

(ACCESS_VIOLATION_READ)
OH 54 fAzEe gE 4
2E 9] dlo|g7

o 4
S FEAS 246 %’4&

_,d
_{1m

Table 6. Taint analysis functions
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Table 9. Exception caused by corruption of heap memory
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Table 14. The result of fuzzing domestic S/W for 6 months [9]

Target program Exception type The numper of
exception
read access violation 5041
write access violation 1567
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