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Abstract As cloud computing is activated, a variety of cloud services are being distributed. However, to use
each different cloud service, you must perform a individual user authentication process to service. Therefore,
not only the procedure is cumbersome but also due to repeated authentication process performance, it can cause
password exposure or database overload that needs to have user's authentication information each cloud server.
Moreover, there is high probability of security problem that being occurred by phishing attacks that result from
different authentication schemes and input scheme for each service. Thus, when you want to use a variety of
cloud service, we proposed OpenlD based user authentication scheme that can be applied to a multi-cloud

environment by the trusted user's verify ID provider.

Key Words : Multi-clouds, OpenlD, User Authentication, Access Control, Public Key Cryptosystem

0] = 20139 % AR (e gasty)e] APdoR shadAde] A As wol e AU (No. 2012-010886).

Received 31 May 2013, Revised 2 July 2013 (_/ The Society of Digital Policy & Management. All rights
Accepted 20 July 2013 reserved. This is an open-access article distributed under the
Corresponding Author: Jin Kwak(Soonchunhyang University) terms of the Creative Commons Attribution Non-Commercial
Email: jkwak@sch.ac.kr License (http://creativecommons.otg/licenses/by-nc/3.0), which

permits unrestricted non-commercial use, distribution, and
reproduction in any medium, provided the original work is
ISSN: 1738-1916 properly cited.

The Journal of Digital Policy & Management | 215



2
m
Iu
u
0
0
rlon

}74

A2 2|5t OpeniD 7|HEC| ARXAt Q15 7|

W ) g 2eks
= Aot e glom, Aol shtel Fe
#3H ol okl ejel ) Fekgr A
A8 A ST U6 Bt 240 £58 0

E R
E
o
o
&
=
>
op
2L
of¥
o,
o
fru
in
__“2
1
‘E
)
_\|L

Lashl H9ieh £ Bd Fehgs Au2t we
A Biteh SwA 2t Al snk 2] e lEe
ANAR Aoz AgA AFHAS SR
5934, ol A% Fol Bet FAH BAL b5

REEEER]

7luke] whel ARgAl QAR E ATEA, AFERE S
o #AY AFAAE AT Al B =Rl A

& OpenlDE th¥e 2eh9=7k dote 8ol 483}
7] 13 AR} 915 1S AGKEIGITE & =iolA A
°}°}“ 71”‘ = *}%XV 7—}7 = Afn) 2o

N

ol
B
o
=
i3

o
ox T g
[0 09 o

(5

ot

jl

I

1

t

SN

N

o

2

N

I

1o
DRV

1o,
o

AU

o

(r

jur}
=
e
N
N
o,
I
o
0%

[¥ lo o ot
ox o

RN =T

& HE

ol off
s
N
ofy
=2
>~

2

of

o

2

) =
Loy

N ol
- -
o N

kl
X0,
rlr
2
oft
incs
2l
o
X
)
et
-

FED hte] ST AH|2E Mg
Aol obd ofe] Aj] FepE MuaE @A AHgEHE

AL wEH, E FeAE w Foee Fehes

= A

216 | The Journal of Digital Policy & Management

2013 Jul;

(cloud of clouds)2% &%
T Au 229 AR Q1% tlo]E &4 T2
9] 9194& Folv= 95 7MY, WY g3 2
= Aag oz Aukdel A dAS A8 4 gltHE).
wbA] dA) B St 3 S o] §5te] st
SEH9-E o] §of Ui THAY M E FHESHE AT

Eo] Y= 3

2.2 OpenlD
OpenIDh /g]__&;(], Z/R],] /\Hi_,_ D }\]/\Eﬂ o7 J]A]_
o|=EX¥ URL @ee] DR A1 A Eah At 2
& &7 ®F 7]=oltH6]. OpenlD Al =82 774 5
Q

7V 285 U1 flo] o83 S 9lom, JIEYl o] §
AEe Aol ekl IDE welsh) Slste] shtol A
olEd|| o]&& Wyt Q) = 7+ Alo|Ed| A A TE =
HH| A2 o] 817 9Jate] Alo|Erit; AdYda o=,
FAasy 2o JNRIARE gHsta D AP =S A
33 B2 gle] OpenlD ¥ Ate]Ee)A OpenlDE o] &
so] Mg AFUE 5 9tk OpenlDE ol 4319 o]
B2z 2} Aol Erket Aol AHgak IDsh o) =8
w2 e AL BAE 98 Ao Qi) ek Au s

>~

Agsh= 419 dgelM= D9} A= Bl s $le
HEES 9 = gon Aga adF AMuHlxg)

SSO(Single Sign-On) 9] oFx24 &3k 7HA& &
ATH7,8]. OpenIDE AHEAFe} OpenlDE A183H= Aol
E(IDP : Identity Provider), OpenlD 4 X.& Al&3sl= &
2 A}l E(RP : Relying Party)2 4% o] 9lom, ths
9] [Fig. 11914 OpenID ¢1% Z2EZ9] 7|82l &2t
45 vhepdch

o]

Provider

[Fig. 1] The basic OpenlD protocol flow

11(7): 215-223



OpenlD Based User Authentication Scheme for Multi—clouds Environment

3.1 EX™
3.1.1 JHQI™E EtE| 2X|

*ﬂﬂléu}v} AFstA fek weba] ofe] Stel Ak
A= MJAAEE Hestr] ofg i, AR A
95 AH7F B7] el AAARIt wEE
o] =l 1%7] witel] FAlXEA e ko] B

etk AREAL AR RS VRS B 4 gtk

3.1.2 2391 M SI/ME

Fepge A c}#sﬂ AR} R, ool
Q) BAR7E A28 A Al el At
#749) 27191 z;_u;—e— g FMEY Pl 3
ok, ool we AbgA 210l A FAYS WAY 5
RAEHO

V« _J_o]

3.1.3 MZ CIZ A8%t 215 H
= A

Zzte] Nz e Fehgn
e N R S v
Az EEoHOk . w}em e 2 il

T = o=

9
Vé"ﬂ EHEP xﬂ Ho| urasl spsx

3.1.4 Mo 22| 2|

HE| FE9E L AR} ) S8 A
Bl Hito] 7hssit) wEkA Q7bEA] e ALgAte]
54 2ehe= Au g gL o A 39 Fees
Arol= Ferog o] Hgadn) ol oke]H ¢l

AFEAZL Shkel FERSE AuE ohel ofe] 22

5 o R FAR
o8 Aol ek @ FAPE AMel 82
Qalshz 5 479 uek BAe] AT 5ol

A e 101,

i

3.2 Hot QAL

3.21 7|2

Fehgs Auel B4 g s194e] ngEolol
gk, FeHE Al B2 At AkgAe] OpenlDA
Aol e G 743 917] W], whof F2Ro] o)

Ausk 5% A9l e 29 AuanA A
7F5% OpenlD7t 3748 7F54e] Q. ol 913}
s B9 BAo) ALESIE TeEEE PP A
of 3ui, shefrlele] 4 % &

=) 2~
O] —IOQTO]

Q2 > op m o:L
2i
=)

7, 3%, 2o Hiz AR Aol Edjd 5ol st
FARE dA] B3 A sfjoF stH11].

3.22 244

FEFE AIAE DAY AIID Identity
Provider) 2581 AF&A} Q1S MBS ]J‘”W | $lah AL
GH= AMHA ISR FAA0] mAElok &, &
-5 Aol A dojeulo] el A = UEAAS

SOl AEEE Aurt iz 9 s EA GRS ok
ok, whof Aul 2 Q1ggke] AR frEEhd f1x
Al R WES Fl BE Al 39 FeheE An A 7}%
7] el d 5 e F7HAQ BekAls opE
o}, uhehA] < s o] Yz 2 MRS s
7] S1el sF e Atk 2 AR 71 S-S o]8-8ke]
FAE BAs|oF 12l

;O
;94 O_u

e

71.

1=

3.2.3 AKX} 2B
HE] F29-5 sHA A ALgA} 15758 Z2H219)

2295 Al snth QA A2 they] whize]
o1&

o we zizke] Au| g olga] 184 A The 9l
ZAAE Sz FAT Bast drh EF AUAE o
5t7) 9lal Reks LA A5E WA B 5

ghe o] &7} et s %k“’ Aol A Ab

The Journal of Digital Policy & Management | 217



rulo
10
o
o
©
D
=
|w)
N
I
10
>

()
_>;'_
o|_>|
N
IE

3.2.4 ™Mo
Fe9E Ao 4w Aol e 97 L WA 5
O ER CEEEEEEEEE
b4 g AT AEE A AUE 5
= gale] 7l5o] ashth LA H2EA
7% Aok shu, WE ol e Abe Asg
&Aool B2BAS £E2 Y A2 F Ak 52
B RE A$AE s S 8T &
% sjok stl, el AR Ao & 5 YES

oF J%[IS].

10
ol
ot
ol
Qo
L
-
M
ol
o
2

Q ox
l-ﬂ ofl

I
=
ro
0z
fi)d

5

oA Aokel= wbAle x}8x17) o] 8-S Y3)
METH E]7AS wkgto} IDAlE Aol
sho, B3 IDASHA7E AEE 5 e
ho e g AHgAte A4e AT}
2 3% AHgAe] OpenlDE Rdck 224
14 8l AHEARe] Q1% 8 Aol ARt
]Dxﬂ*?jxﬂ o sAskel N = 9= A}
ARG WS 5 gla, Fepes An e
Alo] AHgAte] OpenIDell EAIHA] o
}91 Au &S APl Abekate] b4
S 7k glol Aulz A7 Brbs s
EE F7HQ FEE A aE AMgstaa) @
A o= HuRRE gAS uF wol DA
Al 555 skl 71E9] OpenlDel F74ikste] Bk
st Al sl WE| FeE Aol HIEg

My i

=L
ofy
o
Q2
2
ON

2}

o
[H

o,
(e

>

b
ofN M
N
N
H

310

~
nlD

it

Tg !
o

ol
T
)
rlo >

Sul rﬁ

i

o
oft

A}

i
2
of
n*l; °?°

£k

Kls

2 oM ool B ob
4»

Verify Authority

‘\f' ~/ ID Provider

-Server list-
SAVA 20130508 ~
Appl  SAVB 20120212 ~

Cloud B

QIAY=, e

mmo 0 o® >

ATT  SAVF 20110514 ~

-User list-
absa  Openba A c
adkf  OpeniDb A o
fgsh7  OpeniD_c. ®
spolkk  OpeniD_e

s
s
gglod Openlod A B C
s

bbacu  OpeniDf A B

D-OOB

[Fig. 2] Overview of the proposed scheme

41 20{™z|
Aotsts o1z TRZEZA
s oed 2

AR

Fo Axg

- SID, : 2= A+ ID
- SPW. @ 2= AW =9 g4
- CS. 0 2SS AY
« IDP : OpenlD A18]2 A&
- VA AR HAE7)
- SAV. ¢ 2= AW =9 openlD MM 1S3k
ID. : AHEAF %] ID
Wo @ AREAL #2] g 29 =
- ticket. @ S AW w7k AT B AR
- OpenID. : M2} 2] OpenlD A 5.
N. @ x0] A% gl
- T E]_o])\EHE%L
Byt x9 F7] 58t

4154 1At

~

cH(s):

4.2 Mot ZRES

B Aol M= Aloksk= OpenlD 915 Z2EZS] 532t
S Al 7 SAR sk At WA, S8 A
JA7t G IDATAAZFE Au =S AF7] 915

FeH9E Abeia 48 DAY A 5%3H OpenD

218 | The Journal of Digital Policy & Management 2013 Jul; 11(7): 215-223



OpenlD Based User Authentication Scheme for Multi—clouds Environment

Aulz 5% 3y, %c A2 g Fekes
AW ZRE EAE datol IDAITAA A A 55381,
a9 AH&ALe] OpenlDE Wt OpenlD ¥ 774,
W8 OpenlDE 7|9t o 2 k-5 Ao FH&8ko]

Q1=

Rus

o

il

A
2
Xﬂ Gl

Fohs AR A% HAow Ut o F 913 2 A
H

s

9] A2 e g9 Aux AdAE FEE
4

AZRE AFgAte] AAARE $H 0 5 9l
F Ze 9 age A e

4.21 OpenlD MH|A S2 1tH

cheel [Fig. 3l 2eHE A7 8l DAIEY
AZRE Aul2g Wo)9la] BFea, Auls AFRS
WP Sgolth DAFYA At Fehes Az
BE W) AadE AnE Qe A9 2epes
AR o] Al QRS AT T e o)
Ae nelzrh

‘GOUd u ID Provider
Server i
A I} lJ

® Epg,, [SID,, SPW,]

@ Epg [CS [N |IT']

® Epg, [SID,|Nppp HN es, |71

@ checked N pp, T

© S4V,= H(Ngs, ® SPIT,)
® Ep, [547,4] ’

[Fig. 31 OpenlID service registration phase

“step 11 FEH-E ARIARS IDAIE YA ZH-E A
25 W93 IDP Aufel] HEg
(B, =18ID,, SPW,])

-step 2 0 IDP A¥E 39 S5 AR AfH]
2 Q15 A4S 918 IDP A9 ApA|e] whagkat
Bl AR Zghs A datste] Sk Aue] &
M2 gaskstel AEh

(EPK =[G, | Nppp I T1)

- step 3 Zalos s U3he AAEe] IDP
AW REE AE0L ghe 5353} stef 4L IDPY

gkt Bt sz gkt 7 IDPe] £ 4712 ¢

sfate]l AFgt ol i Sk AW A

G AR AS SshA |k

(EPKW: [S[DA | Nopp I N, cs, I 71)

- step 4 : IDP HH{ AEe RS B33 o]
IDP AH #pA| o] wha=gtat Bpel gk s Sl o
T 2= AH e S AP
(Nppp T)

- step 5 1 IDP MW= ek A 25E At
et A =E AAke Aafe] sjH At §
AMElz QISEE skl AR
(SAV, = H(N,4 &SPW,))

- step 6 1 IDP AHl= A Au= dSge 2
= AMuje] dgste] sd FeHE A
2 o8& AY 5 WAE v
(Bpy, [SAV,])

PK g

4.2.2 OpenlD &g 1™

ool [Fig 4 Feh¢= A W45 A
OpenIDE 5117] 913 sgolh, AHgaE 2eh9s
AWM EZEE S dga, g AL IDATY
Aol Al & &3t} IDZﬂ%?j = 2= 4 e 244
/1 RoRRY A AGAE WFWL ALeA 1)

OpenlDE Taste AAS Holsr

[ ] Cloud 3 ; ¢ Verify
u T 1
"‘ oy Ser\’efA LJID o ‘ J JAuthority

© Epg,, [0y, PPy ]
@ CS [DB data]EU:era[IDU; . ficket s, ]

ticketcs, =[Nes, @ gp'”‘ mod p]

@

® Dy, ©

User, identify request

© regome  check

@ Epgp, ltickets, |

SAV 4 request & response]

@

@ store : ticket g,
® openiD ;, =10y,
store : OpenlDy_

icket c5 ]

© Erx,, [OpeniDy,]

[Fig. 4] OpenID publication phase

sstep 11 AHBAE AHES sk Fohp Aul

The Journal of Digital Policy & Management | 219



2
m
Iu
u
0
0
rlon

t4S £I8 OpeniD 7[HES| AFZXt 215 7|8

oA AEJL(Ey, =Dy, PW,]) 4.2.3 AL8Xt 215 TbY
step 2 94 g:L% Zalo e Aus HY ALEx} =9 [Fig. bl& 295 AHd &t A8t
ol Al OpenID 2Hgo] 7153 ApAke] Salo-c An) AFE e Aot} SH-E AME AREA HE A
~ g7 S5E solsit) gllo] oo Au~ & DATAAZTE T AREARe] Apdel] gk
gog 928 ulEasi). OpenIDE 7357Eo} OpenIDOll 35 W] 87} EJAA
? & Huste] ARGt Al Mulz AT -5 AEHA =
(CSA [DBdata) _ User, ID,,, ticket .. 1)
= Gl = Pge wolE

wiskel Wt Faes Ave B4 An o |
(licket oy )= 2292 Aub sk s B |
g AIE ARG 55 BEY 3ol ® B Bo. P0.)

AN Ba) AT, ® Encgy 474,10,

(ticket 08, = v 0s,® gmy"' modp)) @ IDPIDB data]2 CS,[S47 , 1Dy,

-step 4 1 AREARE FEH-E AR AR S
gk OpenlD H5< 913 IDAITHA AWl H&
ek ( IDI/,,) @© complete message

-step 5 ¢ IDP= AFE = e AAHT7|H(vA)
o s AHEREY AAFTH S 2

( User, identify request )

ok PKes, [OpeniDy;, ]

® Cchecked ticket o,

[Fig. 5] User authentication phase

- step 6 @ AAHZT7| AL dlF AHEALY] AP AHRE cstep 10 AHEARE AbAo] 52948 Sa)ake]
lste] DATL A ASA0E A5 AL e s AHs F ARS ke
-step 7 @ IDAIFFAE AREA A AMES Y3l Zgro s Ay Hawth
S Au| 2ol A B EAS 835k A (B =Dy, PW,])
k= '

-step 2 1 AMH]2 248 e FEe-= A= DA
QA G AFEA] OpenlDE 2.7-3Hc}

(Epy,, =194V,. ID,])

- step 3 1 DAl A= Seh$-= Au2iE A5
& AR AuE AL dolEjlo] o] A
(SAV, request response) R —

- step 9 IDAIFYAE Ao A}g2}o] Sa}9

G

(£, By [t’d“’tcc])
- step 8 @ IDAlFFA = AL €A AH
AaLe] I Al 2ol hglso] Qi ehs-
Q17 gelgink

(1

o
(IDP[DBdata] _CS,[SAV,, ID,,])

El7LS doJefuo] 2ol =gtk
(store: tic]%tcsA) -step 4 : DA FRAE G FEF= A 5=
- step 10 : IDAFTHAE= AHERLe] g Fakss A H AR} obd Aol @A FHAIAI S Kot
02 B17S A5t OpenDE AR 5 443 1, TEH U= AHEAMY A S-ell= #1 OpenlD
t(OpenID,, = [ID,, | ticket 1] ) £ Ade
- step 11 : IDAI TG A= AF&A Al A4 % OpenlD (EPA [OpenIDU])
2 ugeto gy WS nhe] i), “step 51 FEHE Aus g 8T AREAR]
(Epy, [OpeniDy; ) OpenlDol ZtAke] Zeb9-= HA AR7} EFHE of

A AF

220 | The Journal of Digital Policy & Management 2013 Jul; 11(7): 215-223



OpenlD Based User Authentication Scheme for Multi—clouds Environment

“step 6 1 FTHF-E A= AEEE OpenlDell AMAF SEHANA DATAA ] dloeu]o]2=9ke] Bl
o] Bl Axst xFu o] olrpH A S9-S5 B SEo] 7bed FEH-T AHQIA] o2 )
o A}bgA} o1=S npEg)Eie) -0l J

5.3 Al Xt 21T

5. ?_fxl_'lg _EA—-! %E}-?—E/ﬂﬂ%.o/] E];jl Zéﬁ(tidcetca _ [NCSA@gPWﬁ modp])
B2 oA Aok WrAle] T e ok e o 3w AFEARE] OpenlD Al tig ARE 7HAaL 9let.
oA AAG BeF QAL wh) A ) ofodol FARE AT A AN st AgrigE A
of V(N )3 AFERES] SIASE AR (PI,)E 4
5.1 7|21 Sal7] ofgl7] WRe] AT Fehe= Aulse] Sule
A ARE ks 27 Do =

S Ae] P ABlricket g = (N b modpl) B gk 7] el Feks

Mul2ag AHEEH7] 918 OpenlD B3k e 5 §17]
= $ = W3k ki

£ RS AW AR S AN A o gan dedee S9R 5 g ded

AEE Aeed wEe gl A S8 AdEt
FE = A=) gk okt Alke] of el gl 7]k
ol T ke 7] ofR7] wliel s ek A o)
B2 ARS DR i RN, P, )E &
Ashs Aol otk wb ISR ek VRS

5.4 EZHA
SR ARE] B Al ticket o, = [N g modp])

waa = AMe) gt AR S Aok Bes)
WEe] A7 B A A7 ol G B
5.2 Bz AR} oo Azl Pew 4 glev], B
. o
%ﬂ‘%’—E }\11:119] }\;1]:]]-/_\_ ?_]%‘%i(SAV :H(N BSPW )) }\1]:]]—}—\—% Zﬂ:g_]%:l_a 7]’ Oi];]_ == ?l' IT_}-T%)\‘J’]' IIH/K‘?"]E—
Lo gee gssdes Aule aF

& 8 22h= A7} OpenID Av] 220l 5550 )
£A 78 RS AR ALgEY] ) FA4ol

iy

(8AV, = H(Ny dSPW,))= A28 5 7] wlel
PR AEe DA AR E A ARE AT

wsojor e, AEl s AFHE AR e F
8 AR AR A AFge delm wgel o TRt AN AL IESE) el
gage VAT A T ATen

(Table 1) Security Analysis

Security requirements Proposed scheme

ticket g is created by discrete logarithm function. Because it is difficult to
know the value of the N ., PW, , even if the cloud ticket information is
captured, the cloud cannot be used.

Parameters must also be able to verify the

Confidentialit; ..
rdentiality legitimacy of that user.

It is difficult to know the value of the N ,5PW,, even if the ticket
information is captured, the cloud cannot be used. Therefore, our proposed
scheme provides integrity

Cloud service authentication value should

Integrit;
ntegnty not be data forgery.

User There needs to be unified into authentication|Can only legitimate users to issue a sicket . Multi—authentication using this
authentication |procedure different cloud service each. cloud ticket is possible.

Access control should interrupt illegal access|It is possible for ticket . ,SPW,, to prevent an attacker to access

A trol .
CCESS CONIO ofore it occurs. thoughtlessly the cloud service.
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