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Abstract Smart grid can two-way communication using ICT(Information & Communication Technology). Also,
smart grid can supply to dynamic power that grafted to electric vehicle can activate to electric vehicle charging
infrastructure and used to storage battery of home. Storage battery of home can resale to power provider. These
electric vehicle charging infrastructure locate fixed on home, apartment, building, etc charging infrastructure that
used fluid on user. If don't authentication for user of fluid user use to charging infrastructure, electric charging
service can occurred to illegal use, electric charges and leakgage of electric information. In this paper, we
propose smartcard and dynamic ID based user authentication scheme for used secure to electric vehicle service
in smart grid environment.
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[Fig. 11 Electric vehicle infrastructure in
smartgrid
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[Fig. 2] Overview of the proposed scheme
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(Table 1) System parameter

Notation Description
ID,/ PW, The ID/PW of electric vehicle user
y The secret number of server
z; The secret number of user
K The master key of server
Ny The Nonce value of user/smart meter
7 The timestamp value of user
SMID, The Smart meter ID
CID, The dynamic ID of user
h(s) A one-way hash function
5] Exclusive-or operation
E,(*)/Dp(+)
Encryption/decryption function of public key cryptosystem
using key server's PU/PR
By () Dy (+)
Encryption/decryption function of public key cryptosystem
using key smart meter's PU/PR
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(Table 2) Security Analysis

Security requirements

The proposed scheme

I k
Replay attac protected from replay attack.

The value used to user authentication must be | different. If attacker re-transmit ¢z, and »;,

Every time user connect to the session, CID, is

server can prevent to replay attack. Because user
transmit timestamp to server(A4,|7;).

Stolen smart card
attack from stolen smart card.

The attacker can never complete authentication | generate C,. Because stolen smart card don't

If attacker steal smart card , attacker can't

contain user’s input value(ID, PW, ). Therefore,
attacker can't start authentication phase.

Mutual authentication mutual authentication.

Electric power service of electric vehicle required | meter use A for user authentication. If user

When user transmit /D, to smart meter, smart
meter get user authentication value 4,. Because 4,
contain in dynamic ID value(crp,). And smart

authentication complete, smart meter transmit 52,
of that user to user for smart meter authentication.
Thus, the proposed scheme provide mutual
authentication.

Security of session key .
never generate next session key.

If attacker get previous session key, attacker can

Session key SK; generate using one-way hash
function. Thus, attacker can’t inference to session
key SK. Also, the Sk, value changed every session
by nonce value »,. Therefore, attacker can never
generate session key.
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