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AN EFFICIENT AND SECURE STRONG DESIGNATED
VERIFIER SIGNATURE SCHEME WITHOUT BILINEAR
PAIRINGS'

SK HAFIZUL ISLAM* AND G. P. BISWAS

ABSTRACT. In literature, several strong designated verifier signature (SDVS)
schemes have been devised using elliptic curve bilinear pairing and map-to-
point (MTP) hash function. The bilinear pairing requires a super-singular
elliptic curve group having large number of elements and the relative com-
putation cost of it is approximately two to three times higher than that of
elliptic curve point multiplication, which indicates that bilinear pairing is
an expensive operation. Moreover, the MTP function, which maps a user
identity into an elliptic curve point, is more expensive than an elliptic curve
scalar point multiplication. Hence, the SDVS schemes from bilinear pair-
ing and MTP hash function are not efficient in real environments. Thus, a
cost-efficient SDVS scheme using elliptic curve cryptography with pairing-
free operation is proposed in this paper that instead of MTP hash function
uses a general cryptographic hash function. The security analysis shows
that our scheme is secure in the random oracle model with the hardness
assumption of CDH problem. In addition, the formal security validation
of the proposed scheme is done using AVISPA tool (Automated Validation
of Internet Security Protocols and Applications) that demonstrated that
our scheme is unforgeable against passive and active attacks. Our scheme
also satisfies the different properties of an SDVS scheme including strong-
ness, source hiding, non-transferability and unforgeability. The comparison
of our scheme with others are given, which shows that it outperforms in
terms of security, computation cost and bandwidth requirement.
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1. Introduction

The notion of designated verifier signature (DVS) schemes was proposed by
Jakobsson et al. [1]. In a DVS scheme, a signer Alice generates a signature and
the legitimacy of it can be verified by the designated verifier Bob, a specified user,
but he/she cannot prove to a third-party Cindy that Alice signs the message.
It happens since Bob can create another valid signature designated for him,
which is indistinguishable from the signatures generated by Alice. Since the DVS
scheme provides message authentication with the non-repudiation, it has many
applications such as in software licensing, e-voting, call for tenders, electronic
auction etc. In [1], Jakobsson et al. also introduced a signature scheme, called
stronger designated verifier signature (SDVS). In an SDVS scheme, anyone who
does not have the verifier’s private key cannot verify the validity of the signature;
since verifier’s private key is strictly required in the verifying phase.

1.1. Related Works. In 2003, Sadeednia et al. [2] proposed an SDVS scheme
based on public key infrastructure (PKI). However, Lee and Chang [3] pointed
out that Sadeednia’s signature can be verified not only using verifier’s private
key, but also with the singer’s private key. If the signer’s private is leaked and
the signature is captured by an adversary before the verifier received it, then
the adversary can verify the signature and convinced about the original signer.
This could make the signer’s identity revealed. After Sadeednia’s work, several
identity-based SDVS (ID-SDVS) schemes [4, 5, 6, 7, 8] have been proposed us-
ing identity-based cryptosystem (IBC) [9] and bilinear pairing [10]. To achieve
strong security and to satisfies all the properties of an SDVS scheme, Zhang and
Mao [11] proposed a novel ID-SDVS scheme based on bilinear pairings, which was
broken by Kang et al. [12]. They demonstrated that Zhang-Mao’s scheme fails
to offer the strongness property of SDVS scheme since anyone who intercepts
one signature can get some information and verify subsequent signatures. In the
same paper [12], Kang et al. proposed a new and efficient ID-SDVS scheme to
remove the abovementioned security flaw. In 2010, Lee et al. [13] demonstrated
that signature scheme of Kang et al. [12] is vulnerable to a universal forgery
attack and Kumar et al.’s scheme [7] lacks the strongness property of an SDVS
scheme. In order to offer low computation and communication costs, Kang et
al. [14] proposed a new SDVS scheme using elliptic curve and bilinear pair-
ings. They claimed that their scheme provides the strongness and unforgeability
properties; however Kang et al.’s scheme is susceptible to the universal forgery
attack and does not have the property of strongness as proved by Du and Wen
[15]. That is, in Kang et al.’s [14] scheme, an adversary can forge a signature on
any message after having an old designated verifier signature. In 2012, Tian et
al. [16] proposed an efficient non-delegatable SDVS scheme using elliptic curve
cryptography [17, 18]. Also, the scheme achieves non-delegatability and signer
ambiguity properties. They also prove that the scheme is secure in the random
oracle model [19] provided the Computational Diffie-Hellman (CDH) problem
is intractable by any polynomial time bounded algorithm. In 2013, Islam and
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Biswas [20] devised a bilinear paring-based SDVS scheme using elliptic curve
cryptography and certificateless public key cryptography (CL-PKC) [21], and
shows that the scheme is unforgeable under the adaptive chosen message and
identity attacks against various adversaries in the random oracle model based
on the intractability of BDH (Bilinear Diffie-Hellman) and CDH assumptions
[10]. Furthermore, they claimed that it satisfies different trust levels defined by
Girault [22] and the necessary security properties of an SDVS scheme.

1.2. Motivations and Contribution. The SDVS schemes proposed in [4, 5,
6,7,8,11,12, 13, 14, 15, 16] used the elliptic curve bilinear pairings that requires
approximately two to three times more multiplications in the underlying finite
field than an elliptic curve scalar point multiplication does in the same field
[23, 24]. In spite of the significant improvements in the computation speed, the
bilinear paring is still regarded as the most expensive operation in cryptography.
In addition, most of the SDVS schemes [4, 5, 6, 7, 8, 11, 12, 13, 14, 15, 16]
need a time-consuming special hash function, called MTP hash function that
converts a user’s identity into an elliptic curve point. The MTP hash function
is usually implemented as a probabilistic algorithm and is more expensive than
an elliptic curve scalar point multiplication. Thus, in terms of computation
efficiency, SDVS scheme without bilinear pairing and MTP hash function would
be more appealing in practice. In this paper, we proposed a pairing-free PKI-
based SDVS scheme using elliptic curve cryptography (ECC) and the general
cryptographic hash function (e.g., SHA-1) instead of MTP hash function. The
proposed scheme is secure in the random oracle model [19] with the hardness
assumption of CDH problem and computation efficient than other schemes. In
order to validate the formal security, we have designed our SDVS scheme in
AVISPA tool [25, 26], which is a well-known and widely used strong security
attack model checker. The simulation results of our scheme on AVISPA software
confirmed that it can prevent attacks from both active and passive adversaries.

1.3. Organization of the Paper. The rest of the paper is organized as fol-
lows. In Section 2, we describe some preliminaries such as elliptic curve and
computational problems on it. We present our pairing-free SDV'S scheme in Sec-
tion 3. The security and efficiency analyses of the proposed scheme are discussed
in Section 4. Finally, the Section 5 concludes the paper.

2. Preliminaries

2.1. Elliptic Curve Cryptography. Let E/F, denote the set of elliptic curve
points E,(a, b) over the prime field Fy, defined by the non-singular elliptic curve
equation:

y*> mod ¢ = (2 + ax + b) mod ¢ (1)
with z,y, a,b € F, satisfying the equation

A = (4a® 4 27b*) mod ¢ # 0 (2)
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The additive elliptic curve cyclic group defined as Gy = {(z,y) : z,y €
F, and (z,y) € E/F,} U{O}, where the point O is known as “point at infinity”
and it acts as identity element of the group G,.The scalar multiplication on G
defined as k-P=P + P+ ---+ P (k times). A point P has order n if n-P=0 for
smallest integer n>0. Initially, the ECC was proposed by Miller [17] and Koblitz
[18] in 1985. Compared with other public key cryptosystem, ECC-based public
key cryptosystem has many advantages such as smaller key size, low computation
cost, low storage space cost etc. It is known that the elliptic curve discrete
logarithm problem (ECDLP) of a random elliptic curve element with respect
to a publicly known base point is harder than the discrete logarithm problem
(DLP) of a finite set of elements F,,. Besides, an ECC-based cryptosystem offers
the same level of security compared to an RSA-based cryptosystem with a large
modulus e.g., 160-bit ECC-based public key provides the same security to a
1024-bit RSA public key. The details of elliptic curve group and its properties
are given in [27].

2.2. Computational Problems. The security of our signature scheme relies
on the hardness of the CDH problem in the elliptic curve group and we briefly
review this mathematical problem as given below.

Definition 2.1 (Computational Diffie-Hellman (CDH) Problem). Given
(P,aP,bP)e G, for a,b € Z;, computation of abP is hard to the group G,.

Definition 2.2 (Computational Diffie-Hellman (CDH) Assumption). A proba-
bilistic polynomial time bounded adversary < is said to break the CDH problem
with negligible probability, if given an instance (P,aP,bP)e G, of CDH prob-
lem, where a,b € Z;, then the advantage Adv(/i! = Pr(e/(P,aP,bP) = abP :
a,b € Z;] of o in solving CDH problem is negligible.

2.3. Definition of an SDVS Scheme. In this section, we define the formal
security model of an SDVS scheme.

Definition 2.3. An SDVS scheme consists of five algorithms: Setup, Extract,
SDVS-Sign, SDVS-Verify and SDVS-Simulation. Now we can describe these
algorithms as follows.

Setup: This is a probabilistic polynomial time (PPT) algorithm that takes a
security parameter k € ZT as input and returns a list of system’s parameter €2,
ie., Q «Setup(k).

Extract: This is also a PPT algorithm runs by every user in the system, which
takes system’s parameter ) and an identity ID; of a user as inputs and outputs
the private key x; of ID; i.e., z; < Extract(ID;, ).

SDVS-Sign: This is a PPT algorithm runs by a signer ID;, which takes a
message m; € {0,1}*, private key z; of ID; and public key P; of the designated
verifier 1.D; as inputs and returns a signature o; on the message m; i.e.,
(Tﬁ—SDVS—SZgn(ID“ IDJ', Xy, Pj, ml)
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SDVS-Verify: This is a deterministic polynomial time (DPT) algorithm runs
by the designated verifier 1.D;, which takes public key P; of I.D;, private key x;
of ID;, the signed message m; and the signature o; as inputs, then it outputs
either accept or reject as the verification decision e.g.,

{accept, reject}«—SDVS-Verify(ID;,I1D;, x;, P;,m;, 0;).

SDVS-Simulation: The designated verifier /D; runs this PPT algorithm to
generate identically distributed signatures that are indistinguishable from the
signatures generated by the original signer. It takes public key P; of I.D;, private
key x; of ID;, and a signed message m; as inputs, and then outputs a simulated
signature ¢ i.e., 6<-SDVS-Simulation(ID;,1D;,x;, P;,m;).

2.4. Security Properties of SDVS Scheme. In this section, we discuses
different security properties of an SDVS scheme.

Correctness: Assume that the signer I D; computes a signature o; on a message
m; for the designated verifier ID; based on the signing algorithm SDVS-Sign,
then ID; must accepts the signature o; i.e., for Q«Setup(k), any ID;,ID; €
{0,1}*, z; +Extract(ID;,Q)), a message m; € {0,1}*, let us assume that
0 SDVS-Simulation(ID;, I1Dj, z;, P;, m;) and therefore
SDVS-Verify(ID;,ID;, xj, P;,m;,0;) = accept must holds.

Strongness: A properly designed strong designated verifier signature can be
verified only by the designated verifier, but not by any third-party who does not
have knowledge about the verifier’s private key. This indicates that the private
key of the designated verifier must be involved in the verifying phase i.e., if
x; #x then SDVS-Verify(1D;, 1D, x5, P;,m;, 0;) = reject.

Source hiding: A strong designated verifier signature o; on a message m;, the
original signer or the designated verifier must not be identified by the third-party,
even if all the private keys are known to him.

Non-transferability: The designated verifier can convinced the validity of the
signature, but he could not transfer the conviction to any third-party. It means
the designated verifier cannot prove to a third-party that the signature was
produced by the real signer or designated verifier. This is because, the verifier is
able to generate an indistinguishable signature from that one generated by the
real signer.

Definition 2.4. An SDVS scheme is called non-transferable if the signature
generated by the signer is indistinguishable from the signature simulated by the
designated verifier that is,

[0 <=SDVS-Sign(ID;,ID;, x;, Pj,m;)~6+SDVS-Simulation(ID;,I1D;, z;, P;,m;)]

Unforgeability: It is impossible for an adversary to construct a valid SDVS
without having the private key of either the signer or the designated verifier.
The formal security model of SDVS scheme under the adaptively chosen message
attack in the random oracle model is the following challenge-response game
between the adversary </ and a simulator &.
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e Setup: ¥ runs this algorithm to generate the list of system’s parameter €2,
which takes the security parameter k€Z™ as input and returns ) to <.

e Extract queries: & issues this query to € for the private key of a user
whose identity ID;, € then computes z; < Extract(ID;,2) and returns the
private key x; to <7.

o SDVS-Sign queries: </ submits this query with (ID;,ID;, m;) to € to get
a valid signature on the adaptively chosen message m;, then ¥ computes a
signature o; on m;, which is valid with respect to I D; and ID;, and returns
it to 7.

e SDVS-Verify queries: To verify the signature o; of the message m;, o/
submits a query of the form (ID;,ID;, m;,0;) to ¢ and then € returns accept
if o; is valid signature on m;, and reject otherwise.

e Forgery: Finally, &/ outputs a forged signature o} on the message m;} with
the signer’s identity /D] and the designated verifier’s identity / D} provided:

(i) 1D} # IDj holds.

(if) < did not make any Eztract query on ID} and ID;.

(iii) </ did not make any SDVS-Sign query on m; with D} and I1D;.

(iv) The signature o} on the message m; is valid with respect to the signer’s
identity ID} and the designated verifier’s identity /D7 i.e.,
SDVS-Verify(I1D}, 1D}, x%, Pf,m},o7) = accept.

The advantage of the polynomial time bounded adversary ./ to win this game

is defined as Advggf‘;“& o (K).

Definition 2.5. The SDVS scheme is existentially unforgeable under the adap-
tive chosen message attack if a polynomial time bounded adversary </ wins the
above game with negligible advantage i.e., Advgg‘}“&d(lﬁ) is negligible.

3. Proposed Pairing-free SDVS Scheme

In this section, we proposed an efficient and pairing-free SDVS scheme from
the elliptic curve cryptography. The bilinear pairing and the MTP hash function
are not employed in our scheme, so that it can speed up in both signature
generation and verification phases. The proposed scheme consists of the following
algorithms.

3.1. Setup. On input of a security parameter k€2, this algorithm outputs
system’s parameter Q={F,, E/F,, G4, P, H }, where g denotes k-bit prime num-
ber, P is the base point of the group G4 and H; is a one-way and secure cryp-
tographic hash function.

3.2. Extract. Assume that Alice with identifier ID 4 is the signer and Bob
with identifier IDp is the designated verifier. To generate a private key, every
user in the system executes this algorithm. The user ID; for i € {A, B} picks a
number z; €g Z; as his private key and then computes the corresponding public
key as P; = z; P.
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3.3. SDVS-Sign. To generate a SDVS on the message m € {0, 1}* for the des-
ignated verifier Bob, Alice selects a number 7 € Z; and performs the following
operations:

o U=1rPy (3)
o h=Hi(m|[U) (4)
e o =x4(r+h)Pp (5)

Then Alice sends the signature (U, o) with the message m to Bob for verification.

3.4. SDVS-Verify. Given a signature (U, o), a message m, the private key xp
of Bob, public key P4 of Alice, respectively, Bob executes the following operations
to accept or reject the signature.
o h=Hy(m||U) (6)
e 6 =up(U+ hPys) (7)
e If 6 = o holds, Bob accepts the signature (U, o), otherwise rejects it.

3.5. SDVS-Simulation. To simulate a transcript on a given message m, Bob
selects a number 7 €g Z; and computes the following:

° ? =7Py o (8>
o h=H(m||U) (9)
o 7 =up(F+h)Ps (10)

Clearly, the simulated signature (U,7) on the message satisfies the verifying
equation.

4. Analysis of the Proposed SDVS Scheme

4.1. Security Analysis. This section provides the provable security analysis
in the random oracle model [19] against the adaptive chosen message attack and
formal security validation in AVISPA tool [25, 26] of our SDVS scheme. It can be
noted that our scheme also satisfies strongness, source hiding, non-transferability
and unforgeability properties.

Theorem 4.1. The signer ID 4 generates the signature (U, o) on a given mes-
sage m with the proposed SDVS scheme for the designated verifier IDp is correct
if the condition 6 = o holds.

Proof. The correctness of the verification phase is proved as follows:
From the equations (4) and (6) we have

o= o)
= h (11)
From the equations (7) and (11) we have,
6 = xp(U+hP,)
(rPa 4 hPa) [ U = rPa, equ.(3)]
(

B
= 'rB
= 1xp 7‘+iL)PA
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= ap(r+h)xaP [ Py =x,P)
za(r+ h)zpP
za(r+h)Pg [ Pg = xpP]

= 2a(r+h)Pg [ h=h,equ.(11)]

Therefore, we have 6 = 0. Thus, Bob accepts (U, o) as valid signature of the
message m. O

T ER Z;, U=1rPy
Lemma 4.2. The following distributions S = (U,0) = { h = H1(m||U)
oc=xa(r+h)Pg

?
and S = (U,5) =< h = H;(m||U) are identical.
[

Proof. Let us choose a signature (U*, o*) randomly from the set of all valid des-
ignated verifier signature of the Alice intended for Bob. Then the probability

rER Z;,U:rPA =U*
Pr{(U,o) = (U*,0%)] =< h=H(m||U) = ﬁ, because (U, o)
o=xa(r+h)Pgp =0*
is generated with the random number r €g Z;. Similarly, the probability
Tep Z;,U=TPy=U*
Pr((U,5) = (U*,0")]=<{ h=H;(m||U) = =7, because the sim-
g=x2(T+h)Ps=0"
ulated signature (U, ) is also depends on a random number 7€ RrZy. This proves
that both the distributions are identical. (]

Theorem 4.3. The proposed SDVS scheme is non-transferable i.e., the desig-
nated verifier cannot convinced to a third-party that the signature (U, o) of the
message m was stgned by the signer.

Proof. The non-transferability property can be achieved in the proposed SDVS
scheme. That is, Bob cannot prove to a third-party Cindy that the signature
(U,0) of the message m was generated by Alice or Bob himself. This is be-
cause Bob has the ability to produce an indistinguishable signature intended
for him from the one generated by Alice. Let (U”,o") is a signature ran-
domly chosen from the set of all valid signature created by Alice intended for
Bob. Then from the lemma 4.2, we have Pr|[(U,o)=(U",o" )]=1/(q — 1) and
Pr|(U,o)=(U",0")]=1/(q — 1). That is, the transcripts simulated by Bob are
indistinguishable from those that he receives from Alice. O
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Theorem 4.4. The proposed SDVS is a strong designated verifier signature
scheme i.e., the verification of a properly formatted signature (U, o) on the mes-
sage m may not be possible without designated verifier’s private key.

Proof. The proposed SDVS scheme satisfies the strongness property. To verify
the signature (U, o), Bob’s private key x5 must be used in the verification phase.
Since for the verification purpose, Bob computes U = rP4, h = Hi(m/||U) and
0 = xA(r + h) P4, and then checks whether the validity condition & = ¢ holds.
However, it is impossible to compute ¢ without Bob’s private key xg. Therefore,
only Bob can verify the correctness of the signature (U, o). O

Theorem 4.5. The proposed SDVS scheme satisfies the source hiding property.

Proof. The source hiding property states that, for a given signature (U, o) of
the message m, a third-party Cindy cannot identify the original signer Alice
and the designated verifier Bob even if the private keys of them are known to
Cindy. Assume that the private keys x4 of Alice and xp of Bob are exposed
to Cindy. However, Cindy has no ability to identify whether Alice or Bob has
been produced the signature (U, o) for the message m. This is because Cindy
cannot identify whether x4 or xp has been used in the construction of the terms
U =rPy and 0 = x4(r + h) P4 since he does not have the knowledge about the
random number r. Therefore, to identify the signature (U, o), Cindy has to know
x4 and xp as well as r those are used to generate the terms U = rPs = rza P,
h = Hy(m||U) and 0 = x4(r+h)Pp. Besides, the random number r is protected
under the ECDLP problem in U as well as the private key of the Alice or Bob
ino. (]

Theorem 4.6. If there is a polynomial time bounded adversary </ that breaks
our proposed SDVS scheme under the adaptively chosen message attack, then
there must be an algorithm € that can solve the CDH problem in the random
oracle model.

Proof. Assume that the proposed SDVS scheme can be forged under the adaptive
chosen message attack by a polynomial time adversary <7, then it is possible to
construct a simulator % that helps &7 to solve an instance of CDH problem that
is, o/ outputs abP from the input (P, aP,bP), where a,b €g Z;.
Setup: To solve an instance of CDH problem, & sets (xa=a, P4=aP) and
(xp=b, Pp=bP) as the private/public key pairs of Alice and Bob, respectively,
where a,b €g Z;. Finally, € gives & the system’s parameter 2 = {F, Gy, P, Pa =
aP, Pg = bP, H,} and responses to the queries made by < as follows:
Extract queries: For the private key of a user I D;, o/ executes this query . If
o/ asks an Eztract query on ID;, € then responds as given below:
[ L forID;=1D4,IDp

= { y; otherwise, y; €r Z; }

Hash queries to Hy: To respond with the H; queries, ¢ maintains an initial-

empty list LYt Each entry in the list LYs! is a tuple of the form (my, U;, h;).
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For each query (m;,U;) issued by &7 to the oracle Hy, € replies the previous
value defined in LYst. Otherwise, € selects a number h; €g Zy such that there
is no item (-, -, h;) in LY, € sets Hy(m;||U;) < h; and returns h; to <. Then,
% includes the tuple (m;, U;, h;) in the list LY.

SDVS-Sign queries: Suppose that, &/ submits a signature query for the signa-
ture of a message m; with the signer’s identity I D; and the designated verifier’s
identity ID;, then ¥ first searches the list Lﬂfff and then generates the signature
as given below:

(i) If ID; # ID4 or IDp, € selects a number r; € Z, computes the pri-
vate keys z; = y; and z; = y; for ID; and ID; by executing the Extract
algorithm and then performs the followings:

e Compute U; = r; P;
e Compute h; = Hy(my||U;)
e Compute o; = y;(r; + h;) P;

(ii) If ID; # IDp or ID 4, € selects a number 7; €g Z;, computes the private
keys x; = y; and z; = y; for ID; and ID;, respectively by executing the
Extract query and then performs the followings:

e Compute U; = r; P;
e Compute h; = Hq(m;||U;)
e Compute o; = y;(r; + hi) P;
(iii) Otherwise, € outputs “failure” and aborts the protocol execution.

Finally, € returns a signature (U;,o;) of the message m; to < for the signer

ID; and the designated verifier 1.D;.

SDVS-Verify queries: When . makes this query to ¢ for the verification of

the signature (U;, 0;) of the message m; for the signer ID; and the designated

verifier ID;, € then first verifies that whether (ID;,ID;) = (IDa,IDpg) or

(ID;,1D;) = (IDp,1D,) holds.

(i) If it holds, ¥ terminates the simulation and reports “failure”.

(ii) Otherwise, € recovers the private key x; of ID; and verifies the signature
(U;,0;) using the verification algorithm.

Forgery: Finally, &/ outputs a valid signature (U*,o*) with on the message

m* with the signer’s identity ID; and the designated verifier’s identity ID;. If

ID; =IDy4 and ID; = IDpg (or ID; = IDg and ID; = ID4), then € outputs

the signature (U*,0*) with h* and m*. According to the forking lemma [28],

% finds a tuple (m;,U;, h;) from the list LYt and then replies with the same

random tape, but different choices of hash value H;. Therefore, ¥ finds another

valid signature (U*, o) with A’ on the same message m* such that o* # ¢ and

h* # h'. Since both (U*,0*) and (U* o) are valid signatures on the message

m™*. Therefore, we can write

0" =xp(U" + h"Py) (12)
U* 4+ h'Py) (13)
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o*—o = xzp(U*+h*Py)—zp(U* +h Py)
= zp(h* —h )P4
= b(h* —h)aP
= (h* —h))abP

=abP = (0c*—0c)/(h*—1)

’

Hence, % outputs the solution of the CDH problem as abP = (6% —o )/(h* —R)
that leads to a contradiction that the CDH problem is hard for any polynomial
time bounded algorithm. Thus, we conclude that the proposed SDVS scheme
is existentially unforgeable under the adaptive chosen message attack in the
random oracle model. (|

4.2. Formal Security Analysis using AVISPA Tool. Recently, AVISPA
tool [25] is widely used by many researchers [29, 30, 31] for the automated val-
idation of Internet security protocols and applications. The AVISPA is a push-
button tool designed by University of Geneva, Italy using the concept of Dolev
and Yao intruder model [32], where the network is controlled by an intruder
(Active and passive); however he is not allowed to crack the underlying cryptog-
raphy. The AVISPA tool supports High Level Protocol Specification Language
(HLPSL) based on which the cryptographic protocols are to be implemented
and analyzed. It has four model checkers/back-ends, called OFMC (On-the-fly
Model-Checker), CL-AtSe (Constraint-Logic-based Attack Searcher), SATMC
(SAT-based Model-Checker) and TA4SP (Tree Automata-based Protocol An-
alyzer). The back-end OFMC is helpful for the verification of the protocols
and detection of attacks. The back-end CL-AtSe also can detect the attacks on
the protocol with the help of a set of constraints which are obtained after the
translation of the protocol specification written in Intermediate Format (IF).
The back-end SATMC explores the state space of the protocol using symbolic
techniques. The back-end TA4SP approximates the intruder knowledge (over
or under) with an unbounded number of sessions using propositional formula
and regular tree languages. The details description about AVISPA and HLPSL
can be found in [26]. The role specification of the signer and the designated
verifier of our SDVS scheme are implemented using HLPSL and these are shown
in Tables 1 and 2. The simulation results using OFMC and CL-AtSe back-ends
are given in Tables 3 and 4, which validates that the proposed SDVS scheme is
unforgeable against both the passive and active adversaries.

4.3. Performance Analysis. In this section, we give a performance compari-
son of our pairing-free SDVS scheme with other relevant schemes (i.e., based on
elliptic curve) including Susilo et al. [4], Yang et al. [6], Kumar et al. [7], Wang
[8], Zhang-Mao [11], Kang et al. [12], Lee et al. [13], Kang et al. [14], Tian et al.
[16] and Islam-Biswas [20] in terms of computation cost and signature length. All
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Table 1. Role specification of the signer.

role alice (
A, B: agent,

Pa, Pb : public_key,
Xa, Xb : symmetric_key,
R, P : text,
U, Sigma, M : message,
H, Conc, Union, Pred: hash_func,

SND, RCV : channel (dy))

played_by A

def=

local State : nat

const aliceid, bobid, tid : protocol_id

init State := 0

transition

1.State = 0ARCV(start) =I>

State' ;= IAR' := new()

Nsecret(R, tid, A)
AU'" :=Pred(R, Pa)
ASigma' := Pred(Pred(Xa, Union(R, H(Conc(M, U))), Pb))
ASND(M.U.Sigma)

end role

Table 2. Role specification of the designated verifier.

role bob(
B, A : agent,

Pa, Pb : public_key,
Xa, Xb : symmetric_key,
R, P : text,
U, Sigma, M : message,
H, Conc, Union, Pred : hash_func,
SND, RCV : channel (dy))

played_by B

def=

local State : nat

const aliceid, bobid, tid : protocol_id

init State := 1
transition
1.State =1ARCV(M.U.Sigma) =I>
State' :=2/\secret (R, tid, A)
NSigma' := Pred(Xb, Union(Union, Pred(H(Conc(M, U), Pa))))
end role

the above mentioned schemes used a bilinear paring é : G, x G4 = G4, where
G, is an additive elliptic curve cyclic group of prime order ¢ and G, is another
multiplicative cyclic group of order ¢. Let us suppose that the bit length of the
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Table 3. Simulation result of our scheme on OFMC model checker.

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
C:\progra~1\SPAN\testsuite\results\Pairing free SDVS Scheme.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.01s
visitedNodes: 13 nodes
depth: 4 plies

Table 4. Simulation result of our scheme on CL-AtSe model checker.

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
C:\progra~1\SPAN\testsuite\results\Pairing free SDVS Scheme.if

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS

Analysed : O states
Reachable : O states
Translation: 0.00 seconds
Computation: 0.00 seconds

elements in G, is |G| (assume that |G4|=|G|). Now we define and consider the
time complexity of different operations and their relationships [33, 34, 35, 36]
given in Table 5. The comparative results of the proposed scheme with others
are provided in Table 6, which demonstrated that our scheme has less compu-
tation cost in both signature generation and verification phases. Therefore, it
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is clear that the proposed SDVS scheme can substantially raise the efficiency of
the signature generation and verification phases.

Table 5. Definition of different cryptographic operations.

Notations| Descriptions

Thrr Time complexity for executing the modular multiplication

Tex Time complexity for executing the modular exponentiation, 1Tgx =~
240T v 1,

Tewm Time complexity for executing the elliptic curve scalar point multi-
plication, 1Ten ~ 29T\ 1,

Tep Time complexity for executing the bilinear pairing operation,
1TBP ~ STEM ~ 87TML

Trpx Time complexity for executing pairing-based exponentiation,
ITPX ~ 1/2TBL ~ 43.5T1WL

Tyvirp Time complexity for executing the map-to-point function, 1Ty rp =~
1Tem =~ 29TvL

Tin Time complexity for executing the modular inversion operation,
1T[N ~ 116TML

Tea Time complexity for executing the addition of two elliptic curve
points, 1TEA ~ 012TML

T Time complexity for executing the simple hash function, which is
negligible

Table 6. Comparison of the proposed scheme with others.

Scheme | Length| Signing Cost Verifying Cost Total Assumption|
Susilo et | 2]Gql+| Top + Trx + 2Team + | 2T5p + 2Tpx + Tt + | 550701 | BDH
al. [4] 1Z4] Tyrp + TIN ~ | Tyrp = 321T) L
229 1T\ 1,
Yang et | 3]G4l | Top + Tairp ¥ 3750 + | 3760 ¥ Tpx ¥ Tairp ~ | 5487y, | BDH
al. [6] Tin ~ 214.6Ty 1 333.5Tr 1,
Kumar 4|Gq] Tpp + 5TE + | 4Tpp + TmTP ~ | 6507y, | BDH
et al. [7] Tarrp +Tin + Tpa ~ | 377TaL
272.72T 1,
Wang 8] | 4G4 | 2T, + Tmzr + | 376r + 2Tem ~ | 6671y, | GBDH
5T s ~ 348Thrr. 319T a1,
Zhang- 3|Gql [ 4ATEm +Tyurp +TIN+ | 3TBp + TuTP R | 447Ty | BDH
Mao Tgpa ~ 156.72Txr 1, 2007/ 1,
[11]
Kang et | 2|Gq] Tep+2Tenm+Tyvyrr = | TBp + TuTPp ~ | 290T)sr, | BDH
al. [12] 174T 0 1, 1167 1,
Tee ot | 21Gq] | 2Top + Tox + Tt + | 2Tep + Tmrp  ~ | 2787hL| BDH
al. [13] Tpa ~ 275.5Tan 1 203T) 1
Kang et | 2[Gq] | 2Tgp +Tpx +2Tem + | IBp + Tpx + Tem + | 493T) 1| BDH
al. [14] Tarrp ~ 304.5T 1 Tarrp ~ 188.5T 1.
Tian et | 3[Gq] 3Tem + TurTp ~ | 3Tem + TuTP ~ | 232T),;r | BDH
al. [16] 116T 1, 116T a1,
Tslam- 21Gq] | 1Tsp +2Tem +Tpx ~ | 2Tenm  + Trx ~ | 2907z | BDH T
Biswas 188.5Thr 1L 101.5Tas L CDH
[20]
Proposed | 2|Gq]| 2T\, + Ty = 58T, 2Tpy + Tra + Ty =~ | 1167y, | CDH
58.12Tn 1,
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5. Conclusions

In this paper, we proposed a PKI-based computation efficient SDVS scheme
based on elliptic curve cryptosystem. The main features are (1) The proposed
scheme is rigorously analyzed in the random oracle model and it is proven to
be provably secure against the adaptive chosen message attack, (2) It is secure
based on a weak computational assumption, called CDH problem, whereas other
relevant schemes are assumed to be secured with the strong computational as-
sumption, named as BDH problem, (3) It is implemented on AVISPA tool for
automated security validation and the simulation results proved that the active
and passive attacks are prevented, (4) It employs general cryptographic hash
function only and free from bilinear paring and MTP hash function, (5) It has
low computation and communication costs, that is, the overall computation cost
is 11611 and the size of the signature is 2|G|, which are much lower than other
existing schemes and (6) It has more applicability than the existing schemes, es-
pecially in the environments where low computation and communication costs
are two main constraints. Owing the bilinear pairing and MTP hash function
free realization, this paper efficiently devised a new elliptic curve-based strong
designated verifier signature scheme; however, it needs a Public Key Infrastruc-
ture (PKI) to support the users’ public key certificates for authentication of the
public keys, thus, the storing and maintaining of the public key certificates are
required in our proposed system. Although IBC can be implemented without us-
ing public key certificate, the present work using IBC may be further extended.
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