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ABSTRACT

Nowadays many tfasks are performed using the Web. Accordingly, many web-based application systems with various and
complicated functions are being requested. In order to develop such web-based application systems efficiently, object-oriented analysis
and design methodology is used, and Java EE(Java Platform, Enterprise Edition) tfechnologies are used for its implementation.

The security issues have become increasingly important.  For such reasons, Java EE provides mechanism related fo security but it
does not provide inferconnections with object-oriented analysis and design methodology for developing web application system.
Consequently, since the security method by Java EE mechanism is implemented at the last step only, it is difficult to apply constant
security during the whole process of system development from the requirement analysis to implementation.

Therefore, this paper suggests an object-oriented analysis and design methodology emphasized in the security for secure web
application systems from the requirement analysis to implementation. The object-oriented analysis and desigh methodology adopts
UMLsec, the modeling language with an emphasis on security for the requirement analysis and system analysis & design with regard
to security. And for its implementation, RBAC (Role Based Access Control) of serviet from Java EE technologies is used. Also, the
object-oriented analysis and design methodology for the secure web application is applied to online banking system in order to prove
its effectiveness.
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(Fig. 1) Process of Object-oriented analysis and

design methodology for security of web

application
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(Table 1) Requirement list for On-line banking

system
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Use case for rating set-up
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