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Abstract

As a recent cyber attack has a characteristic that is intellectual, advanced, and complicated attack against precise
purpose and specified object, it becomes extremely hard to recognize or respond when accidents happen. Since a scale of
damage is very large, a corresponding system about this situation is urgent in national aspect. Existing data center or
integration security framework of computer lab is evaluated to be a behind system when it corresponds to cyber attack.
Therefore, this study suggests a better sophisticated next generation convergence security framework in order to prevent
from attacks based on advanced persistent threat. Suggested next generation convergence security framework is designed
to have preemptive responses possibly against APT attack consisting of five hierarchical steps in domain security layer,
domain connection layer, action visibility layer, action control layer and convergence correspondence layer. In domain
connection layer suggests security instruction and direction in domain of administration, physical and technical security.
Domain security layer have consistency of status information among security domain. A visibility layer of Intellectual
attack action consists of data gathering, comparison, decision, lifespan cycle. Action visibility layer is a layer to control
visibility action. Lastly, convergence correspond layer suggests a corresponding system of before and after APT attack. An
introduction of suggested next generation convergence security framework will execute a better improved security control
about continuous, intellectual security threat.
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Control, &% t-5-7% : Convergence Correspondence Layer
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