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ABSTRACT

Android applications can be easily decompiled owing to their structural characteristics, in which applications
are developed using Java and are self-signed so that applications modified in this way can be repackaged. It will
be crucial that this inherent vulnerability may be used to an increasing number of Android-based financial service
applications, including banking applications. Thus, code obfuscation techniques are used as one of solutions to
protect applications against their forgery. Currently, many of applications distributed on Android market are using
ProGuard as an obfuscation tool. However, ProGuard takes care of only the renaming obfuscation, and using this
method, the original opcodes remain unchanged. In this paper, we thoroughly analyze obfuscation mechanisms

applied in ProGuard, investigate its limitations, and give some direction about its improvement.
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class file format

Header

Constant Pool

This class

Super class

Interface

Field

Method

Attribute

Fig. 1. Class file format
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Source code :

Object myMethod(int i, double d, Thread t)

Descriptor :

(IDLjava/lang/Thread;)Ljava/lang/Object

Fig. 2. Source code and descriptor

a9 2+ AE vt Fulds F vam7E
7} A= 3S Aditl myMethodzhs wlAs

695



= EA18F3) =F-#] *13-08 Vol.38B No.08

= uiskelslo] Objecto]r 3712] s}e}v]E] int R
double EFR] d, Thread EFY] t& 71X Qlck o] ﬂﬂ
=7} 2t Hajedelel| ofste] Hajed 1 & Z=ij 9
doll&=  int7} I, double¢] D=, Thread”}
Ljava/lang/Thread 2 ¥3k=| v 352 FQlc) wat
HEglERRlS 42T v}2-© 2 Ljava/lang/Object = H
glele] F3tEr)h o]zl Exjde] MERE JVM(Java
Virtual Machine)e| A" & 4= g)&= t]j2=gle]o]ck
H2agE = 2t Z2A E|A] vz A A o] A A
Ql Ebds FElizollA AEEHA sk Aldakel 2
S gt} TEUlER o] EAL o] gafA] v
s Y 299 tAmEE WA S F
slo] ApHzPAZE WSt 7S gk

il

2.3. A H=3t TlE &

el F2 ALE I Qs WS VeEe A
W2 ZHrenaming), Al*] &E{(control flow), +AFE
% 3Kstring encryption), API =9(API hiding)¥}
Z2f~ k3 3Kclass encryption)E & 4= vk Az}
H3le igﬂz\ o Zo v4rro o]8L 9 g=
]——_E q];q]s].o:] 0174_4,01;4 et A= _,_/H o o-} 2|
A S eIk S Aot Fels sl %ol 2
cojole) eje 5% v
o S 2] el

%ﬂ"éé %‘E‘H °Liﬂ—— EH Jzi}% AR
AL H58) Hass Feli Tl Sl F13E
7 A leste wAkdS HEsleles 3t o]

Table 1. Feature comparison of Android obfuscators

Pro . Dex

Guard DashOPro| Allatori Guard

Renaming Yes Yes Yes Yes

Control Flow No Yes Yes Yes

String Encryption No Yes Yes Yes

API Hiding No No No Yes

Class Encryption No No No Yes
12 A AR 7] dEE REE B
7o JA ARE AL Qe BT MR A
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Fig. 3. Only identifier renaming is applied to K,W, and
N banking apps
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Fig. 4. Packages for entity classes
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Table 2. Data structure of constant pool

[ProGuard Constant Classes| Description

ClassConstant represent a class or interface
FieldrefConstant represent fields
InterfaceMethodrefConstant | represent interface methods
MethodrefConstant represent methods
represent a field or method,
NameAndTypeConstant without indicating which class
or interface type it belongs to
DoubleConstamt represent 8-byte numeric

constants

represent 4-byte numeric

FloatConstant constants

represent 8-byte numeric

LongConstant constants
InteserConstant represent 4-byte numeric
g constatns
StrineConstant represent constant objects of the
g type String
Utf8Constant represent constant string values|
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Table 3. Package for instruction classes

Class Name Description
: : represent instructions that
Simplelnstruction using no constant pool
ConstantInstruction represent instructions that
using constant pool
VariableInstruction represent instructions that
using local stack
BranchInstruction represent conditional jump
instructions
TableSwitch represent short path switch
Instruction instructions
LookUpSwitch represent long path switch
Instruction insructions
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Fig. 7. Roles of visitor classes
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Table 4. Packages for logic classes

Package Name Description

proguard.classfile.editor | Edit class file format

proguard.classfile.io Read and write the class file

proguard.obfuscate Obfuscation

Optimization
Shrinking

proguard.optimize

proguard.shrink
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#- 8 META-INF Car.dass x
oi: 8 jcvial slotCar [package jovial.slotcar;
-8 animator
-8 track #|import java.awt.Color;
= Car
i public class Car extends Drawable
=@ Car
5 db_: double

private TrackPosition pos_;
=% df_: double private Color drawColor_;

e drawColor_: Color
= eraseColor_: Color PSS B o
= private GasPedal gasPedal ;
@ gasPedal_: GasPedal private static final double thetaF =
@ poly_: Polygon private static final double df 8

private Color eraseColor_;

= pos_: TrackPosition private static final double thetas =
=S thetaB_ : double private static final double db_ = 4.0D
Original
@8 META-INF fa.class x
-8 jovialslotCar package jovial.slotCar;
#- 4] Race
H-14) a #|import c;
+[) b
public class a extends ¢
@0 c ;
@-0d private h a;
w0e private Color b;
L) .classpath private Color c;
B .project private Polygon d;
private b e;
- a private static final double £ = 0.19634
B b private static final double g = 8.0D;
&0 c private static final double h = 0.7853¢
SRd private static final double i = 4.0D *

Obfuscated

Fig. 11. Comparison before and after applying
Proguard obfuscator
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public Car (TrackPosition pos, Color drawColor,

{

this.pos_ = pos;

this.drawColor_ = drawColor;
this.eraseColor_ = eraseColor;
this.gasPedal = gasPedal;

int[] xs = new int[4];

int[] ys = new int[4];

this.poly = new Polygon(xs, ys, 4);

original method

public a(h paramh, Color paramColorl, Color paramColor2,
{

this.a = paramh;

this.b = paramColorl;

this.c = paramColor2;

this.e = paramb;

int[] arrayOfIntl = new int[4];
int[] arrayOfInt2 = new int[4];

this.d = new Polygon(arrayCfIntl, arrayOfInt2, 4);

obfuscated method

Fig. 12. The program logic is easily identifiable even
if identifiers are randomized
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Class hello = Class.forName(
"edu.example.Hello"
);

Object object = hello.newInstance();

Method method = hello.getMethod(

);

method.invoke(object, null);

Before Descriptor Encryption

String x = A(a,b,c);
Class hello = Class.forName(x);
Object object = hello.newInstance();

String y = A(e,0,1);
Method method = hello.getMethod(
y, null

);

method.invoke(object, null);

After Descriptor Encryption

Fig. 13. Example of String Encryption and API Hiding
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