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Abstract Recently, as the spatial information and various multimedia are fused together, the demand
for the high value-added spatial information contents and the necessity of technology for spatial information
security are increasing. However, since the current security policy is being managed independently by each
system, there is a problem with unreliable or costly to modify or revise the security policy. Such problems
occur frequently in the process of coordination or integration of the spatial information management systems
that are used in public institutions and private companies. Therefore, in this paper, the access control system
that could provide an integrated security policy for many spatial platforms and systems with expandable
grammar and semantics was designed and implemented based on GeoXACML proposed by OGC. As the
GeoXACML-based access control system designed and implemented in this paper follows the international
standard specifications, it provides high portability and interoperability. Finally, in this paper, the efficiency
of the system was proved by applying it to a virtual scenario on the military area requiring the access
control.

Keywords : GeoXACML, XACML, Spatial Access Control Language, Access Control System,
Access Control Policy
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Table 1. XACML API Package of Sun

Packages Description
This is the root package, which contains
com.sun. .
the PDP class where most people will
xacml
want to start.
com.sun. Contains many of the classes related to
xacml.attr | attributes and attribute retrieval.
com.sun. - . .
All of the combining algorithm support is
xacml. in this package
. in .
combine P g
com.sun.
Support for Conditions is in this package.
xacml.cond PP P 8
com.sun. All of the classes that support the context
xacml.ctx | schema are in this package.
The finder package supports all of the
com.sun. . . .
pieces of the XACML specification that
xacml.finder . . .
require custom implementation.
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Table 2. Component of GeoXACML Policy

Component Description
- A set of rules, an identifier for the
Policy rule-combining algorithm and (optionally) a
set of obligations.
- A set of policies, other policy sets, a
Policy Set | policy-combining algorithm and (optionally)

a set of obligations.

The set of decision requests, identified by
definitions for resource, subject and action,

Target that a rule, policy or policy set is intended
to evaluate
Rule - A target, an effect and a condition. A
component of a policy.
- An operation specified in a policy or policy
Obligation set ‘that §h0uld. be performed by the PEP in
conjunction with the enforcement of an
authorization decision
. - The procedure for combining the decision
Combining . . ..
Algorithm and obligations from multiple policies and

multiple rules.
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Table 3. Spatial Data Types of GeoXACML

Type Description
Point Point is 0-dimensional geometric objects and
represented by a single coordinate.
Linestring is a path between locations. It takes
LineString | the form of an ordered series of two or more
points.
Polygon is a representation of an area. The
Polygon | outer boundary of the polygon is represented
by a ring.
MultiPoint | MultiPoint is set of point.
Multl.Lme MultiLineString is set of lineString.
String
Mult(l)zolyg MultiPolygon is set of polygon.

Table 4. Spatial Functions of GeoXACML

Type Function
Topological | Disjoint, Touches, Crosses, Within,
Functions Overlaps, Intersects, Equals, Contains
. Buffer, Boundary, Centroid, ConvexHull,
Geometric . . .
. Difference, SymDifference, Intersection,
Functions .
Union
Scalar . P
. Area, Distance, IsWithinDistance, Length
Functions

Functions of
Check Special
Characteristics

IsSimple, IsColsed, IsValid

GeometryOneAndOnly,
Bag Functions | GeometryBagSize, Geometrylsln,

GeometryBag

GeometryBaglntersection,

Set GeometryBagAtLeastOneMemberOf,
Functions GeometryBagUnion, GeometryBagSubset,
GeometrySetEquals
C -
onversmn ConvertToMetre, ConvertToSquareMetre
Functions
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Table 5. Policy Estimation Table of GeoXACML

Target Condition Rule Value
Match True Effect
Match False Not Applicable
Match Indeterminate Indeterminate
No-match Don’t care Not Applicable
Indeterminate Don’t care Indeterminate
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Table 6. Combination Algorithm of GeoXACML

. . Applicabl
Algorithm Description ppiicable
range
Deny- If a single "Deny" result is
; encountered, then the
Overrides . )
combined result is "Deny".
If a single "Permit" It i
Permit- a single "Permit" result is Rules, and
. encountered, then the .
Overrides . . . policies
combined result is "Permit". licabl
applicable
First element in the list of PP
First- rules whose target and
Applicable | condition is applicable to the
decision request.
Ensures that one and only
. . . Only
Only-one- | one policy or policy set is ..
Applicable | applicable by virtue of their | PO
PP applicable
targets.
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