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Analysis Scheme on Backup Files of Samsung Smartphone available
in Forensic

Gyuwon Lee" - Hyunuk Hwang™ - Kibom Kim™ - Taejoo Chang™

ABSTRACT

As various features of the smartphone have been used, a lot of information have been stored in the smartphone, including the user’s
personal information. However, a frequent update of the operating system and applications may cause a loss of data and a risk of missing
important personal data. Thus, the importance of data backup is significantly increasing. Many users employ the backup feature to store
their data securely. However, in the point of forensic view these backup files are considered as important objects for investigation when
issued hiding of smartphone or intentional deletion on data of smartphone. Therefore, in this paper we propose a scheme that analyze
structure and restore data for Kies backup files of Samsung smartphone which has the highest share of the smartphone in the world. As
the experimental results, the suggested scheme shows that the various types of files are analyzed and extracted from those backup files
compared to other tools.

Keywords : Samsung Smartphone, Kies Backup File, Electronic Information, Personal Information
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g G2 (Structure of Kies backup file)= Fig. 13 #t}.
9t d 5 (File header):= A4 3] (Signature), Tt]n}o]2~
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(Area of metadata information)
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Table 1. Path of backup file

(O8] Path
Windows | C\Documents and Settings\{UserName\My
XP Documents\samsung\Kies\Backup\ModeIName
Windows | C:\Users\{UserName}\Documents\samsung\Kie

Vista/7 s\Backup\ModelName




Signature (8 bytes) |Device Information (OS, IMEI,

> File header

Model number) (96 bytes) | Language (14 bytes)

Metadata information of item 1 (38 bytes)

>Area of metadata
information

Metadata information of item N (38 bytes)

TN

Data of item 1 (Variable)

> Area of data

Data of item N (Variable)

/

Fig. 1. Structure of Kies backup file

Signature (16 bytes)

Starting offset of data area (8 bytes)

Size of data area (8 bytes)

Type of data
(2 bytes)

Number of content
files (4 bytes)

Fig. 2. Structure of metadata information

information of item)”7} 38 Hl°|E #Z= w2 EA|S)aL,
dole 9 (Area of data)ol= 7 W¢] 2o @ Hlo
E|(Data of item)E°] &A)3c},

Wel el gk wEdlolE] AR F2(Structure of
metadata information)= Fig. 29} #Zt}. Signature:= "M
gl AU ARl Starting offset of data areat™
tlolE] g ol Azt e Aol Size of data areat H|©]

O 28 7ttt oy ADEE

ot gl me =M 1Y 351

HJ

B 999 =712 yeldth Number of content files: H
olg] dYof &Asl= ez U FE 9u|sla, Type

of data® dlo|E] TFEH dloJE7F FrR=(0x00)1A] obd
A(0x02) & HERATE

el gE(Item)ol=  AFA(Contacts), S ZU(S
Planner), ™A% (Messages), S M2(S Memo), vy t}o]of

S Music), AR

el = (Miscellaneous

Y (Mini diary), &3 ©]H(Call log),
(Photos), &9 (Videos), =L 9
content files), ¥4 AA H
ringtones), IEX 3T A4 % &Enl=a(Network settings and
bookmarks), olMld A4 A K (Email account information)

b EAE, 24 e EE ATYA JryE A
Table 2& WY 59 AU ARE Uedd 2t 5%
HE ATYA AR7E agEo] glon 16Hlo|E 747}
AYA AR dgAe] FUED AA, S FHvle] dF
I & A AR T 44 s gtk dolE 99

Zp el gl AU A AE7E EA8)

Zb i tigk vl H1F Al o] ARE FE3r)
Mol & gt dHolE FZ(Data structure of item)+
Fig. 33 #t}. Signaturet= M &R AU AH HHola
Type of datax= Hlo|H9 FFE JEeElNH, Size of data:
dolefe] =715 uYeldth Length of standard stringe
“Standard 20”3 & EF Exde dolZ el
Datax= ¥4 el g dlo]g & YeRATE

Wl 2 2] (Preferences  and

O:

Signature (16 bytes)
Type of data(6 bytes) Size of data(8 bytes)

Length of standard
string(8 bytes)

Length of standard
string(8 bytes)

Size of data(8 bytes)

Data(Variable)

Fig. 3. Data structure of item

Table 2. Signature information of Item

Item Signature Etc
Contacts B8 17 5A 8C 86 4C 45 06 9B 50 0C C8 88 28 EE 2E Phone
DC DD F4 76 76 31 41 EF 85 B0 D8 Al 56 AB ED FF Account
S Planner ED 25 8D DE FF 89 4C 43 86 FA BC AE 90 93 19 5E Schedule
Personal 31 DC 09 40 8E 01 4C B4 91 C4 16 68 01 F8 3F 17 To do
information Messages 04 9B A2 D7 EA 67 4A 23 BA E4 FD 93 10 1F D9 E0
S Memo 10 95 F4 ED CE EO0 45 A0 A9 CC F6 D4 8F CF 60 35
Mini diary 1A 1E E8 34 EF CE 42 5F 9C 57 E7 32 3E 0B DC AB
Call log 66 3C 6E 54 E2 A3 4A 8D BE 56 B4 CC E1 A9 93 03
Music 83 6C 05 F1 CO CC 40 06 B2 84 10 B7 79 2D 18 39
. Photos 48 05 6F 23 10 86 4F 53 BB 46 46 8D 64 79 A8 10
Content Videos CC 19 6A 6A 7D F3 40 33 8C 59 15 33 61 98 76 E3
Miscellaneous content files 69 67 FD 04 11 27 4D 24 91 24 6A C4 8C 5D DE 1A
Account Preferences and ringtones 0B FF FE B4 6D 4B 46 8D 83 32 50 87 7A BE 56 75
information and Network settings and bookmarks | 42 F4 12 B8 AC A4 49 F1 8E 92 83 23 E3 18 03 4D
settings Email account information C7 7C 44 B8 TF AD 4A 74 87 31 DC A0 C3 27 B6 FF
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Table 3. Signature information of file type on item

and size of data,
number of files

Item File Type Signature Etc
Contacts VCF 42 45 47 49 4E 3A 56 43 41 52 44 vCard 2.1
S Planner Ves g; 45 47 49 4E 3A 56 43 41 4C 45 4E 44 41 vCalendar 1.0
Messages PK 50 4B 03 04
S Memo PK 50 4B 03 04
Mini diary PK 50 4B 03 04
Call log PK 50 4B 03 04
Music MP3, etc 49 44 33, etc etc(M4A,...)
Photos JPG, etc FF D8 FF E1 4B D6 45 78 69 66 00 etc(PNG,...)
Videos MP4 00 00 00 18 66 74 79 70 69 73 6F 6D
Miscellaneous content files PK, etc 50 4B 03 04, etc etc(MP3,...)
Preferences and ringtones PK 50 4B 03 04
Network settings and bookmarks PK 50 4B 03 04
Email account information PK 50 4B 03 04
el mpdo] EA5t= dHolE 9 (Area of data)dll= 7+
Fu ole] 747 919 eh(File Type)o]l EAgTh A2 =
+ VCF(kvCard 2.1), S 8= VCS(vCalendar 1.0), &< .
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B oo g GEd 39 By ATUA 4uE e
ol diolE g delA] wigl FEE 5t eyl sdste Al : Metadata information |
> = =) A = = = of i
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: Confirm start offset : Item
| 1
| 1
1

4. Kies Mg m =53 J¥

41 Kies 84 o =@ HX|
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th WA Kies ¥y #4S ¢lo] 59 F A 3d(File
header)oll Al tlulo]~ A W(OS, IME], R9¥H3)S &elsh
. zga Hedels AR 9Y9(Area of Metadata
information)¢] M<¢l & W3t WeEld ol A K (Metadata
information of item) T%& #lste] dlolg g9 A
QA ol g9 AY], Tz RY9 FE I
% doly d%9(Area of data)e] A& QZAH O o]
H]O]E-] Orloclo]]“ BHO—] ELEtﬂ A]j\%ﬂ XJE7]. Z:zﬂ }_\:r_
wel gHiro] th3k Hlo]E(Data of item) T%E &91dte] A
JUAE Hlusta dolee] EFI dHolgel A7,
TAE e A5 7447 gRlgh & dolEHERE e F
54 ‘?J /‘]quﬂ Xéi"é 5’“‘”3}01 717k Bdg F
dolg AR

3}

pil

F

r$i'
o L

N, S
Jump to start offset of
data

ompare to sSgnaure o
tems

Extract files

|

Information clasification

Data of Item

Fig. 4. Restoration procedure on Kies backup file



Information Classification

Personal Information Contents Account Info_rmanon
and Settings
A N A
File Extraction

VCF | VCS Photo |Music,Video PK | Decompress
. Electron_lc Content PK
information

1 1 +

L ]

SBU
File

Fig. 5. Information classification

AW BF F4S Fig 59 2. AA4HRE VCF 9
ER(vCard)® VCS #d EH(vCalendar) e 7H 4
omsta, Frl= sde %91 /\V‘ TRd FdE onm
S omett. PK 342
go] glema ZIp 3}0133131[21—22 & &8st

A7 7hs sl 7Bl B (Personal Information):
A, S ZFU, WAA, S wE wy thelojg, 3ol
xgsta, = (Contents) IU2 &<, /\Pq %
2 gt a2y AR 3 /.‘—ié
Information Settings)= olHld Al
g, MES A A4, Hvla JRE et

Fd2 A AAAE, ZHx 5T FYE FEHE
2 4745 gaske d=hA, AR oY Al A 3|
A vlEtelelE] ARl dlojE AHEOl oulE ST
Fig. 6= WS &5 7 AgAd g vgteoly JEE
EpdTh A7y A (Signature) ‘0xB8 17 5A 8C 86 4C 45 06
9B 50 0C C8 88 28 EE 2E'= 1A & 9w|star, dlo|e
ool A2 9 I A(Starting offset of data)e ‘0x04 EA’©]th.
tlole g <e] A7](Size of data area)= 0x02 3C ES'Z 10
4R B4EH 146664 who|Eolth. FHlx s
(Number of content files):= 0°]aL, Ho]El¢] €4 (Type of
data)2 ‘0x00 02’2 Fel= o]9]e] ARE o|n]ic],

Fig. 7 A=A g diole FRE ek A1y
#(Signature) ‘0xB8 17 5A 8C 86 4C 45 06 9B 50 0C C8
83 28 EE 2E'= A=A & ovlsta, vlo]E e EFY(Type of

fo rot o mg

o A% Ay A

23t
and

Item Signature  Starting offset of data area Size of data area

0070n: 61 00 1E 00 00 00 B8LT 5A 8C 86 4C 45 06 S8, 50
Q080n: OC C8 88 28 EE 2E EA 04 00 00 00 00 00 00 EB8 3C
0090h: 02 00 00 00 00 00 00 00 00 00 02 00 DC DD F4 78
00ROh: 76 31 41 EF 85 BO Dg Al 56 AB ED[FE D2 41 02 00
Q0BOn: 00 00 00 00 BC 04 g0 00 00 0O 00(0O0 00 0O 0O 0O
00COh: 02 00 00 00 00 0Q/00 00 00 00 00y00 00 00 00 00

Number of content files  Type of data

Fig. 6. Metadata information of contact

g me =AM 71y 353

Signature Type of data

04EQh: 00 00 00 00100 00 00 00 OO0 00 BBJAT 54 8C 86 4C
04F0h: 45 0Oé SB 50 OC C8 88 28 EE 2E 02 00 36 00 00 00
0500h: 8E 3C 02 00 00 00 00 00 24 00 00 OO 00 OC 00 00
0510h: BET3C 02 00 00 00 00 00 24 00 00 00 00 OC 00 00
0520h: 42|00 45 00 47 00 49 00 4E 00 3A 00 56 00 43 00
0530h: 41|00 52 00 44 00 OD 00 OA 00 56 OO0 45 00 52 00

f

Size of data data

Fig. 1. Data of contact

Item Signature Starting offset of data area  Size of data area

0070h: 614,00 1E 00 00 00 48105 6F 23 10 86 4F 33 46
0080h: 46 8D &4 79 A8 10 EA 04 00 00 00 OO0 00 OC 485 21
0090h: DB 01 00 0O 00 OO 37 0O OO OO 0O OO OO0 OO 0O 00
00AQR: 0O 00 00 0O 00 00 /0 00 00 00 Q0OTOO0 00 00 00 00
00BOh: 00 00 00 0O 00 0Of OO 00 OO 00 ©O0|00 00 OC 00 00
00COh: 00 00 00 0O 00 OP OO0 00 OO 00 00|00 00 OC 00 00

Number of content files Type of data

Fig. 8. Metadata information of photo

Signature Type of data

04EQh: 00 00 00 00400 00 00 00 00 00 48005 &F 23 10 8é
04F0h: 4F 53 BB 46 46 8D 64 75 A8 10 00 00 36 00 00 00
0500h: SF 05 DB O1 00 0O 00 00 74 1B 00 OO0 00 00 00 00
0510h: SF 057TDB 01 00 00 00 00 74 1B 00 00 37 0C 00 00
0520nh: 89 50|4E 47 0D OA 1A 0A& 00 00 00 OD 49 48 44 52
0530n: 00 00|03 10 00 00 04 &8 08 06 00 OO0 00 S5 2F 32

Size of data data

Fig. 9. Data of photo

data)2 ‘0x00 02'Z Zel= o]ejo] HRE ofu]dlH Ho|H
9] =17)(Size of data)x ‘0x02 3C SE'Z 100<¢2 ditald
146,574 wlolEo|t}. dlo]¥(Data)= VCF(vCard) 9
Ebdich

Fig. 82 ¥4 & F ARxlo] st W]y HARE
EeRAT 7\]11/] 2] (Signature) ‘0x48 05 6F 23 10 86 4F 53
BB 46 46 8D 64 79 A8 10 ARlS owatar, vlolE o
o] A& @ ZA(Starting offset of data)e ‘0x04 EA’o|t}.
dlol g9 =7|(Size of data area)= ‘0x01 DB 21 49
21052 ks 31,138,121 vlo]Eolt), Zelx 1Yo
4*(Number of content files)©= ‘0x37 2.2 1072 Als}
W 550] 31, Ho]8 ¢ B9 (Type of data)2 ‘0x00 002 =&l
Z AR5 ou|gt}

Fig. 95 ARdol th3dl dgojy A®RE epdth A1y
2] (Signature) ‘0x48 05 6F 23 10 86 4F 53 BB 46 46 8D
64 79 A8 10E A& owstar, dio]E 9 EFY(Type of
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data)2 ‘0x00 002 Fdl= HARE vty H o]
A7](Size of data)t= ‘0x01 DB 05 9FZ 10W = gts)
W 31,131,039 wlo]Eolt}. do]E(Data)= PNG ¥ o}
EfbviTt.

Fig. 10> 99 &5 F ojud AAel st wEtdolg
ARE Yepdch A2y 2] (Signature) ‘0xC7 7C 44 B8 7F
AD 4A 74 87 31 DC A0 C3 27 B6 FF'& olvld A4 &
ofwjsta, wlolE gHo] A& QXA (Starting offset of
data)> ‘0x04 EA’°]t} dlol¥ 999 =7](Size of data
area)t ‘0x05 1E'Z 107152 3t 1,310 wio]Eelt},
Fel= ytd ol 4=(Number of content files)i= 0], Ho]¥
o] E})(Type of data)e ‘0x00 022 Zel= o]9le] ARE
w) sk},

H

o

lo,

¢

Item Signature  Starting offset of data area Size of data area

\ \

0 112 3 2 5 6[7 8 9 o B c D\ F
0070n: 61 00} 1E 00 00 00 E7¢7€ 44 B8 7E 4D 44 74 8%, 31
0080n: DC 20 €3 27 B6 EE EA 04 00 00 00 00 00 00 1E 05
0090h: 00 00 00 00 00 00 00 00 00 00 02 00 00 00 00 00
00a0h: 00 00 00 00 00 00 of 00 oo oo oofoo 00 00 0O 00
00BOR: 00 00 00 00 00 00 0 00 00 00 00[00 00 0O 00 00
00COR: 00 00 00 00 00 00 f0 00 0O 00 00[Q0 00 0O 00 00

Mumber of content files  Type of data

Fig. 10. Metadata information of email account

Fig. 11 olrld Aol i3t dojy HHE etk
A 1Y A (Signature) ‘0xC7 7C 44 B8 7F AD 4A 74 87 31
DC A0 C3 27 B6 FF'+= olvld AALS onlatar, vlo]E <]
B} (Type of data)& ‘0x00 02702 Zex o]2o ARE
ol st dloJEle] A7](Size of data)t ‘0x04 C8= 107
TR Fstd 1224 wlo]Eelth. dlo]H(Data)= PK 3
< e

Signature Type of data

¥
r
.J

=i}

04EQh: 00 00 00 00400 00 00 00 00 00 C".-'"".-'C 44 B8 TF AD
04FOh: @A 74 87 31 DC A0 C3 27 Be FE 02 00 36 00 00 00
0500n: C& 04 00 00 OO 0O 00 00 20 00 00 00 OO0 00 00 00
0510h: C8T04 00 00 00 00 00 00 20 00 00 00 €O 00 00 00
0520n: 50(4B 03 04 14 00 08 08 08 00 &D 5D 38 42 00 00
0530h: 00|00 00 00 00 00 00 00 00 00 14 00 OO0 00 41 BE

!

Size of data data

Fig. 11. Data of email account

5 &g R Wit

o] ZolA= Kies W Thdo] dialA] Y& LS 5
she Ad 2 WkE gk AFS A8 9= 7 @A
A4 Kies Z2IH(MA 25/ Axsgon, A4 xE

(SHV-E1609)¢} 2= Al S I LTE(SHV-E210K)& %
o Ak

Fig. 12& Kies ¥l ¥ 24 435 T3 F
A ARE YL dolH & vCard 21 XS
o, o]F(N)2 “Quoted Printable”Z <139 (Encoding)
o 9t} a8 B2 ol&9] A% tZY(Decoding) #go] Z
f3tth 15" gk =ED=99=8D=EA=B8=B8=EB=8F=99'
tzdgstd ‘T old ouE zheth

neT;
rt

N
B
K e

e oo W

o

BEGIN:VCARD
VERSION:2.1
N;CHARSET=UTF-8ENCODING=QUOTED-PRINTABLE:;=E

TEL;HOME;CELL:01042092013

X-DIRTY:0
X-ACCOUNT:vnd.sec.contact.phone;vnd.sec.contact.phone
END:VCARD

Fig. 12. Contacts

Fig. 132 Kies 9% 99 B9 A= 53 53 A4
FIES YepdLh AR 952 Table 39 FF D
El 4B D6 45 78 69 66 000 AlZya ARE 741 de
PG JdES

UrEpde,

@. « H501 ==(Mine) » SHV-E160S » APl Za P
N =s-~- Zpoj2ayz|of T - SR O~ OIS & » =~ 0 @ |
Y =Hm| . s
B Ct2EC ‘
[
Haz e 20121109 1728 20121109 1728 20121109 1728
F 31jpg 35jpg 21 jpg
L__Jle=g i}

G o=z

13 oo ‘ -

=il Subversion

B =4 201211091728 20121109_1728 201211091728
Hone 45Jpg s1jpg 56pg
= Ad ' -
=er
B Administrator
& S 20121109_1729 20121109_1729 201211091729
[~ S - ipg Ipg 14pg
’ 97l =5

| 4 Database | §7) Extensions| 4 Schema | sqL Builder| § squ [T o[

[« « - DENEEE- Bl
address | port | flags | login | password |~
= Click here to define a filter
M imap.gmail.com |993 5 gwlee @gmail.com |UUgxi3VrpZH
smtp.gmail.com |465 5 gwlee @gmail.com |UUgxi3VrpZH
-~
Ij:'t' Email_DB
{1 account
[ android_metadata
—[=] hostauth

Fig. 14. Email account



Fig. 14:= PKZIP &2 = 9d& A 5 SQLite
AR ojud A FRE g shHeltt. PK 32 45
gHdolug 3 ArF s afoMe} o] 29l
(login) AR} do3std vUHZ (password) & oL A
4 ARE I8 5 9

Kies W¢} gdo] A9 ot F3o disfiA Alke Wi
7} Hlwdl7] 98] Armomurha®l SSVCard Extractor[13]9}
Andreas®] SBU-Extractor[14]& A3tk 71€9 =45
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