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Web Application Awareness using HI'TP Host
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ABSTRACT

Today’'s network traffic has become extremely complex and diverse since the speed of network became faster and a variety of
application services appear. Moreover, many applications appear and disappear fast and continuously. However, the current traffic

classification system does not give much attention to this dynamic change of applications. In this paper, we propose an application

awareness system in order to solve this problem. The application awareness system can provide the information, such as the usage trend

of conventional applications and the emergence of new applications by recognizing the application name in a rapidly changing network
environment. In order to recognize the application name, the Host field of HTTP protocol has been utilized. The proposed mechanism
consists of two steps. First, the system generates the candidates of application name by extracting the domain name from the Host field
in HTTP packet. Second, the administrator confirms the name afterward. The validity of the proposed system has been proved through

the experiments in campus network.
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Fig. 3. Application Awareness Module Flow Chart

Table 2. Host, User-Agent information

& °lF Host User-Agent
Gomtv trlog.gomtv.com Htttpgetfile
Google tools.google.com Google

V3 gms.ahnlab.com V3inet2

Facebook Profile.ak.fbedn.net facebook
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Table 3. Domain location in host field

Host Domain 9] %]
WWW.naver.com 2415
Aldn.altools.co.kr 3AS
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2 A%
v16.cache.c.pack.google.com
Bigtorrent.org:2710 2 A%
175.178.17.38 X

Table 4. Find Domain Psedo Code

1 Procedure Find application name  (flow)
2 if(1 A5 domain =2+ 4 = 2)

3 if(2 A% domain 22 T = 2)

4 S&olF =3 A%

5 else

6 S&olF =2 A%

7 else if(1 715 domain E# = >= 3)
8

9
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11: end procedure

Table 43 2Z& 4185S S8 domaing Ze § 2
& o]FS /MK domainE7lE 2EFFsE AU Fd 8

=)

A "t 2gHo] AagEE= HAF} A9 Clinet [PE 7}
+H3E AYes MY A Hed, & s v
Client IP= 21(1)3} 7o) &3 589 score’} HLh

Fll‘

Score = C, (1

w

Table 594’ 7]'0] o}-—Er'« ‘%‘?_ %—A =
o] 237} score’} Aol Al B xE Hr)

Table 5. Application score

& °E score
Microsoft 1444
Windowupdate 1380
Naver 1133
Ahnlab 1044
Thawte 1044
Verisign 952
Google 829
Daum 749
Altools 566
Nateon 477

Table 59 Ay 464 Y5 37 A9 dlo]gd
A 7S = scoreEs 71ES 9 10719 &84S YERA
Zoltt, Axte] et 2 W8 47l A 71& gt}

€89 °olF¥ score7t #HIANA A HE #HEA=

F

<
A F A AEE B AFAE AEYSA "k WA
Ag 7)1 Fek ARgE %%5:0 score HEES A9 B
54 &80 ulst AR 7o Skt AAE Thobeit
2la o) dell= fld A2 S8o] UelgteAel dis] Lo}
A Ak 7 A Ao §89 score’t EollE B
Tt EY EF AlaEle §E HA g 859 ¢
A AlaUAE e BF Alzgd HEse A4S 7
& 3t

o
T
ol
rlo
1o
=]
ol
2,
2
olo
oo
rO
1>
>
[
o
o
-
Hy
o
k1

>



Table 6. Traffic Trace
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Table 7. Selection application result

%(;i;l)% score (u::? jl g score
microsoft 1454 microsoft 1518
‘Windowsupdate 1409 Windowsupdate 1396
ahnlab 1081 naver 1198
thawte 99% ahnlab 1122
verisign 936 google 887
naver 932 verisign 879
google 816 thawte 346
daum 662 daum 79
altools 580 altools 567
msftnesi 483 msftnesi 496
usertrust 450 adobe 457
nateon 416 nateon 450
altoolbar 176 youtube 223
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Table 8. Scenario 1 applications

<& °lF score
microsoft 1450 ~ 1639
Windowupdate 1380 ~ 1568
ahnlab 1040 ~ 1180
Naver 830 ~ 1010
Thawte 812 7 996
Verisign 805 T 957
Google 794 7 940
Daum 662 ~ 849
Altools 589 T 772
Nateon 386 T 491
Youtube 139 © 233
Gomtv 143 ~ 216
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