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ABSTRACT

The Malicious code that targets Android is growing dramatically as the number of Android users are increasing. Most of
the malicious code have an intention of leaking personal information. Recently in Korea, a malicious code ’chest’ has appeared
and generated monetary damages by using malicious code to leak personal information and try to make small purchases. A
variety of techniques to detect personal information leaks have been proposed on Android platform. However, the existing
techniques are hard to apply to the user’s smart-phone due to the characteristics of Android security model. This paper
proposed a technique that detects and blocks file approaches and internet connections that are not allowed access to personal
information by using the system call hooking in the kernel and white-list based approach policy. In addition, this paper proved
the possibility of a real application on smart-phone through the implementation.

Keywords: Android, Personal information, System call hooking, Malware detection
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o [ Communicate with
Push_arguments_ i cati
5 EAX=_NR_connect Alarm_Application
b conneti Int 0x20 SAVE_ALL
| Check limit of EAX
System_table[eax]()
Folicy check( ) S
read() Criginal
write( sys_connect()
connect()
sendtaQ
sendQ
Handle signals Return
RESTORE_ALL =
PR, eSS Check error iret
=o 5 R
(37 3) LKM 2=2 0|88 Al 2 2y

ol FgAolA oA Adsle FHE2 BT Al
2®l 22 WgtEo] Adol Azt JAVAR W&
o]z <t=Rel= ofFElAlelde] A% JNI(Java
Native Interface)E &3 C v C++ e b
r2olr Aad gleo|HYEE &3, ol& tHA
libc v} libstde+ +5 Fxste] A2 25 553}
A "ok AR Y 94S 9 s FHE
A (O 3)3 Ze SAE Az Fo] sEEh
Activity.onClick() &2 Aszt EAlo] g=go]
= API ¥4l connectO)7} EZF= 1 o] d4&
JNIE A3 OSNetworkSystem_connect() 3
F SZ3M =k spx|Ek o] gk 4] libe o A9
= connect()E FEste] A|xw] F& WA
weir] A ddleA] Axw F5 T BE N
AAHe] A Al dF ARE Z9A Ao &
Al Ah(15).

B A Alad & T $8ke] 53
S 2 BE Akgle] 7bed LKMOZ 39 nEd 14
aholct. AAAQ A 2wle] A (23 3)3 7o) <l
Bl AdZ4& 93 connect() Alx® Fo] =&Y
golejgellx 525 AlxE F HES BAX @4
2E]of AAgIeE, Fofl A2 F QB EES A A
71aL, A|2=g] Z dlo]Eell A EAX #A| 8ol 27w
WS E ool dg Axdl F 45 At 34

9
%, LKMO2 9% $7 w5 Adel Akelsh

Activity.onClick( ) ‘ Applica'tions

HttpURLConnection.make()
HttpConnection.<init=()
Socket.connect()
PlainSocketlmpl.connect( }
OSNetworkSystem.connect(}
Java Native 1

_{ Interface |

OSNetworkSystem_connect()
-= libnativehelperso

' Application
Framework
( System
Runtime

Connect()

-= libc.so

KERNEL ‘
v Kernel

(O 4) et=20|= AlAH Z &

=]

9 (9 419} o] A|2g F(E 3).(E 4)S 774
Al 2 @40 sebely geld Ak 5

L= E=1
Azt A [PFAE gl T 5 et

l

3.3 JHIEE FH= M

WA, ANAA R HALE EAE] $5te] AntE
E gboll x3he AR ES Fetsla ERsRT
gtz 2ol o] Ze|Ao]|4-e /data/data/ package”
td Eelo] A= o5 HlAgR e de]
= SQLite ®lelejo]~z A= o] glct. EHX
NAARES Fg7 e o] 85= FAAFTA} =
oA & Hdl & 4 ole HAHER (& 2)9 Zrl



762 NAAR fro &4 2 A

of M AT L= FUE B

Az P Al

int open

open() (const char *pathname, int flags)

ssize t read

read() (int fd, void *buf, size_t count)
ssize_t write
write() (int fd, const void *buf, size_t
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int connect

connect() | (int sockfd, const struct sockaddr
*addr, socklen_t addrlen):
ssize t sendto
(int sockfd, const void *buf, size_t
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len, int flags, const struct sockaddr
*dest_addr, socklen_t addrlen):
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5.1 78

- TeEA
B =welAl Altske 7S T
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CPU : Intel core(TM) i5-2400 @3.10GHz
RAM : 4.00GB
OS @ ubuntu 10.24
Android : Froyo 2.2, kernel 2.6.29, Emulator

27

ohe

rlo

2 O ® root@ubuntu: ~
File Edit view Terminal Help
--X system system ta
root 4 2013-085-6 network2. txt
root 4 2013-085-6 network. txt
log 012-12- dontpanic
system ] -25 dalvik-cache
root 2013-04-28 : ktest
system
t root
smod monitor.ko

monitor 3224 @ - Live

i

(38! 5] LKMeZ2 F8E A2 E 52 25
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sys_connect( int sockfd, struct sock *addr, int len )

{
int current_uid = get_current_uid(): //& ¢1Z uid #
int selected_uid = get_selected_uid(): //7A] o1& Lud Fag
ip_addr = addr.ip_address: //32llElelA [PFA F5

if( (current_uid == selected_uid)
&& (ip_addr is not in white-list) )
{
send( ip_addr to Alarm app ): //IPFA A%
while( true )
{ /) A2A] 24 F o]
if( strlen(value = read(from Alarm App)) ) 0 )
{

if ( value == “yes') //AT &4
return original_call_connect();
else // A2 7%
return -1:

}

}
}
else
{

return original_call_connect():
}

}
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File Edit View Terminal Help
RY TO CONNECT 10.9.2.3

Open succ

onnect is used by 18831
RY TO CONNECT 122.11.61.102

irite open success
ead open success

(32 6) connect() & &2 22| S
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