743
Journal of The Korea Institute of Information Security & Cryptology(JKIISC) ISSN 1598-3986(Print)
VOL.23, NO.4, August 2013 ISSN 2288-2715(0nline)

http://dx.doi.org/10.13089/JKIISC.2013.23.4.743

I=Sol= ZuleE wi7) o F24 A5 7159

Hopd A

A study on the vulnerability of integrity verification functions of
android-based smartphone banking applications*

Soonil Kim,1 Sunghoon Kim, Dong Hoon Lee'
Graduate School of Information Security, Korea University

o ok
I =

2T, AR ol T EF FUIske] keRo|= vhlel] Al H= oA fEe] A vk F5AHE A
2ol W7 dEo] o]k A2 FA el EEH ASAE 4 AHWAE FF, TN AR T €S TAR S T
& < olek. olel HE dhSHkeE FgidEol AW WatE A el wel s 252 WA A FEA A
7o AT ARt A 7] A 3 AT o] FolAl uprt floiA A E] oyt & =il
tERol= AFE 4 7HEE ol8ste] WA fo] FAA AT 7l A A =7 A FHed ol
o]-8d A5, A WA fe] 74 AT 7ol v ks -3 el AdE F A= AR FA0] ©]
Fold o glevd I 9] o AS APANE S U eR AL A f7 ek A
Moz AAFeEHN off SPHE FA¢ tg8te] 2vtEE G571 e Bl #FE ol r|dt

ABSTRACT

In recent years, the malicious apps with malicious code in normal apps are increasingly redistributed in Android market,
which may incur various problems such as the leakage of authentication information and transaction information and fraudulent
transactions when banking apps to process the financial transactions are exposed to such attacks. Thus the financial authorities
established the laws and regulations as an countermeasures against those problems and domestic banks provide the integrity
verification functions in their banking apps, yet its reliability has not been verified because the studies of the safety of the
corresponding functions have seldom been conducted. Thus this study suggests the vulnerabilities of the integrity verification
functions of banking apps by using Android reverse engineering analysis techniques. In case the suggested vulnerabilities are
exploited, the integrity verification functions of banking apps are likely to be bypassed, which will facilitate malicious code
inserting attacks through repackaging and its risk is very high as proved in a test of this study. Furthermore this study suggests
the specific solutions to those vulnerabilities, which will contribute to improving the security level of smartphone financial
transaction environment against the application forgery attacks.
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