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ABSTRACT

DHT(Distributed Hash Table) networks such as Kademlia are vulnerable to the ID mapping attack caused by the voluntary
DHT mapping structure where the location of a node is solely determined by itself on the network topology. This causes
security problems such as eclipse, DRDoS and botnet C&C on DHT networks. To prevent ID mapping attacks, we propose
a non-voluntary DHT mapping scheme and perform analysis on NAT compatibility, attack resistance, and network dynamicity.
Analysis results show that our approach may have an equivalent level of attack resistance comparing with other defense
mechanisms and overcome their limitations including NAT compatibility and network dynamicity.
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