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ABSTRACT

According to the national information security white paper 2013, the number of hacking attempt in 2012 is 17,570 which
is increased by 67.4% than in 2011, and it has been increasing year after year. The cause of this increase is considered as
pursuit of monetary profit and diversification techniques of infection. However, because the development of malicious code
faster than the increase in the number of experts to analyze and respond the malware, it is difficult to respond to security
threats due to malicious code. So, the interest on automatic analysis tools is increasing. In this paper, we proposed the method
of malware classification by similarity using malware DNA. It helps the experts to reduce the analysis time, to increase the
correctness. The proposed method generates ‘Malware DNA’ from extracted features, and then calculates similarity to classify

the malwares.
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SpA|uE o]efdk M F e FT)SAdl vlspd, = 2.1.1 Locality Sensitive Hashing (LSH)
l°*9l ARRG FA} ¥)E-L oA3] U FEolr)
JEA 2939} sHEQlEl YA 52 (KISA) 7} % Locality Sensitive Hashing & %4 X7} 4t

6& 2011 HHEF Ae)zAlel] wpzml #7) ) 719] FE= A7 dub ez Al sy A
2] 62.6%< HRHBZol| FAE 1A ¥ 3low, A 7%k o] thEet, dnbAQl ksshA s 7]
23k 2k A AR o] 195 VI 719 & Ao DSk ol kw3 1A 3 3

& 72 82.9%¢l Zat(2). o] wial= A 7Rzt sAIRE, 94 1 W ERE 2}

Soluh= oI e e A RB S bEt Expr} 1 = 7 HdE A g A e HeERr] wi
Ao e oMlze AR e mA = of FrAREE Wtshe e AR Sl el o
g zE B glo] AL QI Tu] & BA Eg 2 el Fellx A Al S Zohdlr] §13F =4
< ok sk= Aolrt. o]l w2}, I AFEA ©% TFuzzy Hashing °lzhs 7IHe <83
T7Ce] 22wy glh ssdeep ol#t= =77} 7= SlvH(3] (4]

B =R A olg]gt 2HE B4 Bt oig & 324l LSH Fel 3wl Fuzzy Hashmg 7
gl Fgetad, AFHT e BF ETE A P S I 219 FH0R e vk 44
ehieh, Aekshe obdm= DNA A4S B2 444 o el BE a4 ke Aol shie) Eadz
I e RIS AHEAS T8 ookt EA4la FAlch weba] FAdF el ik iR 2
g 23] Malware-DNA(MAL-DNA)E A ot WEE e R vepd, o] o]83le] 7
goha, o oMmEske] fARRE A fab U] fAREE Adtehs Aol
P 7le) BRe. ssdeep BT ¥ 71 4] G2 5E o] 3ted

e AT BAEThe g, W AT A 42 AR R ) a4 gkt Tele) 2 gng 8
o ¥F7h ohel, opymue] BAUAE FEahn P el W AA A gom APk (2-1)
MAL-DNAE AA3ta, ol & o8& A= AXkS & MZ5t ol Fuzzy Hashing 3% 92 sjdg
s35le] 1 SAkgF S IE 2B o} REI) Ash= WHOR  Fuzzy Hashing A3 2
o} Agsls 7|WS o] 85, IS I E B “blocksize:hash:hash,filename™®| FZolc}. 3}
H A AoRE o3, ¥ 4SS g A 99 WS 49eld 7% Fuzzy Hashing #he
7 % 9k, ol gste] A% el eelo EFH el Fol fA1E7}

B R PHE hes ATk 2ol opgm  60% o)Al sl Alsh Heolet o] 4
T AR BF A dTE AR 37elAE A ARt gt e e 5 9leh
Qdehe pEE BRI 2 BHAAE Felsta,

Xﬂ o‘l.g],% °-]'/\§:?LE T"i"f-n‘lx‘ﬂ H‘j e 141_%_ HOLHJTS—’_ Xﬂ }] :—‘:]' C:\ssdeep>ssdeep -b c:\sample\mpgdex.dll > mpgdex_d1l_ssdeep.txt

4201—01]}\1‘_‘:_ Aokslt 718 7‘51%_‘],3_7_. u]_;(]q}—_g‘i 52} ssdeep,1.1--blocksize:hash:hash,filename
192:a8Eg/uGal4IjQfat+Ikjfat+30sSWKFQHFGKsYXVLO3WUNBIN38G

e AE2S et WexUXx : a8EgAL105S 1QHxsYXVQUIGHCXUKXx, "mpgdex . d11"

C:\ssdeep>ssdeep -m mpgdex_d11_ssdeep.txt -brt 60 c:\sample
I]. 2+ 0|_1-T-1 mpgdex.d11l matches mpgdex_d1l_ssdeep.txt:m (100)
mpgdex2.d1l matches mpgdex_d1l_ssdeep.txt:m (99)

2.1 RAIE Y J|& o7 (3 1) ssdeepS 0|83 RAIE 2A

I E FALE 7|Hbe 2 BRIl oheket o ® ob2 LSH 572 simhash 2H= =77} gl
T7EAY Haglem 2 el A A o)1 Similarity Hashing o]z 719S o] 450
£ ©]$8-3}= Locality Sensitive Hashing (LSH) nat 7)ok thapAlS o] agk wpAl o 2 A Zhe AJAIE
71, e SE] L3k wAde] fAkmE o4 o). ssdeepi thed wlolfe] dele] sl e &4
= String Match 714, 94329 24K S4S asie gysian o4 o2 e SARE Ak
Fohhe i, et e deeleE 255l 1 gadus) )

w3} ote W So® v ¢ gleh
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2.1.2 String Match (FingerPrint)

FingerPrint(7)+ HBGaryjitel4 #|=ek St-
ringe o848 Al B4 =) lEEE 9

(ﬂﬂiﬂ%

qlgsld x3kE mE glal)dA

£ ‘rﬂﬁ}‘ﬁ 117‘}3}‘?4
fAREE vlas] Fo) °]E 3 1
T e =R &4 s
o}z [1% 2)% B9 A4 FingerPrints
e Z3t Fxlde 7ule g EA
COlF ¢ FAS AREEle], 7]
1A =gk A Zatl v} fAleh Thed 9

C:\FingerPrint\bin>FP c:\SAMPLE\mpgdex.dll
Fingerprint v1.0, Copyright (©) 2010 HBGary, Inc. All Rights Reserved.
Scanning 1 file(s)...

Name: mpgdex.dll

Hash: E1DFBEB63DA1C6DEE2F317CA8B3C1792

PE Timestamp 2001-10-25 24 12:54:07

Linker version V6.0

Dl1Characteristics 00000000

PE Sections .text | .rdata | .data | .usdata | .rsrc
File I0 Win32

Events yes

Thread Creation Generic

CreateProcess Generic

Compiler Microsoft Visual C++ 4.2
Windows socket library yes

Services main

Command shell Generic

Winsock Generic

FPO count 2

PE Headers 1

C:\FingerPrint\bin>FP -c c:\SAMPLE\mpgdex.dll
Fingerprint v1.0, Copyright (©) 2010 HBGary, Inc. All Rights Reserved.
Scanning 1 file(s)...

mpgdex2.d11l, 6F@90D25188433E7E12039BCOBA1F29E, 100.00
mpgdex.d11l, E1DFBEB63DA1C6DEE2F317CA8B3C1792, 100.00

M

AT

(22 2) FingerPrintZ 0|28t FAIT

¥
2.2 7| AHIE NSEF AT
221 2XIEI} APIE 0|83 AHT= XISER AlLH

oo
o
ox,

= =
LA S FE3A, T4 B4 T AdEe B
API®} 33 345 A F, 718 dHZ=99
FAEE SA3 Al E5she Walelth

A, AR AAE AAEZZ o 5
T TAGE Fo|E BaER Aol I
AZ238 %3 Training Set$ Az = AF

W o] Frh theo R, ojHE oz nio]
vz Aeaiede] 23hel wAtd &

gl~Eo Z3kE Ex9S A A3 ok Az e A8t
¥ Training Set#}d] fFAL=E v|age},

[
L
getno Lo (s i
Lxctractan Tradidey Ras Extrmction
Sering Sat APL Sat
Em:t E-Hru'!

APl fAIEE 54 #4S o] 43}, 41, 9=
= BRI e A A APl 5% 2|AES F
% <o 7 AHYslo] Training Seto® wETH

T glEHE oI =E APAA A= APIE
=

3Z 9x® A ¥ Training Setd fFAFEE ]
gk}

Ao 2 ~ER] fAlmel APT fAMRS] 7k
A 2AdE B3 M =2 AR 7R Age R
+Re

o] HpAlE -2 Ao xgE I x¢E

O

F7F =& F 3l “H—E"]‘ﬂr.
wak Dlgltal Ninj
o], FAIEE erp‘rﬁ}—t— WAloll= W& 3k v

gt Training set<

A
n
X,
o
tlo
-,
i
el
X
%
=2
)

op—down HWH]& A}
Sl AgdE w2 AAE 7T 5 Y FFRE



682 MJFE DNA S 58 $4 P=e 2571

222 APl =AY 532 0|88 AYIAE HE 2R . 283E DNAE 0|88t 7AF AMIE ER
71 =
API o2 548 o] 83 oM3= WF 577 ot 2% Bl AFEL T T SAlE HA
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EA4 17k F= U4 94
Hash otz e 0]
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3.3.2 Anti-Virus Result

79] =E Anti-Virus AETolA 2Lt 9l vt
Alole}, o]FellA A odeizl I EQl YARA®}
ClamAVE 283t}

YARA+= mlelyE|gdells] 54 Al1UA 23
FE AT AadA s ngz 7] Ee]
= g ! ‘]"ﬂ Argl e GrEFHA ] 1S A

[}

" ClamAV 94 A04 Ao nsE
A3k 370 Anti-Virus =724, & o= 9

AHERRE] AE Al A Alste] golsirhs mﬂ 3l
th =3, ClamAVel YARAE A =29 & 5 5
A A WA & 5 sle %7} “}1:]-[16]

B Ao e ClamAVeY 55 YARAEEZ ¥
3ol YARAZS o]43F oAz z] e Eg ol
EXolzlZ &4 s} g}, &)
wAo] SkgE97] Wi, A=

o}
EF A HET 97D 5 9] el

f oﬂ, Moo

rule Trojan_Agent_64822
{

strings:
$a0 = { 474554202 }
$al = { 687474703a2f2f }
$a2 = { 2e7265706c6163652822687474703a2f2f2522a732229 }
$a3 = { 7777772e676f6f676c65 }

condition:
$a0 and $al and $a2 and $a3

(32 7) YARA Rule2 ZHE AdAE ATHX

VirusTotal& e} z=e gk 437) Anti-vi-
rus AE] A S DBRE fA8be | Al-&ale] 29
ol %%Lfﬂhz*‘; Alzdlo g  Sl7ak AR A2 AlgE
A% NEALE 98kl 2% defellA ARg-st 4=
U= APIE Algslar 9low | AH82Le] KEYE A5
wlo} o] 2 7juko 2 (o 4318 oS AT 5 9)
EE 3kal gl

VirusTotale A4 JAFES gl6don s &
= gla, A Fee Hash #(MD5, SHADS 4
Hog uks £ & o4

VirusTotal®] Az A] o]n] 15’_% RS AR
7ol A3t ‘Jrf"—ﬂ ol o]n &zl A=
o gt 13} E5ol 4 = 5 9lon, d=xl <
AFEL AR —"'i‘%:"r«l 71 wa gres AL & 5
itk
3.3.3 Packer

St FE AFARE B AU Eel o ot
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686 odz= DNA A4S 53 4 Az 2571
(£ 2) &2 ¢4 mjzd & B2 (¢9) Al (Dol 2lsl, 1nlolER T 4 gl 7P &
= E o]Lo] elulAdol
0 |Armadillo 1 |ASPack Entropy= 8eleh. oI5 ol&] bkl Pac_ker
2 ASprotect 3 BatExe ,L].Hﬂoﬂ }\]__9_‘6]— P olr,]_ M]/xqﬂﬂ Entropya ]/ﬂ_g],o:]
4 |Bat2ex.BDTmp |5 |Batlite I gho] Sk gkl 8ot 0% ZAY, Fatell 7k
g }éitAithFFssion ; gryp:FF A o] glom Packerol 23t PE m}elo] WlzE
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