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ABSTRACT

As the firewall is a typical network security equipment, it is usually installed at most of internal/external networks and
makes many packet data infout. So analyzing the its logs stored in it can provide important and fundamental data on the
network security research. However, along with development of communications technology, the speed of internet network is
improved and then the amount of log data is becoming 'Massive Data’ or ’BigData’. In this trend, there are limits to analyze
log data using the traditional database model RDBMS. In this paper, through our Method of Analyzing Firewall log data using
MapReduce based on NoSQL, we have discovered that the introducing NoSQL data base model can more effectively analyze
the massive log data than the traditional one. We have demonstrated execellent performance of the NoSQL by comparing the
performance of data processing with existing RDBMS. Also the proposed method is evaluated by experiments that detect the
three attack patterns and shown that it is highly effective.
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« Day: AAIZH10+E 7F
+ SrclP: &7 IP

+ Dest: %&7] [P

+ Protocol: Z2EZ HE((X 1) #F)

« ICMP: ICMP u4 sl

« Cont: 3% keyell4] 2HAEF o]Wl ESIS=

« Time: 39 key®l % A& A7t

« Date: 39 key®] Hzx oJwlE Wb A7}
+ Alert: Reduce W &7 st 43}
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(1) Attackl 94l B ZYA| A Fd £4%
2 587 53] o]Ake] ICMP wlA1A] A
o T AL
- 22 ip(srcIP): 105.20.81.52
- 247 ip(dstIP): 105.20.1.31
- Z2EZ: 1(ICMP)
. lz‘% 7%,]. ge:l LH_Q_

ICMP Attackl A1 W4 :

{ "day” : 720120706 164" , "SrcIP” :
"105.20.81.52" , "Dest” :
"105.20.1.31” , "protocol” : 1.0}

(2) Attack2 2JA: 507) o] Zsix|ellA 54 &
A Z 57E 503] ool ICMP #AA] Ay



AR R 58HE] =1 (2013, 8) 675

% :q: { “day" : "20120706 164" , "SrcIP" : "105.20.81.52" , "Dest" : "185.20.1.31" , “protocol” : 1.6}

{ "icmp" : 28.8 , “protocol" : 6.8 , “cont" : 28.6 , "time" : 27.0 , "date" : "20120706 164827" , "alert" : "Z3"}
#e :p: { “day" : "20120706 164" , "SrcIP" : "105.20.77.47" , "Dest" : "105.20.1.31" , “protocol” : 6.8}

{ "icmp" : 8.0 , "protocol” : 6.8 , "cont” : 1.8 , “"time" : 0.8 , "date" : "20120706 164824" , "alert" : "HA"}
% ;3 { “day" : "20120766 164" , "SrcIP" : "105.20.106.41" , "Dest" : "105.20.1,31" , "protocol” ; 6.0}

{ "icmp" : 8.0 , "protocol” : 6.0 , "cont" : 1.8 , “time" : B.8 , "date" : "20120706 164725" , "alert" : "ZHAl}
& ;4 { "day" : "20120706 164" , "SrcIP" : "105.20.94.37" , "Dest" : "185.26.1.31" , “protocol" : 6.8}

{ "icmp" : 8.6 , "protocol" : 6.0 , "cont” : 1.8 , "time" : 0.0 , "date" : "20120706 164645" , "alert" : "HAi"}
## ;5 { "day" : *20120706 164" , "SrcIP" : "105.20.161.41" , "Dest” : "105.20.1.31" , "protocol” : 6.0)

{ "icmp" : 0.6 , "protocol” : 6.0 , "cont" : 1.0 , “"time" : 0.0 , "date" : "20120706 164608 , "alert" : "4}
HE @6 | day" 1 20120706 164" , "SrcIP" : "105.20.31.34" , "Dest" : "105.20.1.31" , “"protocol” : 6.0}

{ "icmp" : 6.0 , "protocol” : 6.6 , “cont" : 1.8 , “time" : 0.0 , "date" : “20120706 164549" , "alert" : "HA"}
W& . 7: { “day" : *20120786 164" , "SrcIP" : "185.20.93.48" , "Dest" : "105.28.1.31" , *protocol” : 6.8}

{ "icmp" : 0.8 , "protocol” : 6.8 , "cont” : 1.8 , “"time" : 0.0 , "date" : 20120706 164313" , "alert" : "H4'}
## : g { "day" : "20120786 164" , "SrcIP" : "185.20.75.68" , "Dest" : "105.20.1.31" , “protocol” : 6.8}

{ "icmp" : 8.0 , "protocol” : 6.0 , "cont" : 1.8 , "time" : 0.0 , "date" : "20120706 164309" , "alert" : "HA}
& :g: { “day" : “20120766 164" , “SrcIP" : “105.20.181.60" , “Dest" : “105.20.1.31" , “protocol” : 6.0}

{ "icmp" : 8.0 , "protocol” : 6.8 , "cont” : 1.8 , “"time" 8 , "date" : "20120706 164258" , “alert” : "HA}
e : 1e: ( "day” : "20120706 164" , "SrcIP” : "105.20.5.123" , "Dest" : "105.20.1.31" , "protocol” : 6.8}

{ "icmp" : 0.0 , "protocol" : 6.0 , "cont" : 1.8 , "time" : 0.8 , "date" : "20120706 164258" , "alert" : "4}
ICMP DoS =% 24 L : { "day" : "20120766 164" , "SrcIP" : "105.20.81.52" , "Dest" : "105.20.1.31" , "protocol” : 1.6}

{ "icmp" : 28.8 , "protocol” : 8.8 , "cont" : 28.8 , “time" : 27.8 , "date" : "28120706 164827" , “alert" : "23'}
(32 8) 37 2M Zn 53 U2

o T4 AYE L

- 247] ip(srcIP):
44| ip(dstIP):
Z2EF: 1(ICMP)
o A A 22 gL

319le] SrclP A4
105.20.1.250

ICMP Attack2 &2 Al %27 P :
"105.20.1.31” & ICMP 1603] 24

(3) Attack3 9Al:
187F 100003] ©]
T4 AVE L
- 244 ip(srclP):
27| ip(dstIP):
Al &

Ay =1 Y&

F 2N

) B4 A

ER2 2

105.20.53.112
105.20.1.17

. Al
=7

Attack3 24|

W8 (100003 o] HITAIE):

{ "SrcIP” : "105.20.53.112" , "Dest” :
"105.20.1.17" , "day” : "20120706 164"}
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NoSQL DBMS (6] Z:sz 53, s 71§¢ J% = A5
NE2 )
choe| S 9 AR dolel [ Ha AR ol T8 7)€, cfelE, 20114 14,
R 2 (7) Kyle Banker, MongoDB in Action, Oreilly
- 37 sjEe] cheksbel| =4 dolelzd 2 ~ & Associates, Aug. 2010.
oorn| W 7Fe 2e) ol = (8) http://nts_story.blog.me/50116614473
e | ]ZJ?E:‘ E—] ]E’] _L]-“-'/] m ] ]' E"] Lo-] l"]
z]°3 ;lf~ Bk (9] Jeffrey Dean and Sanjay Ghemawat,
~ S « L. . .
. E]O] 1 ZM (e dele] A2 A MapReduce: sm}phfled da‘ta Processmg
2715 NEE K O Eg on large clusters, Communications of the
24 1713 043t H/WA% /K< &3l
¢ ¢lScale- out ’i}«l Tol|Agge A= ACM - 50th anniversary issue, vol. 51,
Kl Scale-up'd} no. 1, pp.107-113, Jan. 2008.
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