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ABSTRACT

Recently the interest in the information privacy has been growing. Digital data can be easily transferred via Internet. Service
providers ask users for private data to give customized services. Users believe that their shared data are protected as they
deliver their private data securely. However, their private data may be leaked if service providers do not delete or initialize
them when they expire. The possibility of information leak may lower if the service providers deal with users’ private data
properly. In this paper, we study the self-destruction of private data for information privacy and propose the glass-box model.
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interface GlassBox extends Serializable {
public String get();
}

o

"L

3 Zez masRc A4 3
pseudo code)E AH&3l=

mlo rr o M

(T2 1) 7al 4X HAE /et lEmo|A

4, WAA] FAAR= vk Aol AolE wWA=

(getter) 2 FZ3}o] HloE|= qdojer}.

2 A 2l AR FRE S eE wel]
o

ol wigkAlsht 24

Sgk 2F opF Zeoth gleng s e A}
ek (Java) el(10)2 @} oA oA
o] Heoje} 1HAAS 94 Xél 3] A 71
P— A7} 2713} AE Hel),

Aok
s mlo

2
e

°F°

1)¢] GlassBox QE]do] 2= 2] Az
cﬂj_’o] 7}%11 glojo} dl= dolE AT uﬂxi er 7%4]“
Z{Jleéﬂ'gé‘ ‘?’]61_1' _?7_];—7]' E?Q'E]oi 9‘}]\1:]_ 2]9/]

gq

BasicGlassBox &
T Felzoc) 7hds
A

o

2= (lassBox ‘ﬂﬂ Eﬂ |~5
gk AAE H8l = AR W
FAL 20 FAE dEatd g2

p
g

A AE = dlolE =

gt @ W welel A AEAE %Y us

(used)o} 2 W ¢3I3& w 2713} & AR of
g dAZ(limit)S 7FFIch ¢ FolA= get WM =
£ E84% GlassBox AAlel A= 9l #24
S ol 4= olr), wpebA HAAE HE W 54 =
ot AdE £ JEE AARle 29E derh (2
7 3)2 BasicGlassBox AAE Az AAs}o]

AU

olF) 2713 45

A5k Zsolck v dlo)

i Aol Fsehes A4 o

| el

ol Al WA AR E o) dlelelrt AR 2]

555e FAT 4

N

}

ek, 270 4ol g o=

ok AAE ol gahu fel 4

271, 2, 3% WEAA 5
47]—0{“{ S| u:la]-\;}

A7re] R Rl Hhal Ak

o] shAo} s

2 Ao

A ) del e A4 75 H

Elol A4 o] 7Fsa Z=S

wele] 3 7hsAel o3 7}
%a-}u}. f2] AR A AL S E o] 2

T gl dlelel} gNE 4
o] EAlge AAL e 5
A% A w34 dlole] A
A 7 2] A e dle]
4% % oA

N

public class BasicGlassBox implements GlassBox {
protected String data;
protected int used;
protected int limit;

public BasicGlassBox(String init, int times) {
used = 0;
data = init;
limit = times;

}

@Override

public String get() {
if (++used > limit) data = "initialized";
return data.toLowerCase();

}
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String privateData = "top secret.”;

GlassBox basicGlassBox = new BasicGlassBox(privateData, 2);
System.out.println(basicGlassBox.get());
System.out.println(basicGlassBox.get());
System.out.println(basicGlassBox.get());
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public class CopyDetectionGlassBox extends BasicGlassBox {
private HashMap<String, String> history;
private Random r;

public CopyDetectionGlassBox(String init) {
super(init, -1);
r = new Random();
history = new HashMap<String, String>();

}

public GlassBox pack(String toWhomAndWhen, int limit) {
shuffle();
history.put(this.data, towhomAndWhen);
return new BasicGlassBox(data, limit);

}

public String check(BasicGlassBox gb) {
if (history.containsKey(gb.data)) return history.get(gb.data);
return "Invalid glassbox!";

}

private void shuffle() {
StringBuilder sb = new StringBuilder();
for (char c : data.toCharArray())
sb.append(r.nextBoolean() ?
Character.toUpperCase(c) : Character.tolLowerCase(c));
data = sb.toString();
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String privateData = "top secret.";
CopyDetectionGlassBox alice = new CopyDetectionGlassBox(privateData);

GlassBox forEve = alice.pack("Eve " + new Date(), 2);
File tmpFile = File.createTempFile("obj_", ".tmp");
FileOutputStream fos = new FileOutputStream(tmpFile);
ObjectOutputStream oos = new ObjectOutputStream(fos);
0os.writeObject(forEve);

FileInputStream fis = new FileInputStream(tmpFile);
ObjectInputStream ois = new ObjectInputStream(fis);
GlassBox eve = (GlassBox) ois.readObject();

String receivedData = eve.get();
System.out.println(receivedData);
System.out.println(alice.check((BasicGlassBox) eve));

GlassBox mallory = new BasicGlassBox(receivedData, 2);
System.out.println(mallory.get());
System.out.println(alice.check((BasicGlassBox) mallory));

23

top secret.

Eve Thu Jun 20 00:22:56 KST 2013
top secret.

Invalid glassbox!
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import java.security.AccessControlException;
import java.security.Guard;
import java.security.GuardedObject;

public class WithGuardobject {
public static void main(string[] ar‘gs) {

t go = new t(
new Strlng( private data® ) new GlassBoxGuard(2));
System.out.println(go.getObject());
System.out.println(go.getObject());
System.out.println(go.getObject());
}
}

class GlassBoxGuard implements Guard {
private int used;
private int limit;

public GlassBoxGuard(int limit) {
used = 0;
this.limit = limit;

}

@override
public void checkGuard(Object object) throws SecurityException {
if (++used > limit)
throw new AccessControlException("The bomb exploded.”);
return;
}
}

Z:

private data

private data

Exception in thread "main” java.security.AccessControlException: The bomb exploded.
at kr.ac.ajou.dv.glassbox.GlassBoxGuard. checkGuard(WithGuardObject . java:27)
at ...

(22 6) GuardedObjectE 0|3¢t F2| X 2Ho| 71§
Of|H|
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