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ABSTRACT

The In-Vehicle-Networking(IVN) of modern cars is constituted by an small electronic control device called ECU. In the past,
there was no way to be able to access the IVN of a driving car. so IVN has been recognized as a closed environment so there
is no need to exist authentication protocol between devices which are to configure the internal network and to communicate with
other devices. However, constant improvements made it possible to access the IVN in many different ways as the
communication technology evolves. This possibility created a need for device authentication in IVN. HB-Family are
representative authentication schemes in RFID environment which has similar restrictions to IVN. In this paper, we propose an
implementation method of HB-Family for device authentication between ECU considering ECU has low computing power and
the message field of CAN protocol has restricted size of 8 bytes. In order to evaluate the efficiency and availability of the
authentication schemes adopted our method, we have evaluated the performance based on DSP-28335 device. Further, it was
possible to improve the efficiency rate of at lest 10%, up to 36%, and we then analyze this result in various aspects of the IVN.
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