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Abstract

Recently, there has been introduced various types of pairing computations to implement ID based cryptosystem for
mobile ad hoc network. According to spreading the applications of pairing computations, various fault attacks have been
proposed. Among them, a counter fault attack has been considered the strongest threat. Thus this paper proposes a new
countermeasure to prevent the counter fault attack on Miller's algorithm. The proposed method is able to reduce the
possibility of fault propagation by a random index of intermediate values. Additionally, it is difficult to challenge fault
attacks on the proposed method since a simple side channel leakage of 'if’ branch is eliminated.
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1. TP f—1

2. for i=n—1 to 0 do
3 T—[2|T //doubling
4 S o (@), b (Q =t (Q)/vy(Q)
5 if I,=1 then

6 T—T+P //addition
7 Fef o ho(@), hy(Q) =t7p(Q) /vy p(Q)
8 end if

9. end for

10. return f EZQ;
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(1, y-dy): radix 2

L PEG, Q=G

presentation
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0 then

AQEG

TP, f<1

if 1[0]

return 0

1.
2.
3
4

//doubling
//addition

*
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q

F

n—1 to 0 do

T<2]T
f<f- tT,P( Q)/UT+P( Q)

end if

f%fQ * tﬂT(Q)/UQT(Q)
T<—T+P
end for

if I, =1 then

for i
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4 PEG, Q=G,,
d= Tlog,(1) 1.0=1,_,..d,)
=9 f(QEG
1. a=b=c=e=0
2. TP, f—1
3. for i=n—1 to 0 do
4. T<R|T, f,=1>xh(Q)
5. T<T+P, f,=Fxh(Q)
6. a=a®lli], c=c+1
7. end for
8 e=b—c+d
9. return f,

Jg 3 Hetste ofg TI™ol M3E e LduEE

Fig. 3. The Miller algorithm applied to the proposed

countermeasure.
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Table 1. Intermediate values of secure Miller algorithm in the case of 179(=101100112).
l; 1 0 1 1 0 0 1 1
a 1 1 0 1 1 1 0 1
b 1 0 0 1 0 0 0 1
c 1 2 3 4 5 6 7 8
d 3
fo hy | APy | R PRy | PRy | [F PRy | [ PRGBy | (i PRGRy | PR
fi Why | PR | PR | [RPraby | (AP | AP | A PR | FoPRahy
Correct f1 fi fo fi f1 fi fi fo
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ool BAS B oF ¥4 7eAe FUdth error 340 kS AT QT 2 Safe
% 4= 8 TR olEYe] 2E $AF Aol emor $AS T ddile] 278 Fste] el &
o A A RA ol el)l b TEAIM 257 7F Ho WY 5 AAska, Wed A elld F29
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wrebA oinl gt c—d A3 g Aol XOR <4t 2 Hojg 7MiM = a7 fom 349 dide] 2 ]
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S} XOR @42 8k webd o sk Agd 9 Aok it PR swe] HEAS 2 499 vl
A% ARFER FARAE dvl ke D53 Brk e BASG E 2 4 Jel F7b4a
38 e = b-c+d;
004010BA  mov eax,dword ptr [ebp-28h] %h 3%
004010BD  and eax,0FFh %carry A A
004010C2  mov ecx,dword ptr [ebp—2Ch] %c TF
004010C5  and ecx,0FFh %carry A7
004010CB  mov edx,dword ptr [ebp-34h] %d &=
004010CE  and edx,0FFh %carry A A
004010D4  sub eax,ecx %b=b-c
004010D6  add eax,edx %b=b+d
004010D8  mov byte ptr [ebp—30h],al %e=eax

I8 4. 8H FEof ofdZe =23
Fig. 4. Assembly program of 8 number construction.
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