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A Feature-Based Robust Watermarking Scheme
Using Circular Invariant Regions
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ABSTRACT

This paper addresses a feature-based robust watermarking scheme for digital images using a local
invariant features of SURF (Speeded-Up Robust Feature) descriptor. In general, the feature invariance
is exploited to achieve robustness in watermarking schemes, but the leakage of information about hidden
watermarks from publicly known locations and sizes of features are not considered carefully in security
perspective. We propose embedding and detection methods where the watermark is bound with circular
areas and inserted into extracted circular feature regions. These methods enhance the robustness since
the circular watermark is inserted into the selected non-overlapping feature regions instead of entire
image contents. The evaluation results for repeatability measures of SURF descriptor and robustness
measures present the proposed scheme can tolerate various attacks, including signal processing and geo—

metric distortions.

Key words: Robust Watermarking, Local Invariant Feature, Optimized Location, Repeatability,

Distinctiveness

1. INTRODUCTION

Digital watermarking is a promising way to pro—
tect the copyright of digital products. The owner—
ship can be established by extracting previously
embedded information or watermarks. Therefore
the protection of the ownership of multimedia data
against various attacks has become a very chal-
lenging issue. In many applications, the effective-

ness of a digital watermarking algorithm depends
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on its ability to resist attacks. According to differ-
ent intention of attacks, robustness and security
should be considered in the design of digital water—
marking schemes [1,2]. Robustness deals with
blind attacks that try to destroy or invalidate hid-
den watermarks without exploiting knowledge of
the watermarking algorithm. The robustness
measurement for watermarking schemes is to
evaluate their ability to successfully detect the hid-
den watermark after blind attacks. In general, these
attacks can be classified into two broad categories:
signal processing and geometrical distortions.
While signal processing attacks attempt to reduce
the watermark energy, geometrical distortions may
induce synchronization error between the encoder
and decoder of the watermark. But, security de-
notes the ability of a watermarking scheme to pre-
vent hidden watermarks from being accessed by
unauthorized users. For the attacks to security, it
1s usually assumed that the unauthorized users
know all knowledge about the watermarking algo—
rithm except the secret key and they try to esti—
mate the hidden watermarks through observing the
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watermarked images. The security of a water—
marking scheme can be measured by analyzing the
leakage of information about the hidden water-
marks from observations.

Local features representing image structures,
ranging from points to regions, have been adopted
in many applications, such as object recognition,
image retrieval, and data hiding [2-4]. These fea—
tures, which are powerful references, have also
been applied successfully in feature-based water—
marking methods since they can be preserved after
suffering distortion such as scaling, rotation, or il—
lumination changes. In general, a feature detector
performs a specific transformation on an image to
extract local features for watermark embedding
and detection. However, a feature region extracted
by a detector is not directly applicable to digital
watermarking. Because, the locations and sizes of
extracted features can be publicly found by the
attackers. Also, the watermark embedding into all
regions will also cause heavy image degradation
and low robustness since most of features are
overlapped. Although many new feature detectors
have been proposed to enhance the robustness of
feature-based watermarking [5,6], most of them
are still vulnerable to geometrical distortions.
Therefore, a qualified feature-based watermarking
scheme should examine the robustness of the
adopted feature detector, avoid the information
leakage of secret parameters, and determine an ap-—

propriate non-overlapping feature region set.

1.1 Related Work

Many digital watermarking schemes have been
proposed for copyright protection and several wa-
termarking methods have been developed to over—
come the problem caused by geometric distortions.
These methods can be roughly classified into tem-—
plate-based, invariant-transform domain-based,
moment-based, histogram-based and feature-
based methods.

The template-based watermarking methods are

based on embedding a template in addition to the
watermark to assist the watermark synchroniza-
tion in the detection process. This may be achieved
using a structured template embedded in the dis—
crete Fourier transform (DFT) domain [7] or by
embedding the watermark several times at differ—
ent location [8]. In invariant-transform domain-
based methods [9], watermarks are embedded in
affine-invariant domains such as the Fourier -
Mellin transform or log-polar domain to achieve
robustness against affine transforms. However,
watermarking methods involving invariant do-—
mains are usually vulnerable to cropping and they
are difficult to implement because of the log—polar
mapping [10]. In moment-based watermarking
methods [11,12], watermarks are embedded into
normalization-based moments robust against af-
fine transforms. Using the fact that image histo-
grams are independent of the positions of pixels,
the authors in [13,14] presented a histogram-based
watermarking approach. However, these ap-
proaches suffer from robustness limitations under
histogram enhancement and equalization attacks.
Another way to reduce or remove the synchroniza—
tion issue caused by geometric attacks is to extract
feature points, which represent invariant refer-
ences to geometric transformations.

Recently, image feature-based watermarking
methods have been widely exploited to overcome
the watermark synchronization issue [15-17]. In
[15], the Harris detector is used to extract feature
points, which are combined with a Delaunay
Tessellation to define a number of triangular re—
gions for embedding the watermark. The drawback
of this method is that extracted features points
from the original and attacked images are not
matched. Therefore the sets of triangles generated
during watermark embedding and detection are
different. Furthermore, this method is not robust
to most signal processing attacks except JPEG
compression [17]. In [16], a Mexican hat wavelet

scale interaction method is used to extract feature
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points and then the watermark is embedded in nor-
malized disks centered at the extracted feature
points. In [17], the authors proposed a method sim—
ilar to that presented in [15], in which the adaptive
Harris corner detector is used to extract feature
points and the Delaunay Tessellation-based tri-
angle matching method is used to reduce the wa-
termark synchronization problem and resist geo—
metric distortions. Moreover, the methods reported
in [11,12,15] are not robust to local geometric at-
tacks such as cropping. This is because the nor—
malization process is applied into the entire image.
Indeed, the removal of any part of an image will
result in significant distortion of the moment

values.

1.2. Our Contributions

In this paper, we propose a robust feature-based
watermarking scheme using circular invariant re—
gions of SURF descriptor [18]. The watermark is
bound with circular areas and inserted into ex-
tracted invariant feature regions that using an ad-
ditive watermark embedding method. High repeat-
ability of these feature regions offers robustness
against signal processing and geometrical dis-
tortions, while secrecy of the region size makes it
difficult for an attacker to estimate exact range of
feature region. The non-overlapping region se—
lection process further incorporates randomization
to avoid an attacker correctly identifying the wa-
termarked regions. According to local invariance
of such feature, our scheme provides efficient fea—
ture computation and comparison with respect to
repeatability, distinctiveness and robustness. The
most desirable property of any detector is its re—
peatability, that is, its ability to detect a given fea—
ture when it appears in different images. But, the
distinctiveness offers that an individual features
can be matched to a large database of object.
Moreover, our scheme is blind as the original im—
age is not required at the watermark detection.

The rest of this paper is structured as follows.

Section 2 introduces a preliminaries used in our
proposed scheme. Section 3 covers the details of
our watermark embedding and detection process.
Experimental results are shown in Section 4.
Conclusions and discussions are drawn in Section
5.

2. PRELIMINARIES

2.1 Speeded-Up Robust Features (SURF)

The SURF [18] approach describes a keypoint
detector and descriptor. Keypoints are found by
using a so called Fast-Hessian Detector that bases
on an approximation of the Hessian matrix for a
given image point. The responses to Haar wavelets
are used for orientation assignment, before the
keypoint descriptor is formed from the wavelet re—
sponses in a certain surrounding of the keypoint.

The main process of SURF algorithm is as below.

1) Integral Images. The concept of integral im-
ages allow for fast computation of box type con-
volution filters. The entry of an integral image
I f (z) at a location == (z, y) represents the sum of
all pixels in the input image / within a rectangular

region formed by the origin and =x.

i< xj =<y

1= W) (1)

i=0j

Once the integral image has been computed, it
takes three additions to calculate the sum of the
intensities over any upright, rectangular area as
shown in Fig. 1. Hence, the calculation time is in—

dependent of its size.

2) Feature detection. It is mainly about accel-
erating image convolution operation by the use of
box filter and integral image, establishing the scale
space and extracting the location and scale of fea-
ture points according to Hessian matrix. To speed
up the convolution operation, Bay proposed a
method of using box filter to approximate Gaussian
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Fig. 1. Integral image representation. (a) Integral
image and (b) Region A can be computed
using the following four array references:
L4+L17(LQ+L3).

L
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D,,. Then the determinant of

filter. The achieved approximation L
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xx’ Ty’

L, will

Hessian matrix can be calculated through it, see
in [1].

SUREF scale space is also divided by group. Each
group is obtained by gradually up-scaling the filter
size on input image. Filter size used in the first
layer of the first group is 9x9. The initial scale is
s=12, corresponding to o=12 in Gaussian
function. The filter size of other layers expands at
a unit of 6 pixels and the filter sizes are 15x15, 21
%21, 27x27 one by one. It is similar to other
groups. The filter sizes in each group form an
arithmetic progression, and the relationship be-
tween tolerance and group number is 6x2" "1,
From the second group, the filter size of the first
layer in each group is the same with the filter size
of the second layer in last group. On this basis,
SURF algorithm greatly improves the computa-
tional efficiency by the use of box filter and integral
image.

After obtaining the extreme value using Hessian
matrix, we need to use non-maximum suppression
in a 3x3x3 neighborhood to accurately position
key points. Then to get stable location and scale
of a key point, interpolation operator is used in

scale space [19].

3) Generating SURF descriptor. The main
task is to generate a feature vector based on local

image information around the key point. The first

step is to get the main direction of the key point.
It mainly relies on the calculation of Haar wavelet
responses in x and y direction and the summation
of them within a range of 60° to form a new vector
after weighted and traverse all the circular area.
Then, the second step is generating SURF
descriptor. We also need to calculate the Haar-
wavelet responses in certain size of region and add
up the weighted responses and their absolute val-
ues to get a four-dimensional vector over each
sub-region. The specific method can be seen in
[20]. Finally, we can obtain a 64 dimensional de-
scriptor vector. Through converting the descriptor
to a unit vector, we can achieve invariance to

illumination.

2.2 Polar Mapping

To assign the insertion location of extracted cir-
cular SURF feature, we consider the transforms
between the rectangular watermark and the circu-
lar watermark, and vice versa. Let (z,y) be the co—
ordinates of M<N dimensions of the rectangular
watermark. To generate the circular watermark,
the coordinates (z,y) of the rectangular watermark
are inversely transformed to the radius and angle
directions of the circle, as shown in Fig. 2. The

relations between two coordinates are represented

as follows:
ij'f' 0 .
x=T'7: o M y=;-N, if 0<0<m,
M 0
(2)
r.—r _
= =TT N i 0= <2
Ty~ To

where z and y are the rectangular watermark co-

Fig. 2. Polar mapping structure.
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ordinates, r; and 6 are the coordinates of the circu-
lar watermark, r,, is equal to the radius of circle,

and r, is a fixed fraction of r,,.

3. THE PROPOSED SCHEME

3.1 Watermark Embedding

We apply the SURF descriptor to detect the local
invariant features of input image. A single image
may contain a number of circular feature regions,
as shown in Fig. 3(b). Among the detected feature
regions, non-overlapped regions are selected to use
our watermarking scheme. We generate a circular
watermark dependent on the radius (size) of each
region, using the method described in Fig. 3(c) and
(d). respectively. The insertion of the watermark
must not affect the perceptual quality of image.
Therefore, we apply the perceptual masking as fol—-

lows:

P"F=q « (1=NVF)+3 « NVF, (3)

where « is lower bound of visibility in flat and
smooth regions and 3 is the upper bound in edged
and texture regions. The noise visibility function
(NVF) is calculated as follows:

1 D
;0= , 4
146 « o2 (i) @

rmax

NVF(i,j) =

where ¢ (i,j) and o>, . denote the local variance

and maximum of neighboring pixels, respectively.
D is a scaling constant. Finally, we embed the cir—-

cular watermark additively into the extracted fea—

ture regions, as follows:
w, =1, + Pt (5)

where I and "

K3

denote the pixels of image and
of the circular watermark, respectively. P"*** is the

perceptual mask that controls the insertion

strength of the watermark.

3.2 Watermark Detection

Similarly to watermark embedding, non-over—
lapped regions are selected from the watermarked
image based on the SURF descriptor. The additive
watermark embedding method inserts the water—
mark into the image as noise. Therefore, we apply
a Wiener filter to extract this noise by calculating
the difference between the watermarked and its
Wiener filtered image, which regard the difference
as the retrieved watermark. As with the water-
mark embedding, we compensate for the mod-
ification by perceptual masks, such compensation
does not greatly affect the performance of water—
mark detection. Then the retrieved circular water-
mark w“" is converted into a rectangular water—
mark «°° by applying the polar mapping. To
measure the similarity between the reference wa-
termark «'¢/ and the retrieved watermark w*, the
Normalized Hamming Similarity (WVHS) is applied,
as follows:

1— D"P(yfel yfee)

NHS= v

()

where D#P denotes Hamming distance between

the original watermark sequence and the extracted

(a) (b)

Fig. 3. Illustration of detection and embedding stages.

© ()

(a) Input image (b) Detected SURF features (c)
Selected circular feature regions (d) Additive watermarking as noise.
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watermark sequence, and N denotes the total num-—
ber of the watermark bit .

Finally, to determine the presence of watermark,
the NHS will be compared with a predefined
threshold value .

4. EXPERIMENTAL
DISCUSSIONS

RESULTS AND

In this section, we describe our experiments and
discuss the results. The simulation was carried out
using Matlab version R2008a. In order to evaluate
the performance of our proposed scheme, we con—
sidered eight commonly used grayscale images
with the size of 512x512.

4.1 Evaluation of SURF descriptor

In this section, we introduce a repeatability

measure of local invariant features and comparison

JOURNAL OF KOREA MULTIMEDIA SOQETY, VOL. 16, NO. 5, MAY 2013

between different feature descriptors. In general, in
order to design a robust feature based water-
marking scheme, extraction of the local invariant
features should provide highly distinctive and re—
peatability properties. These aspects are important
factors for extracting robust image space. In this
sense, we are evaluated the repeatability measure
of our chosen SURF descriptor and compared its
performance between other image feature descrip—
tors.

We attached some evaluation results for repeat—
ability measure in Fig. 4, such as commonly applied
image distortion operations, blurring, contrast and
scale changes, and JPEG compression. Fig. 4(a)
shows the results of blurring changes undergoing
increasing amount of image blur. All detectors are
middle level (nearly 50%) of invariance to image
blur, except for the EBR detector, which is clearly

more sensitive to this type of transformation. In
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Fig. 4(b), the SURF descriptor has achieved higher
level of invariance with Harris—Affine descriptor.
In case of contrast and scale changes, all descrip-
tors have good robustness to scale and contrast,
except the salient feature descriptor, as shown in
Fig. 4(c) and (d), respectively. Although the SURF
descriptor obtains the highest repeatability score

for scale changes.

4.1 Performance of the proposed scheme

We evaluated the robustness of our scheme
against several image processing and geometrical
operations. To assess the performance of the pro—
posed scheme, a variety of experiments were car—
ried out. Length of watermark is depending on the
extracted non—-overlapped feature regions, and dif-
ferent for each test images. First, we calculated
the Peak Signal to Noise Ratio (PSNR) values be—
tween cover image and its watermarked image,
where the cover images watermarked by the pro—
posed method as shown in Fig. 5. Here, it is diffi—
cult to visually distinguish the cover image from
the watermarked image. Furthermore, the max-—
imum NHS=1, which reveals we can extract the
watermark accurately.

The robustness in watermarking is the process

of extraction the correct data after compression or
any other alteration applied on the watermarked
image. Hence, for fair benchmarking and perform-
ance evaluation, the robustness due to the embed-
ding is an important issue. Since there is no uni—
versal metric, we review in this section the most
popular pixel-based distortion criteria and in-
troduce one metric which makes use of effect in
the human visual system. Most distortion meas—
ures used in visual information processing belong
to the group of difference distortion measures, such
as similarity measure of Normalized Hamming
Similarity (NHS). The maximum NHS=1, which
reveals we can extract the watermark accurately.

To confirm the efficiency and robustness, well-
known attacks such as rotation, cropping, JPEG
compression and Gaussian noise are applied to our
scheme in Fig. 6. For each attack, we computed
a similarity measure between an original embedded
data and attacked embedded data according to the
percentage. This percentage is number of equal
bits between original and extracted embedded data.
A result less than or equal to 50% implies that the
cover image has probably not been hidden.

To evaluate the robustness of the proposed
scheme against various attacks, the experimental

results on signal processing and geometric oper-

(e) N

(2) (h)

Fig. 5. Watermarked images (512x<512). (a) Airplane (48.35 dB), (b) Baboon (47.51 dB), (c) Barbara (48.32 dB), (d) Tiffany
(49.18 dB), (e) Goldhill (48.44 dB), (f) House (49.62 dB), (g) Lena (49.34 dB), (h) Pepper (47.52 dB).
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Fig. 6.

(a)

An attacked images by various

(b)

(c)

image processing and geometrical distortions.

(b) Cropping (50 blocks), (c) Gausian noise (dev.=2), (d) JPEG compression (60%).

Table 1. Comparison and the robustness against image processing operations (AHS)

(d)

(a) Rotation (a=10°),

Proposed scheme Proposed (NHS) Zhang’s scheme Li's scheme
No attack 9/9 1 1 1
Median filtering 5/9 0.97 0.95 0.860
Added noise 6/8 0.89 - -
JPEG 60% 5/9 0.91 0.88 0977
JPEG 70% 7/10 0.95 0.98 0.992
JPEG 80% 8/10 0.93 1 1

Table 2. Comparison and the robustness against desynchronization operations (AHS)

Proposed scheme Proposed (NHS) Zhang’s scheme Li’s scheme
Rotation (5°) 4/9 0.45 0.56 1
Rotation (10°) 3/8 0.58 - -
Scaling (0.7) 4/10 0.96 0.98 1
Scaling (0.9) 8/10 0.98 1
Scaling (1.1) 8/10 0.97 1 1
Cropping 50 bl. 8/10 0.94 1 1

ations are listed in Table 1 and 2, respectively. We
compared the performance of the proposed scheme
with that of Zhang’s scheme [21] and Li’s scheme
[22]. Where the denominator denotes the number
of synchronized interest regions during watermark
detection and the numerator denotes the number
of matched interest regions from which the water—
mark can be successfully determined after various
attacks, respectively. Compared with Zhang's and
Li’s schemes, our scheme is more robust against
a variety of attacks in feature-based domain. On
the other hand, the robustness against rotation at-
tack in our scheme is relatively weak. But our

scheme can provide higher robustness on the me-

dian filtering and scaling operations.

5. CONCLUSION

This paper presents a feature-based robust wa-
termarking scheme, which is designed to be robust
against both signal processing and geometrical
attacks. In order to increase the robustness, certain
non-overlapping circular feature regions were ex-
tracted and the watermark were inserted into it by
additive watermarking way. The evaluation results
for repeatability measure of SURF descriptor dem-
onstrates that extracted circular regions can effec—

tively resist against set of geometrical distortions.
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In addition to, according to ability of SURF de-
scriptor, our embedded circular watermarks are re—
spect to repeatability, distinctiveness and robust-
ness yet can be computed and compared much

faster.
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