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A Proactive Secret Image Sharing Scheme over GF(2°)
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ABSTRACT

Shamir’s (k,n)-threshold secret sharing scheme is not secure against cheating by attacker because
the signature of participants is omitted. To prevent cheating, many schemes have been proposed, and
a proactive secret sharing is one of those. The proactive secret sharing is a method to update shares
in the secret sharing scheme at irregular intervals. In this paper, a proactive image secret sharing scheme
over GF(2%) is proposed for the first time. For the past 30 years, Galois field operation is widely used
in order to perform the efficient and secure bit operation in cryptography, and the proposed scheme with
update phase of shadow image over GF(2°%) at irregular intervals provides the lossless and
non-compromising of secret image. To evaluate security and efficiency of images (i.e. cover and shadow
images) distortion between the proposed scheme and the previous schemes, embedding capacity and PSNR
are compared in experiments. The experimental results show that the performances of the embedding
capacity and image distortion ratio of the proposed scheme are superior to the previous schemes.
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28 D= GF2)3AM k1708 delef AFSS

=008 T Ffataz she v o

oA

(3

3

A (, a

2] 53 A A (DS g Hxo vd
GA AN E B 28 Z (time-stamp) & ¢ 0°]
i, FE oPAE AEA FUICIE st Afoll=
N 12 S71seA Eoh A dshs 71Ho A ALS-s)
= GF(2Y)7%ol A9 719k td2] pla)= o9 A
99 Zth

p(:v)=x8+x5+x4+:c3+x+1 over GF(2%) 9)

o

yp, =1 @p) (10)

o ie 72 A7HAE S £¥(index)E 7H] 7] AL,

step 4 ¢ yp (Sbbbbbibbb,) Sl T 2-bit A vhe

o5 B W9 4] AL HeH E(least
significant bit: LSB) 2-HIE9|| Z}2} 44 et 4+
e oo 1y 13 2o

O 12 AW olm AN o] delo] cpell EAsh=
4739 HA(C,, i1y Copir G )l o 3
Y, (Zbbbibbybb b)) S 2-HIEA o AFQistar,
o] A3 T o|m A Well EAsh= ]| SHB O
A E T}, wpR|Ero 2 |9 g,kg glstar, 1 < M~
o] A Z7MA7) & step 29 ALGAE
HEorlaL, > MP—19 A= AW o]mA Yo
< Ao dig AAS v Aelug, FfE oln|
Al sHL, nfE QA FIEAA @7 Urol &
TR E Fa gt

o
dF= 1w

-

r_{

CB, (1= 4m)
Cm C'm+l

(W7W6W5W4W3W2W1W()) (W7W6W5W4W3W2W1W())

Cm+2 Cm+3
(W7Wewswawswaw1wo) | (W7WeWsWwawswawiwo)

7 MaoMel Ald HIHO|OX| 7 7Y 583

33 HIZo|O|X|2l = 1Y

FH59 on A pAZRE IS Heste] o]
DolrA S st #H2 AP Heln|A] &

# B9 droz AYIY Grow AYshe I
e geel o8 953, o HFAN FrhA
Tf 44 o, OF T ghol T kRS A gl

g3t Bao taly () Fa, tEka F 4

:":
kol ghs ol &3] Zfe] Hidolm A sIE HAS
ok &2 "o M= Ajtets 71 o B om A9 &
4 HAAHE dAEE JAE] AwE s

&/ g(input) : kNS sHI,
= & (output) : SI
step 1 : A 717} 2m=<2MR] k7RS] FF o]H] X

SHI, E2RE F71Ae] &0 R, o7t ME &)
2 A2 o3 3 WA sa, o 3 WA SHB B%
Qi‘?“‘q 47H-4 J—]/H]‘:(SH SH, .\, SH, SHm+3)

m? m

2+

el EAl3te LSB 2-RIEE 742 &% 5 2 (1)

I o] AZdg
LSB2(SH, )| LSB2(SH,, . ILSB2(SH, . ,)I

LSB2(SH,, ;) =y, (11)

step 2 1 DA 12RE FE3 y, oF FUIAEY] 1

(i)

fr & 2, & AOZ ste] nidojmx]e] A gof o
3 &k fY(2) & Lagranged] RZPHS o] &3]

A s B =2 A AFE-3}= Lagranged] H3F
W 2 (12)9 2t

ﬂ] modp(z) (12)

i Tp —T
S AU )

&, pe)E 4 O FL3L, 2, &z, £ WA

SHB, (I = 4m)
SH m SH m+l1
(W7W6W5W4W3W2b7b6) (W7W6W5W4W3W2b5b4)
SI_[/11+2 SH, m+3
(Wiwewswawswabsby) | (Wywswswawswabibg)

a2 1. CBUel 4 Tl Cft y,, Aol
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oA WM TH BT Lh ke 22 o]

o},

 fo

step 3 : @7 2004 ATAE f () ZFE v
ojmiz|e] A 7k 55 F=eT) o] F ks 1 S
3 & slolste] [ < P12 AL step 19 A& A4
o2 HEolyta, 1>MP-12 A GAS 88}
FZE9 8, S S 55 OHAZ A TA
g o] nigoln|AE Dej7} FRleA Frt o]

e oA ZRE HEen| A& Ees)
R

o
m

o

‘
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=l

[

=

ﬂ.l[ﬂl
H.I
ofr

Oll
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e rl.n:
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o

34 SwEl o|o|x|2f YH|o|E 1Y

49 WA JrolE BRL )Ee] FHH
olm| A o] EASE T el Adghe AEA W

A0 2 A <71 AEE v Y olu|xe] A

= FE ol A9 o= (distor-
tion)e] # €] id_‘,:_% 5= Zolth, B Ao A= Aot

= ol A¢] JEo|E P& B

#/8(input) : nIWe] SHI, n, t
2 (output) : FUICIEEH n7le] SHI, JH|°E
Ht

step1: A7N7} 2mx<2M] F -
2x2 3719 BE(block)o. 2 ‘)rl_r‘ﬂ Zyzy o]l B-E9
W3l SHB, SHB,.. SHB,. T #°] %7]E 3t}
9lojo] B2 SHR(W, 0<I<M—1)E 7)o A=

FAE A, ol A#A SH,, SH,,,, SH,.,,
SH, ., (&, m=4l) oj}.
step 2 1 429 &5 SHBO| 3 Hiagte]

A7 k-19] T2 6 ()2 A7) S8 WA
F7WA Pyye GR2°)7ZNA k—1709] o9 Al

S AE(E, 6, ,=0) & F 2 Q) AT E}ﬂ
2 8 (z)E FAxtate] x}¢ b e—191 2o gk 2o

A57) AT Rolk AsE AWAA AgFHE F
g A(GRR) NN A1 g plo)e theel
4 ©sh 2t

U, =éf(n)% 2z} ”‘g"éf‘f} & jRkel ik FLI B¢
(j=0& AT ZE FES AA 7L7P7<}C 174] HE

stepd: A B P E OE BAERR
Bl ey, Uiy Yisrir oo Ung 3 ApAlol
AR, 3 E ol BAIG -1 HE IR #d

F 0, ) B gl A2 MY FH g ey,
2 4 13)L o183 YHI

f(”( ) {f(t v (xp()+ull+u2,+ +um}modp(x)
(13)

AR [z, )& o83t 4] sHB Tl
FOxp )= bbbbbbybib) ) g 2-HEHN UE &
o|Z SHB Wl 47 HAE2] 3B E(least sig-
nificant bit: LSB) 2-H|Eel| Z+z} A+)sttt. 4] 3
e 29 139 YA FRET o]2A4 HHlolE
B vpXA =i, A3 o2 o] EE il 9
SHI 0] A=, D8 D= 133 1 5713 § o]
s AAg

Al

al
=

=

M
~

B
et
08l

7t

HI

£ Ho e ARbe 71l thgk 5 S
EAE7] flal oA A RS e, FAE
A AHE Fa&f At 7IHA GE 71 E(14,16,
171 7+¢9) Ad &% (embedding capacity)® PSNR



(Peak Signal to Noise Ratio)& B3t} o]
B =7 A Aotk AFd v olu] 2] Ff7]

5
S

H 2

oE

durx o2 AKX &Y (information hiding) =+
HZolm ] Ff 7IHE ddt A5 H7HE 3l
aA F 7HA 54 7S AHEEH 3 HAs A Y
&F o2 A AW oln A (cover image) Ul BILH]
o] E (secret data)E % 7(E= 4 (embedding)3s}
o) 2HI(EE FFH) olv]A(stego image or
shadow image)E& AAsl= A% &=H L ojujA] Y
o driv B HIE HolH7E AYEHA=AE SH
ste Zolth. SAste WS BE ZH AL on A
o] gt g W vddolg 7t ettt Al E e
A5 Y= bpp(bit per pixeDy AA o] W] A] o
of AdE miEH olH Y & (D= bis AHE
gt}

T O 34 7l AW ZE Il onA] 1He
olu] 2] o 3 (distortion)& Z4sh= Aolth R &
Y 7Y 522 FAANA AW o|m|A] el vd
HolBE #A=A(Es AAEARA=ADE & + 3l
Al e FolBE, Ao} 28 a1 o]u|A] 7+ ¢
< w9 FLEth o]y S S35 A=
PSNRE AH&3h=t] o] 21 tha9] 24 (14)$ 2]
xdE

(f) Man

a8 2. ZEolM AR

et MaollMel APM H|ZOo|0IX] 7 7|Y 585

MAX?
PSNR=10 Xlog( RE ) (14)

o, MSEE o #¥H 9] Al¥(mean squared error)
oz gL A (159 go] FAH I, MAXE o
Aol 28T 4 A+ #HY g(maximum value) S
oujate Aoz B =Fo] AFdAE o]
o olm Ao HA - = AR 2555 AL

MSE= > [G-sH] (15)

9, 9} sHE B =T *}%‘S}b 719 °1 “121
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it
s
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A
Lo
23
X
<)
=
L~
tlo
N
N
o
=)
_?l_,
_E

HA =
= ¥od %%’\i o]u]z] 7re] 9“‘—‘7
o] AY gle A(HAHZ: o)o]a, Yo GSF5
I oolu] A 7ke efj=ro] wi-- wobA(H4gk 0), AbR
9] AlZ(human visible system: HVS)2. & <1x]&
F JA o durr o2 Algo] X3 4= gl 9
=19 PSNR A= 35dBEA ©] FHEG 2E 5
HVS SWelA =5 AT & Aot £33, 33t
% o (spatial domain)oll 2] 4] &3 PSNR 3]
9] A#AAA (correlation)= AY SFo] HSFE
PSNRO| X GubA o g ol 3, 449] &30l
A &E PSNRY FA= AREA O FopxitH2]-
24].
Ao AHEE AW olm A= AR2H Y Ao
A ArA o 2 ARgEte o] =AY oW A 8

(g) Elaine (h) Woman

ot 87he] Fsiesa



586 HE|O|C|0{&ts] =2X| M162 M|55(2013.5)
SR AL, Z+ o|H| X9 AV|= 512x512% 31 AT}
=iol A Hidolu A 9] A7)E MXMOZE

st 7AW olm A 9] A7]=
2B A AFEEHE v oln| R I 7|E 256 X256 2
A 3 vgo|n X9 Z7)7} mx M Bh ZH
< A% AW olm Ao gk =Z7IREE H ESH
[0,255] <1 Wle} Aol s Dt Ableh & Hd
e APgoh. ¥R H|golm|z|o] =7|7}
MxM BY F 3= A o|nR9 275 584
H U35 X8y

B AFo M= (2,3)—threshold®} (4,4) —threshold
(Wang & Shyul16] 71"Hell ai3)Q1 739 thaf 4
A FPT 27 25 AFPolM AFES adolx
AL AW o]mA] SN E HoAFET) o A= &
FE BAste Cr+r ZolBd g g o] &3t HIEYD
(bitstream)& A & o] & 8-bit FH=E Y7o
shube] A2 ALg-3sFR T

QM= 2MO] F P Z,

42 A2l 22Hembedding capacity)e] AE Zo}

=
=
T'__/L-lI

40>

20021 A& wlEolw A - 7] o] AtE o]
2 20109 Lin® Chan[18]¢] A ¢tst 7% o] A7t
= A&l el Ao AFHA Fskth ZE/7Ee
oo} v olm A I 7S o]H| Ao BI™E S
0= WS HI=SHA T A Fete EF o] b2
7] W&ol 4 SFERgE FHE olv A9 o
(distortion) =} ¥ o] A] l"i—Ei A A
H| Dol z] (& v Lo E)E ;l—‘:— 1o] a3
ok mEg AF7HA AP o

7 ES v o8I}t &
< ©] &3t ofm| Aol A H
71 o] m| =] o ”‘?JQL A H]
2 Hlo]H) Y A
Lin & Chan©] Xﬂ?ﬁ?} ZIHA e FHE olrA Y
Q& ol ar, 71 (reversible)S & -8317) Y8l o
a2l o] Hdd oy 4 HJ‘?J% % ’5}04 threshold

kE ©]83

ol A
SIEER
7] w2

| (e 1

:[o
E St
o
;9 1 rulj >\‘

E
N

0,

Lo gk s o
2z 4
[

=
N
£
2

>

o
i
k3
2

H H

tole o] &S 435t 302 7FS Aot o
E 7 ES HnE STk & 25 A &3
U3 235 RodFa ok & 2004 8719 HAE
olmA| 5ol i3 Z4zte] Y| Evit BT Y 7t
o] Eo7lE olfE BYS ¥ Jd NHES o %
7] wjFolt}. Wang & Shyull6]7} #|2Fek 719 2
A% ARl vidoln| A I VIHED g B
ojm A S £35S FHH onAZ AAFAL, n
o] F7HA F n¥ BT Flslor e EtAl v o]
A7F BEAEthe 540 7] "l & Ao e
aEo] A 7YY RE F UM S5 ARE

A A (progressive) =9} (4,4) —threshold
o) Ao o3| *6338}0&1, ge 7IHsY A5

LSB-2 =& LSB-3 WS AMH-31917) HHEOH o]
e 23 zsgs}oh:} Aetst 71WHo A EE
AW olu|A] Y] HAdo| s LSB-2 HJ%'Q% A3
7] wo 524283-bitS FZ 4 YN, Lin &

Tsail14]9] 7% AFE 7190 ol A AHEE By
ul 78 A S sk EF o % uf 3 (mapping) st
Hdolr ]9 g JAE 7= HFLe T8t &
= U9 731 A Hdole 714 $iL, F dx J4

o

t}. 12 Lin & Tsa1[14] ‘E?ﬂ' 524 288 bit &4

AT} 34A, Chang et al[17]0] A|eHsE 7H-L& Q15
(authentication)< 77| gk 7] o] 7] wfiEo] LSB-3
WS o83t AW onA] Yo BE A tia]
v dlo]E] 2-bite} Q15 dHlolE 1-bit XS F5th
o2 Q& ot IHEol vl A9 &7l AX

o

H 2. 87l HIAE o[o|X[Sof chst Al 82| HF Aot
(SH21: bit)
HXAE Lin & |Wang & | Chang A oFsk
olu] x| | Tsail14] | Shyul16] | et al.[17] 719
Lena 524,288 | 131,072 | 786,432 | 524,288
Baboon 524,288 | 131,072 | 786,432 | 524,288
Airplane | 524,288 | 131,072 | 786,432 | 524,288
Peppers 524,288 | 131,072 | 786,432 | 524,288
Boat 524,288 | 131,072 | 786,432 | 524,288
Man 524,288 | 131,072 | 786,432 | 524,288
Elaine 524,288 | 131,072 | 786,432 | 524,288
Woman 524,288 | 131,072 | 786,432 | 524,288




4 % 99tk Wang &
el M AT AT 7]
g9

1olv g &5

I A3} 786,432-bitE =
Shyul1617} A<ke 719-&
Fol AAHYD RS
of FHE WA YY) W] ML 4
FFe AAT PYASA AT 5+ Je FHo
o}

—

Aokt 7| el AL HlWoln A9 =7](size) &=

= Yol Waol wel LSB-1, 2, 33 & theka

WHER $71E Aol bssith Ty HlolM AF

9 poNmsh Q) Sare] AREA W R B =g

M LSB-2 W€ ol8ste] 348 olmAe] o3

& @01 49 $YL lEsl ATALL A19EA
7

0

| A

=
[ |

A

43 PSNRe| &8l Zn}

AYEFelM vagdd A vp7A = AL
713 712 AMHAY 37HA ZIME o)

7 MaoMel Ald HIHO|OX| 7 7Y 587

el E52 409 gAa2 #4)F 3708 JAdol o
af LSB-3 WHE A&7 wEo] dvrxoEE
Lin & Tsai[14]7} AIQke 71 o] PSNROY| tigh Az}
7} B $-=dloF gt} 28y Chang et al[17]2 o]
g GRS s dsty] flEl IS E AR EHE 1-bits
g FAgT FARSHA B AR R Lin &
Tsail14]7} At 719 o] PSNR A3 H T O $-73)
ot o] 2] B =&l ARk 71 PSNR AR
A 71 AJEHAD 7IHEC HE TS
& = AT BEE PSNRY A E Y Eol7] 93
LSB-1 7I"& AH&-3ll &= HAIRE AF}Y &3] 4
HAE 128 & =AM e LSB-2 7S AH&-st
Ak wkef AlRbg 71% el A LSB-3 WS AHS
Fhopbd A8 %S Chang et al.[17]0] Aet3t 7)H
I FY3star, PSNRS] A= UgFH o 2 40dpo] 2
Zolt) & 4% Xﬂ bk 71 ol A 39 o] x| 9
AUolE #4H F A" M= FFE oln| A

Y

3t PSNRO] @AM A3 =3 49}
PsNRS) A AsE wASG ¥ 38 ghe ado] | o A S RS BT & A
_ ‘ A GAEE HUlolEV} HYste MEFA AHE F
2AY olu| Aol g PSNRE] A7 ATE B o = = |2t
=0 % 3004 Wang & Shyu[16]o] Aorar Ame o CIUIAIES] PNR A & Aol gle] Hsd
e e PEE ixz nawan o, ol 3 R wRN A
aL o|a| X
BRE CIIAE AR B imenless) A2E BE g jge gl g e Asqow wasu
7] W&ol A A3t Lin & Tsaill4]7} e Qe
i _ I NEA AAEE F4E oluRA e e Fo=
AFet 71T} B =foll A Adst 7Y A &% o } i
st 4 Qe AEQ kdEgs BAITE AL
2 FEIUAT AA A== Aol E8]7] Wi o 2= 9T}
2 T A A
olsl:= H A = 3N
Altek= 71 psNrRS] Ade T A SA, AbA mEolu] A B o8 s|=e uu
h L[17]e] Aetst 7HE 7 v X9 &2
e olmlA] F5 7Wel W3l B4 Firaffio D) 717}
T TOx 3 1
£ e thal LSB-3 Mg AL Lin & qunnw vooge ax qEsags 90
Tsail14]7F A st 71H-2 AW o]u| =] 3 EE(3}
4. 7= o|O|X|e| YH[0|E 1Y Fo| PSNR AE Znt
I 3. 87l HIAE o|O|X|=of CHet PSNRe| A8 Zn} (EH2]: dB)
(Et2l: dB)
- gE Hx | 114 | 29A 109 A
H2~E | Lin & | Wang & | Chang | AIQtgH ol o7 oA 9A | | B
olw]x] | Tsai[14] | Shyul16] | et al[17] | 71¥ (t=0) | (r=1) | (+=2) (t=10)
Lena 39.16 - 40.92 44.15 Lena 4415 | 4416 | 4415 | -+ | 44.15
Baboon 39.15 - 40.92 44.14 Baboon | 44.14 | 44.13 | 4414 | - | 44.14
Airplane | 39.21 - 40.87 44.16 Airplane | 44.16 | 44.17 | 4416 | - | 44.17
Peppers 39.20 - 40.96 44.16 Peppers 44.16 44.15 44.14 .o 44.17
Boat 39.18 - 40.93 44.04 Boat 4404 | 44.02 | 4403 | - | 44.06
Man 39.18 - 40.93 4.15 Man 4415 | 4415 | 4414 | - | 4415
Elaine 39.13 - 40.89 4413 Elaine 4413 | 4413 | 4413 | -+ | 4413
Woman 39.18 - 40.93 44.15 Woman | 44.15 | 44.14 | 4414 | - | 44.13
3 3k 39.17 - 40.92 44.14 S ETedy 4414 | 4413 | 4413 | - | 4413
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H olm| x| o] vjE A] LA sH=
I Ageth @t AAEE T
ojmj A} =27 l%: Mx Mo o] =AY HIER)
ojm| A2}l 7FA ket o] 5o 7]E9] niolm
A B 7T B =EolA AEE AR Bl oln| |
T 7'M dloly FAlES A7 (< M<8)xn
(bit)2} (M= Mx8)xnxt (bit)o]t}. & Eof,
M=5120]31 n=10%] 7% 71E9] vdo|u| =] 7|H
E& oF 20.98 Mbyteo]| i, A<t 71H-& oF 20.98 ¢
Mbyteoltt. &, 71&2] 7'M ol HIs) ] ¥+ &4l
Fol S7hgt. AFEEE Y a&40] HojA= U E
A= B AQEe 7IHS g s F otk 2Eu B
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