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Theory and Implementation of Dynamic Taint Analysis for Tracing
Tainted Data of Programs

Hyun-il Lim"

ABSTRACT

As the role of software increases in computing environments, issues in software security become more important problems. Dynamic
taint analysis is a technique to trace and manage tainted data originated from unreliable sources during the execution of a program. This
analysis can be applied to software security verification as well as software behavior understanding, testing unexpected errors, or
debugging. In the previous researches, they focussed only to show the analysis results of dynamic taint analysis, and they did not
logically describe propagation process of tainted data and analysis procedures. So, there were difficulties in understanding the analysis
procedures or applying to other analysis. In this paper, by theoretically describing the analysis procedure, we logically show how the
propagation process of tainted data can be traced, and present a theoretical model for dynamic taint analysis. In addition, we verify the
correctness of the proposed model by implementing an analyser, and show that propagation of tainted data can be traced by the model.
The proposed model can be applied to understand the analysis procedures of data flows in dynamic taint analysis, and can be used as an
base knowledge for designing and implementing analysis method, which applies such analysis method.

Keywords : Dynamic Taint Analysis, Software Security, Software Analysis
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Table 1. The syntax of basic language

program ::= program declaration*
begin statement* end

declaration ::= proc identifier ( identifier ) //proc. decl.
begin statement* end

statement = skip |
identifier = exp | / /assignment
if exp then statement* //if stmt

else statement® |

while exp do statement* | //while stmt
call identifier (exp) | //proc. call

identifier = load (exp) | //load
store (exp, exp) | //store

taintcheck (exp) //taint check
exp = identifier |

true | false | //boolean
constant | //constant
input (src) | //input data
exp op, exp | //binary op.
op, exp //unary op.
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Table 2. Inference rules of expressions

v i input data
<o, M~>input(src) |, <v, T>

CONST

INPUT

<o, M~y>v] <v, F>
VAR

<o, M~>wvar | o(var)
el <vt>
<o,My>op,e= <op, v,t >
e <v,ty > el <uy,ty, >
<o, My>eope, | <vyop, vyt Vi, >

UNARY

BINARY
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Table 3. A modeling of dynamic taint analysis using operational
semantics

SKIP

<o,Myy>skip : C=<o,M~y>C
el <vt>
<o, M~y>var =e:: C= <olvar—<uv,t >],M'y> C
el <true,t>
<o,M~y>ifethene elsee, : C= <o,My>e = C
el <false, t>
<o,M~y>ifethene elsee, : C= <o,My>e,:: C

ASSIGN

IFT

IFF

el <true,t>
<o,Myy>whileedoe, :: C= <o,Myy>e, ::whileedoe, :: C
WHILET

WHILEF

el <false,t >
<o,Myy>whileedoe, :: C= <o,M~y>C

e b <v,t, > e <vyty >
<ao,M,y> store (61,62) tO= <0,]V[[vl<—<v2,tlvt2 >],’y> C

STORE

ell <v,t, > Mu) = <vyty, >
<o, M~y>var = load (e) : C= <U[varﬁ<v2,t1vt2 >],M','y> C
LOAD

EF

<o,M~y>procPx) = e C= <o, MA[P—pd(z,e,7)] > C D
el <vt> ~(P) =pdlz.cy)
<o,M~> cal Ple)= <oly— <wv,t >, My> clz/y]
(for New variable y) CALL

el <v,t>
<o, M~y > taintcheck e :: C= (return t) =< o, Miy>C

TCHECK
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Table 5. Execution results of dynamic taint analysis

———= TAINT Analysis Results ———-
"Eid \"b\" : VConst 10 | Taint False”
"Eid \"px\" [Addr 5005] : VConst 10 | Taint False”
"Eid \"px\" [Addr 5005] : VConst 50 | Taint True”
"Eid \"z\" : VConst 60 | Taint True”

[SIGMA] :

("z" (VConst 60,Taint True))
("Y001",(VConst 10,Taint False))
("index",(VConst 6,Taint False))
("px”,(VConst 5005, Taint False))
("length” (VConst 5,Taint False))
("pbuf”,(VConst 5000, Taint False))
("c” (VConst 120, Taint True))
("b",(VConst 10,Taint False))

("a” (VConst 50, Taint True))

[MEMORY] :

(Addr 5004,(VConst 50, Taint True))
(Addr 5003,(VConst 50, Taint True))
(Addr 5002,(VConst 50,Taint True))
(Addr 5001,(VConst 50, Taint True))
(Addr 5000,(VConst 50, Taint True))
(Addr 5005,(VConst 50,Taint True))
(Addr 10,(VConst 60,Taint True))

[GAMMA] :
("Fn",("x" [SLoad "z" (Eid "x"),STaintcheck (Eid "z")]))
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Table 6. The change of environment variables and propagation
of taint information during execution of the example program
(before the call of procedure)

o M o
(1)
((25)) Fn<pd(x,body,{})
(6) a<—<50,T>
(7) b—<10,F>
@ c<—<60,T>
(10) ’
(11) 10<—<60,T>

(12) | taintcheck(b) : F
(13)| pbuf<—<5000,F>
(14) length<—<5F>
(15) px<—<5005,F>

(16) 5005<—<10,F>
an taintcheck(px) :
F
(18) index<—<0,F>
5000<—<50,T>
(19) 5001—<50,T>
< c<<120,T> 5002<—<50,T>
22) index<—<6,F> 5003«<<50,T>
5004«—<50,T>
5005<—<50,T>
) taintcheck(px) :
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Table 7. The change of environment variables and
propagation of taint information during execution of the
example program (after the call of procedure)
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