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Abstract

To verify software vulnerability, the method of conjecturing software structure and then testing
the software based on the conjectured structure has been highlighted. To utilize the method, an
efficient way to conjecture software structure is required. The popular graph and tree methods
such as DFG(Data Flow Graph), CFG(Control Flow Graph) and CFA(Control Flow Automata) have

a serious drawback. That is, they cannot express software in a hierarchical fashion. In this paper,
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we propose a method to overcome the drawback. The proposed method applies various input data

to a binary code, generate CFQ's based on the code output and construct a HCFG (Hierarchical

Control Flow Graph) to express the generated CFG's in a hierarchical structure. The components

required for HCFG and progressive algorithm to construct HCFG are also proposed. The proposed

method is verified through constructing the software architecture of an open SMTP(Simple Mail

Transfer Protocol) server program. The structure generated by the proposed method and the real

program structure are compared and analyzed.
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E 1. HCFG MM 2d1z|E
Table 1. Generation Algorithm of HCFG

Algorithm HCFGAIlgo {
generate initial test input randomly and apply it to a program;

while (1) {
choose a junction; // several strategies are possible
if (no more uncovered junction or iteration »= Max_lteration)
break;
list = GeneratNewTestlnputs(Jct) ;
// list contributes to increasing the branch coverage at JCT
for (each input in the list) {
Run the software with an input;
Extend HCFG;
}
}
}
End HCFGAIlgo

Algorithm GeneratNewTestlnputs(Junction Jct ) :
// generating new test inputs
{
Jct = junction with uncovered branch;
Lprev = conjunction of path constraints from start of ASN to Jct
LJct = disjunction of branch conditions of Jct
Generate test inputs such that L (= Lprev && ! LJct ) is satisfied:;
}
End GeneratNewTestlnputs

HCFG 7] ¢h5¥l 2o gtkelal HCFG A4 A¢le At 233t I Azl 29
ot 949 ol 2laEe] 4 HCFG Wel 71¥s oy & &

A e v B

=5 (Jet) & Bew FRHE, o] | 8F  EHE Ed® 3 JuPdE e

7] £ =deher ARRE 4 EloTE (L) 9 271 o mRelXE e glolEee ¥

229 7l o)

7] 208 i Aer FYHe §) e o] Rt

H(/L) S o4 AYBT B 7] B2e] AM o2 3 £ 2 24 3= o
oo md A4 gt Ajgoﬂ(ﬂ7]_ \ﬂ}O]Lﬂa Acaln axg) Table 2. example of source code
- Ae 1 int  main(void)
T olg Adke =F(21) 5 i 2
o]y} olg} Brlo] ZA Y /\] /‘\E‘ﬂ %’—5 _T_t}?sL g 3 scanf("%d", &x);
2 =) P 4 while (x> 0)
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4. HCFG =& of A 8 printf("Too big x  n");

Akl HCFG 2 dae]58 #1200 AR oA = 9 return O;
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int CMailSession: : ProcessNotlmplemented(bool bParam,
FILE *instFd) {
int num;
/* Y/
fprintf(instFd, “1001:BLB:050\n");
/* Y/
/" */
fprintf(instFd, "1002:JCN:027\n");
/* Y/
if (bParam) {
/* Y/
fprintf(instFd, "1004:BLB:051\n");
fprintf(instFd, “1004:UFN:001T\n");
/" */
num = SendResponse(504, instFd);
/* Y/
fprintf(instFd, “I004:RET\n");
/" */
}
else {
/* Y/
fprintf(instFd, “1007:BLB:052\n");
fprintf(instFd, “1007:UFN:001\n");
/" */
num = SendResponse(502, instFd);
/" */
fprintf(instFd, “I007:RET\n");
/* Y/
}
return num;
}
J% 5. T} ARIE ofmIZ=
Fig 5. Sample code to inserted tool
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from sulley import *
from requests import smtp_fuzz

def do_smtp_fuzz();
#Define Session Properties

#Add target and agents
sess.add Target(target)
sess.connect(s_get(‘HELO"))
sess.connect(s_get(‘HELO"), s get("MAIL"))
sess.connect(s_get(‘MAIL"), s get("RCPT))
sess.connect(s_get(‘RCPT"), s get("DATA"))
sess.connect(s_get(‘DATA"), s_get(‘QUIT))
sess.fuzz()
print “Test Cases Completed For SMTP’

Do_smitp_fuzz()

T2l 7. Sulley2| SMTP Al
Fig 7. Sulley’s SMTP session
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int CMailSession::ProcessMAIL(char *buf, int len, FILE
“instFd) {

if (m nStatus! =SMTP_STATUS HELO) {
num = SendResponse(503, instFd);
return num;

}

memset(address,0,sizeof (address));

if ('CMailAddress: : AddressValid(address)) {
num = SendResponse(501,instFd);
return num;

}

return num;
}

12l 8. Command-mail HME = AFE
Fig 8. the code of Command-mail method
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Fig 6. structure of SMTP server program
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Table 3. The experimental results

23 HolH 12,21974

212 HolE 371(7HEh 1KB ~ 1.1GB

A 271 5= 3371

27| AH2IR| 2s F{H2|X| o o 2| 25
Main 1(100%) 1
Message Receiver 9(100%) 9
Command Parser 7(100%) 7
Command - Data 2(100%) 2
Command - HELO 0
Command - MAIL 2(100%) 2
Command - RCPT 4(100%) 4
Command - Quit 0
Command - Notlmplemented 0(0%) 1
Command - DataEND 2(66.7%) 3
CreateMessage 1(100%) 1
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int CMailSession::ProcessCMD(char *buf, int len)
{

num = ProcessNotimplemented(false):

12| 10. ProcessCMD HME 2= UL
Fig 10. the code of ProcessCMD method
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