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ABSTRACT

Recently in the field of IT, cloud computing technology has been deployed rapidly in the current society because of its flexibility,
efficiency and cost savings features. However, cloud computing system has a big problem of vulnerability in security. In order to solve
the wulnerability of cloud computing systems security in this study, impact types of virtual machine about the vulnerability were
determined and the priorities were determined according to the risk evaluation of virtual machine’s vulnerability. For analyzing the
vulnerability, risk measurement standards about the vulnerability were defined based on CVSS2.0, which is an open frame work; and
the risk measurement was systematized by scoring for relevant vulnerabilities. Vulnerability risk standards are considered to suggest
fundamental characteristics of vulnerability and to provide the degree of risks and consequently to be applicable to technical guides
to minimize the vulnerability. Additionally, suggested risk standard of vulnerability is meaningful as the study contfent itself and could be
used in fechnology policy project which is fo be conducted in the future.
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(Table 1) Virtual Machine Products Vulnerability
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(Table 2) Virtual Machine Vulnerability Type Classification
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modification
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" Provides administrator access
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(a3 2) Xen ¥ M 78 (Impact Type)
(Figure 2) Xen Impact Type Analysis
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2 = Providesadministrator
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(28 3) VirtualBox &8 24 F&(Impact Type)
(Figure 3) VirtualBox Impact Type Analysis
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