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Abstract Although the vector map data possesses much higher values than other types of
multimedia, the data copyright and the protection against illegal duplication are still far away from
the attention. This paper proposes a novel watermarking technique which is both robust to diverse
attacks and optimized to a vector map structure. Six approaches are proposed for the design of the
watermarking algorithm: point-based approach, building a minimum perimeter triangle, watermark
embedding in the length ratio, referencing to the pixel position of the watermark image, grouping,
and using the one-way function. Our method preserves the characteristics of watermarking such
as embedding effectiveness, fidelity, and false positive rate, while maintaining robustness to all
types of attack except a noise attack. Furthermore, our method is a blind scheme in which
robustness is independent of the map data. Finally, our method provides a solution to the
challenging issue of degraded robustness under severe simplification attacks.
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Table 1. Geometrical features’ robustness against

geometrical attacks (o: robust, x:

fragile)
RST
Translati
rdnj ato Rotation | Scaling | Transfor
mation
Coordina
X X X X
te
Length 0 o) X X
Area o) 0 X X
Angle 0 o} 0 o}
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Table 2. Experimental conditions

Characteristics of watermarking Experimental conditions
Embedding effectiveness Detect watermark after embedding
. After embedding, Analyze the RMSE between original and
o Error of coordinate
Fidelity watermarked data
Topology Analyze the result of intersection test
False positive rate Detecting watermark from the original data
Robustness Translation Detect watermark after translation in the X-axis direction (1 to 1000m)
. Rotation Detect watermark after rotation (1° to 315°)

(geometrical — . ———=

ttacks) Scaling Detect watermark after scaling (scale factor: 0.8710)

attacks RST Detect watermark after translation (10,10), rotation 12°, Scaling 0.9
Robustness Vertex Add/Del Detect watermark after adding and deleting objects randomly

(vertex Cropping Detect watermark after cropping (remaining data: 85%, 50%, 35%)

. . Detect watermark after simplification using Douglas—Peucker (threshold:
attacks) Simplification N
175m)
Robustness Object reordering | Detect watermark after reordering the objects randomly
deri . . .

(re:tr inr)lg Vertex reordering | Detect watermark after reordering the vertices reversely

attacks
Robustness Format-dxf Detect watermark after shp-to-dxf-to-shp conversion

(noise Format-Geodatabase | Detect watermark after shp-to-ESRI geodatabase-to-shp conversion

attacks) Noise Detect watermark after adding random noise

(Root Mean Square Error)& F3lo] A 3 o=
AEol A exbrt A=A ARG
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155000 FAAE] 38222l 350m(FHA Y,
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Table 3. Error of coordinate after

watermark embedding

Error of coordinate (Fidelity) Value(m)
RMSE X-axis 0.0906
RMSE Y-axis 0.0866

RMSE 0.1253
Maximum distance error 0.8740
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Table 4. Experimental results on embedding effectiveness, false positive rate, and robustness

Detecti
etection BER(%) Watermark image reconstructed
rate(%)
Groupl | Group?2 | Groupl | Group2| Groupl Group?2

Embedding effectiveness 9716 | 9872 | 031 | 012 |[INHA [INHAINHAINHAINHA

False positive rate 0.18 0.20 16.44 | 17.73

Translation 1m 9716 | 9872 | 031 | 012 [INHA [INHAINHAINHAINHA

Translation 10m 9716 | 9872 | 031 | 012 |[INHA |[INHAINHAINHAINHA

Translation 100m 9716 | 9872 | 031 | 012 |INHA [INHAINHAINHAINHA

Translation 1000m | 97.16 | 9872 | 031 | 012 |INHA [ INHAINHAINHAINHA

Rotation 1° 9710 | 9877 | 124 | 175 [INHA |[INHAINHAINHAINHA

Rotation 15° 9716 | 9877 | 167 | 245 [INHA [INHAINHAINHAINHA

Rotation 90° 97.16 | 9865 | 031 | 013 [INHA [INHAINHAINHAINHA

Robustness | = p tation 120° 97.16 | 9878 | 142 | 237 |INHA |[INHAINHAINHAINHA

geometrical
attacks

Rotation 180° 9716 | 9872 | 031 | 012 |INHA [INHAINHAINHAINHA

Rotation 240° 9716 | 9872 | 148 | 218 |[INHA |INHAINHAINHAINHA

Rotation 315° 97.16 | 9878 | 124 | 207 [INHA |[INHAINHAINHAINHA

Scaling 0.8 9685 | 9867 | 124 | 180 |INHA [INHAINHAINHAINHA

Scaling 1.1 9716 | 9875 | 074 | 113 |[INHA |[INHAINHAINHAINHA

Scaling 2 9716 | 9878 | 031 | 012 [INHA [INHAINHAINHAINHA
Scaling 10 9716 | 9878 | 1.05 | 118 [INHA [INHAINHAINHAINHA
RST 97.16 | 9847 | 155 | 268 [INHA [INHAINHAINHAINHA

Vertex Adding 10 | 9672 | 9853 | 031 | 017 |INHA [INHAINHAINHAINHA

Vertex Adding 50 | 9692 | 9815 | 037 | 027 [INHA [ INHAINHAINHAINHA

Robustness | o o Adding 100 | 9543 | 9813 | 037 | 033 |INHA |[INHAINHAINHAINHA

Ve | Vertex Deleting 10 | 9611 | 9810 | 043 | 020 |INHA [INHAINHAINHAINHA

attacks

Vertex Deleting 50 | 94.81 | 96.85 | 056 | 040 |[INHA [INHAINHAINHAINHA

Vertex Deleting 100 | 9197 | 9503 | 080 | 082 |INHA [INHAINHAINHAINHA
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Cropping 85% 8096 | 8370 | 192 | 275 [INHA |[INHAINHAIMHAINHA
Cropping 50% 4580 | 4960 | 729 | 9.00 |fhrA [PMHAINHLATMMAINHA
Cropping 35% 3263 | 3553 | 970 | 11.32 |ifgedl |TRfs i idipd 2 fic kit il
ROb”fmeSS Simplification 1m | 9746 | 8655 | 031 | 225 |[INHA [INHAINHAINHATNHA
Vt‘zrtekx Simplification 2m | 97.16 | 6223 | 031 | 667 |INHA [iNHAINHAINSATMSA
attacks
Simplification 3m | 97.16 | 49.97 | 031 | 858 |INHA |iMHATNMAIMNSAT S
Simplification 4m 97.16 | 40.10 | 031 | 1052 |INHA |inHaiNSHATNRA TS
Simplification 5m 9716 | 2917 | 031 | 1245 |INHA [P0 i s b o T80
R(’bufmess Object reordering | 9716 | 9872 | 031 | 012 |INHA |[INHAINHAINHAINHA
re;;jii:g Vertex reordering | 97.16 | 9872 | 031 | 012 |[INHA [INHAINHAINHAINHA
Format - dxf 9716 | 9847 | 383 | 620 |[INHA |[INHAINHAINHAINHA
Format - Geodatabase| 97.16 | 98.47 1.98 3.35 [N H;ﬂ. [N HAIN HAINHﬁLIN Haﬁ.
Noise (-1, 1) 012 | 022 | 1644 | 17.80
Robustness
B Noise (0.1, 0.1) 056 | 012 | 1650 | 17.77
noise
attacks .
Noise (-0.01, 0.01) 235 | 1.08 | 1663 | 17.92
Noise (-0.001, 0.001) | 1879 | 10.27 | 16.81 | 1857
Noise (-0.0001, 0.0001)| 7658 | 5872 | 20.09 | 23.28 T
ol x| A wE - FIL/2kA 7 dojupx] ke RO 0312 SHA fAl A} weta] dest T4 gt
HAAaEd A4EE LA FAEY] dEo] FA 1819 AZEE7 BERS 38 wx] gt}
Koz zFo] Huh 21712l o] &ao] wAE = WY FA
Zehl7] FZd dsie AA dlolejdke] 85%, of thale] Aetsts WHS A= Zelshe HQl
50%, 35% 7} dolds w, 1w29] AEFEe] 47 th dlo]E]e] o] Aut o]} Fol== Aok &
83%, 49%, 35%%= LFERSITE &, YIErkE AFE ) olgli= dlolEol el BT HEo] Hu HY
olE] el mldg|ale] n]Sg HEEC] YEhta Yk & H olmAE fetog Aol rheith 53 W
AR onX = A HA| doleeke] 35%7} Ho} 3l A tiste] dlolge] £4o] whyslo = 1
S W7IA] = o= A& §oto g Aol ylsslth w19 HEES =4 AN
3l AL JARNE A EFE Tt A A FAe skl A Aujd, HeEx 2 a)
E7F AeiX L x| AHAIZE Wol wAs) A g BF %o AEFE5S Holal BER E3F ©e A
Ao M= AR ARFZ 21520 AEEC| o o2 yehygt wEbA Aokd WHe Anid &4
o}x]al BERS Holxith ey 2F1e AEES of tate] Zelshe wWeltt
Walglo] 90%o) o s =A A %1 BER 3 g ] |3l sle] dxf ¥, ESRIS
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A% W P A6

dag]E

|
|

3 Bt

Geodatabase X7 =2 HEES Holil BER &gt Table 5. Primary characteristics and relative
e Aow yeksth e AckE WS 9y importance of vector map
S Wstel| thste] AFRIES BRItk A9 o] watermarking
=7} A7kE A AEEO] W vepdeh delyd o
Lo|zo] HFo| 7hAadhel wet HEEo] molx|al importa| Characteristics Details
o FEo] (-0.000170.0001) ¢ - 513 nee
- o E f dinat
2829 AZEEo| 6%, 58%Z uEsith BERS 1 Fidelity rrotof coordinate
) Shape and topology
A EE 7)FE JERA g AEF AEgle]l & RST Transformation
o] Brlsd Ao w Yehyt) ol FZo o Adding and deleting
atel ol A7k HAseY HE e AE ol ’ Hobustness object
_ Simplification
2 17
=7h A7bslefep & slojnh File format conversion
53 HhH= @7} 3 Emb?ddlng
effectiveness
AY APE Egm B oo wHES ofu) 4 False positive rate
Aol 540l sl Hrsn B AFER u]
- 3 BE FA9 5| NS gkt o
@39 TH Table 6) e A o
E R = = ©olE s =
Aok WHES A% dolE Ba gt Blind ) w8 TadAm dlelE g Tt
=2 O = SN
wAol FAE SWolA We| Hgeds s co oo wUAhE AR A
<} HH 29 31y =3 4l S
10@_174]7 iin]%_]q_ sl h‘_O]Z: —E‘Zﬂ]% Zﬂ Xﬂx_]_'% JHES AH OS:TLE"’]' ]Jl_o}-O:] E—Eﬂ,
#HH ATE Folle 9E AR A, AL,
Table 6. Comparison of our methodology with related research
Robustness
E Geometrical Vertex Reordering Noise Fidelity E
2 attacks attacks attacks attacks S
< o
Domain Research g o a % 3 2 g Q - 3
= = =Y ¥ o 2| ¥ 5 | olg <5 T MRS g
‘ = = QI 2 c 2 |8 2|3 gzl el|lg 3] 2 =
. 0 & 2 122 T :@%;.%qmﬁg.aac 3 &
5 |2 |5 |5 |88 B | 8§ :.2:.@'2_5%0;': g |7
Q. g =} BT e R =3 2 7|8 g - B8 o = 2 <
=]
Ohbuchi, R. N 0 0 0 0 0 0 0 0 0 0 0 X
2002 [16]
Voigt, M.
2(§)(I)§ ’[23] B X X X 0 0 0 o 0 o 0 0 X N4
Schulz, G.
ial ’ B -
Spatia 2004 [20] 0 X X 0 0 0 0 0 0 0 X v
Marques, D. A, N X X X o 0 X 0 0 0 0 0 X
2007 [13]
Kim, J. Y. B 0 0 X 0 0 X 0 0 0 X 0 0
2009 [9]
Kitamura, 1. N < < < < < <
2001 [11] © R R e
Transf Li, Y. B
orm 2003 [12] 0 0 0 X X X X X 0 0 0 X
Ohbuchi, R.
20(;; [11’7] N ) 0 0 0 0 0 ) 0 ) 0 ) X v
P
Spatial roposed B o) 0 0 0 o) 0 o) 0 o) X 0 o)
method

* Blind/Non-blind (B/N), Robustness (o: robust, x: fragile, —: not mentioned), Fidelity (o:

Data dependency (v/: dependent)
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satisfy, x: not satisfy),
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