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Abstract

In a paper recently published in the International Journal of Parallel, Emergent and Distributed Systems, Biswas et al.

proposed a VANET message authentication scheme which uses an identity-based proxy signature mechanism as an
underlying primitive. The authors claimed that their scheme supports various security features including the security of
proxy-key, the security against message forgery and the security against replay attack, with non-repudiation and
resistance to proxy-key compromise. Here, we show how an active attacker, who has no knowledge of an original
message sender’s private key, can compute the proxy-signature key of the corresponding message sender, meaning that
the scheme is completely insecure. We also suggest an enhanced version of the protocol capable of solving such serious
security holes.
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