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Abstract

Recently, because the interest and needs in privacy protection are growing, smartcard-based remote user authentication
schemes have been actively studied to provide the user anonymity. In 2008, Kim et al. first proposed an authentication
scheme in order to ensure the user anonymity against both external attackers and the remote server and track malicious
users with the help of a trusted trace sever. However, in 2010, Lee et al. showed that Kim et al.’s scheme cannot provide
the user anonymity against remote server, which is because the server can trace users without any help of the trace
server, and then proposed a improved scheme. On the other hand, in 2010, Horng et al. proposed an authentication scheme
with non-tamper resistant smart cards, in which the non-tamper resistant smart card means that an attacker may find out
secret information stored in the smart card through special data analysis techniques such as monitoring power
consumption, to be secure against a variety of attacks and to provide the user anonymity against external attackers. In
this paper, we will propose a remote user authentication scheme with non-tamper resistant smart cards not only to ensure
the user anonymity against both external attackers and the remote server but also to track malicious users with only the
help of a trusted trace sever.
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Table 2. Function comparison of the related schemes.
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