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Sunghyuck Hong*

Baekseok University, Division of Information and Communication

5 2 olA3L glom, o] olw] glat 71Ee] A
ol 17714 Agstel urh BLHolT ARAA A5 ALAPS olft AukE 2= Alglo] A AAHL
T gk & gAY 714g Akl BF QAo AR Aol A71E AT

N
)
=2
rid
o>
o
Hi

oF vlg-2 Mashy oMy, BEA 2 FYHE kol 9ld) B

%‘::"_ - o= 24 1o o o=
fohe, o AsHo WA AL YTk AR, AvkE T|EE 58] SleA wEA] AaEolof she
ARl ek mEE FHole] 5P AAYS ST BEHOR AGHEE TS Yebd At Aol

FHI0] : 2ntE T, Hob 9F, Hob md, bt

>

e 2|, JdE Hek YIEQA Het

Abstract Improve the global environment for low carbon emissions and green energy, and the growing interest
in IT technology, combined with the existing power grid to achieve this, to achieve more efficient and
environment-friendly smart grid smart grid projects around the world actively being deployed. A smart grid is
expected to be a modernization of the legacy electricity network. Therefore, this research provides a secure
smart grid model so that it provides better monitoring, protecting and optimizing automatically to operation of
the interconnected elements.
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1. Introduction infrastructure and high-speed Internet, home network

cooperate—technology development and normalizing,

The smart grid saves the energy. It is the cost the IPTV, home server, user power control service

line, and the smart grid system is included in the development of the personal digital assistant base, and

government with the technology which delivers the i is detail included into the development subject [1].

electricity from the provider to the consumer in order The existing distribution network delivered the

to increase the reliability of the energizing by using the electricity mostly produced in the thermal power or the

digital technology among the green growth core task. atomic power plant, and etc. to the general consumer

Also, the leading edge inspection of a meter through the transformation of electric energy process of
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the several steps with the one-way. However, it
changes into the bidirectional power relay way that the
residue electricity produced through the wind force in
the person or company, sunlight, playback energy
development, and etc. can be supplied to the power net
in case the smart grid is spreaded. Figure 1 shows the
fundamental concept of the intelligent power net.

However, the security problem of the various kinds
exists, the smart grid system has to prepare the
method concluding these problems [2].
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[Fig. 1] Smart Grid Concept

1.1 The necessity of the research

Korean smart grid project group comprises the
smart grid actual proof jar in the Cheju-do and runs,
and it prepares the actual proof jar security measures
in the national security research institute through the
actual proof jar security WG(Work Group) and security
center operation, security guide and security guideline
presentation, each operation center security response
development and transition, and etc. in various angles.
The actual proof jar security WG the planning
suffering from cold and actual proof jar security center
promotes the business including the safe network
construction method of the consideration actual proof
jar, cyber TERROR simulation training, System and
network security weakness analysis, and etc. the cyber
security the practical business work including the
actual proof jar security guide and security guideline
establishment, cyber security crisis system of reaction
construction, each consortium security measures
establishment support, cyber TERROR simulation
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training, security vulnerability analysis, and etc.

1.1.2 the overseas smart grid cyber security
present condition
U.S prepares the EPACT05 and EISA07 hill, and etc.
through the enormous blackout, in 2003, the middle
eastern area blackout experience in 2001, and the great
power outage promotes the various program which the
kite, pipe participates in 2000.
Particularly, while Obama Administration enters the
various support plan including the financial support,

acid, learning,

technology inducement, standard preparation, and etc.
[3] It is considered in the green new deal project
dimension. Particularly, the effort for the cyber security
intensification is more intensified through the smart
meter malignant code occurrence possibility sidewalk
of the March, power net malignant code breach
accident, and etc. generated on April, 2009.

The European Technology Platform for Electricity
Networks of the Future, also called Smart Grids ETP,
is the key European forum for the crystallization of
policy and technology research and development
pathways for the smart grids sector, as well as the
linking glue between EU-level related initiatives.

The Open Meter, that is the smart meter
normalizing project in which 19 power companies of
EU were gathered and which the Open Meter project
be under way, announced the smart meter requirement
including the security requirement in 2009. The
existing IT national renewable security standard use of
technology it demands the integrity, use of the
certificate, and etc. and in which the safety, and etc. are
already verified with AMI security technology and
which is widely used is proposed. Therefore, smart grid
project is world widely provided. Smart grid project is
necessary to survive and develop on our power plant
and consumption system.

The smart grid system doesn’t come to the stage of
commercialization. It is still the present condition in
which the weaknesses are much reported as the

system while developing recently. As to the power net
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of the smart grid, the commercialization is impossible
due to the condition where there is the weakness with
the domain included in the national important facility.
However, the measure research is constantly needed
for the weakness in order to use the attractive effect of
the smart grid.

By showing the improvement plan that can conclude
these problems after analyze the security problems of
the smart grid system in order to construct the safe

smart grease system, the research was progressed.

2. The Security Problem and
Improvement Plan

In the smart grid environment, while many systems
get complicated intricately and it cooperates, it operate.
The network for the information exchange between
power supplier and consumer which is not existing
simple power net are constructed. The techniques of
the network attack used in the existing Internet
network due to this structure can be used as it is. For
example, the enormous DDoS (Distributed Denial of
Service) attack which it is July, 2009 which it is past
generated did the specific web site with the object [4].
Therefore, there were the inconvenience because of the
web page admission reject and damage of the company
because of the company smear on reputation and
electronic commerce abort and person. However, the
smart grid system is a goal to the attack of the same
way. If it is the case, the damage because of this is the
problem of is being generated until the threat to the
national security.

The smart grid system is the structure where it is
connected to the distribution network and personal
terminal from the control system. For example, in our
country 1500 houses in case of using 4 smart
electronics 60 million terminal devices are connected to
the smart grid. It is easily accessible to this smart
electronics in the smart grid system. The possibility of
being easily exposed to the personal control,
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mistakenly, the worm would be that be high. As to
this smart electronics, the smart meter, and etc.
installed as the sensor for the electric distribution
network monitoring, telemetry infrastructure (AMI :
Advanced Metering Infrastructure), and last terminal in
each home is included as the simple instrument which
is installed in the final stage of each system ,device
control, and etc. There is nearly no protection device
for preventing the access of the attacker. Since being
installed in the outside which the outside can approach
easily, this terminal is very vulnerable to the attack.
Furthermore, in the case of the small distributed power,
the physical security management doesn’t go well,
through this, it can break into the smart grid core
system.

By using the weakness of after central control
system or operating system, the attacker broken into
the smart grid network through the terminal equipment
and distributed power dominates the smart grease
system. Furthermore, recently, the smart grid
weakness is continuously reported.

The 10 Active corp., that is the American security
company, confirmed to could attack the smart grid
through the smart meter. It confirmed to could
discontinue the connecting network and power supply
due to the simple hacking techniques. In addition, the
result that it can infect the smart meter of 15000~
20,000 houses within 24 hours because of introducing
the worm virus which it is diffusible automatically
between the smart meter and confirming by the worm
simulation came out. In this way, the infected smart
meter, at the same time, the electric supply can be
interrupted. In addition, certainly the control system is
needed for the kind of the power net in which the
Information Technology the smart grid system is
complex. If this control system is held, many damaged
unit of state can be plated with many methods in the
person including the leakage of personal information,
power cut off, and etc [5].

If the long-term power supply is blocked, the
following damage can be given. According to this data,
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if the national power net 1 / 3 the power supply was
mnterrupted, it ran out of 3 th shop goods and there was
no fuel and the emergency generator operation was
impossible. The 10 th population large range motion
was initiated. We analyze that damage of the people
riot and disaster level was generated if it became 3

months.

3. Improvement Plan

The smart grid terminal of the power companies and
each home is distinguished by the original number in
order to reduce the loss of money by that is the
problem of the smart grid,

information and hacker. Presently, its own name or

leakage of personal

resident registration number is used for the personal
identification. Therefore, because the possibility that
the leakage of personal information is more easily
generated is high, the identical ID like the i-PIN
replacing the name or resident registration number
(I-Pin) and oneself internationally in common use uses
the unique password and the amount of energy
consumption, cost, and etc. are checked. And the
consciousness and  basic  security = recognition
strengthening and problem of the center—-concentrated
module control system are solved through the
protection system construction automatic in the
personal digital assistant of the smart grid system
through the physical security design to the control
system and network security enhancement, system
approach according to the user authority through the
authentication and control authorization, and smart grid
private use vaccine development about the virus attack
like the worm and security education of the unit of
state about the leakage of personal information and the
remote control attack prevention through the physical
security and hacking has to be done. And it
corresponds to the security threat which runs the
security center, and which it is generated in the future.

In the national energy technology research institute
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(National Energy Technology Laboratory, NETL) of
the concrete United states department of energy
(Department of Energy, DOE) subsidiary, the Modern
Grid Initiative, that is the investigation of the perform
heart burnings field of electric power transmission,
mentions as the fundamental feature in which the
smart grid will have to have ‘one’s recovery’ 'the
customer participation and triggering of motive’ "the
opposition against the attack” 'the offer of the power
quality which 21 century digital economy society
requests’ 'the option reception of the electric power
generating and archiving facility’ ’‘the market
activation’ 'the optimization of the property and
efficient operation’ ’the prediction about the system
infringement and correspondence’ in the systematical
view. It can look at that there are lots of the features
relating to the security among this fundamental
features. Therefore, in order to satisfy the features
related this the

improvement plan has to be prepared.

to security, technologically

4, Proposed Model

The smart grid control system receives the attack
physically or it cannot control the smart grid system
through the hacking and virus attack can be generated
by building the dummy system in the countermeasure
about the case that this situation is generated this
remedy will be able to receive the protection about
these attacks and thinks.

In case the problem is generated in the smart grid
control system which is managed by building in the
third of place where the administrator can know the
smart grid control system that it is the dummy system,
the managed control system is discontinued and the
dummy system is driven and it energy—supply and the
method that there is no problem.

4 1 the smart grid control system
It builds with the multi distributed system. When it
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was attacked if the control system was concentrated on
one, all authorities are lost. If the authority of the
control system is lost by the attacker, we cannot expect
if any damage is suffered. In addition, as to the
physical attack, if the smart grid control system, that
is the target of attack of the first rank of after cyber
war, is destroyed, the enormous stoppage of power
supply can occur. It will be good to build the multiple
distributed control system in order to minimize the
damage about this risk item. Figure 2 shows the future
distributed secure system model for smart grid.

[Fig. 2] Distributed Secure System Model

In any control system that it is the multi distributed
system, the system where there is the approval of the
other control system of the smallest majority, and
which can process the business as to the item which
the border / is the certain part modified is said. As to
this system, the stability is high in the physical
security as to the mutually different location.

It is not password authentication. The access
privilege assignment through the complex authentication.
Because the signal should be given and should be taken
with the bidirectional through the smart grid terminal
in case the smart grid system is constructed, the
network has to be used. By using this point, the
hackers can attack the personal information capture
through the terminal, DDoS attack through the
terminal, and attack like the quartz lamp of charge data.
The access privilege about the terminal has to be given

through the complex authentication which is not
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password authentication which is used in the existing
in order to prevent this attack.

Literally, it is the complex authentication, it refers to
mix more than two authentication methods and
authenticate the user. For example, the way of giving
the access privilege only when referring to the word
registered in previous through the audio of the
registered person when it gets the authentication so
that the person registered in terminal can be given the
access privilege about the terminal is referred to the
smart grid system standard church and state.

Presently,
related to the security problem of the smart grid had
been being presented. The problem recognition about

the numerous direction of solutions

the cyber security gets better due to these many
solution plans day by day. However, it is this smart
grid cyber security problem due to member of the
standard not to be solved. There is no standard and it
hesitates about the investment in the cyber security.
And the technology development direction decision of
the makers is delayed. And because the problem that
product produced in any kind of company is not
compatible is generated, many power companies ins the
world are regarded to has first to determine the
common standard for the smart grid and the smart
home environment which the whole world pushes
ahead.

5. Conclusion

By proposing the security problem in the smart grid
environment and improvement plan and new remedy
enhances and provides the energy of the quality higher
than one bhillion of the environment problem and
automated electric power distribution the fare saving
effect through the supply and real time billing System
to the user to the user and is put through the
stabilization of the prevention of leakage individual
information through the smart grid terminal and

system security and control system and will be able to



CIX|REAMAT M1H M45(2013.4)

make the commercialization of the smart grid system
earlier and it thinks the optimization of the energy
efficiency, reliability rising about the energy generation
cost down and energizing, and utilization coefficient of
new and renewable energy as the supply of the more
stable smart grid system.

However, as the smart grid system is spreaded, it
thinks that possibility that the security vulnerabilities
which aren’t still discovered are generated is high.
Because of that, the security vulnerability analysis on
the smart grease system and plan for reaction is made
actively, and the smart grid system will be able to be
run to be safer.

REFERENCES

[1] Yong Wang; Da Ruan; Dawu Gu; Gao, J.; Daming
Liu; Jianping Xu; Fang Chen; Fei Dai; Jinshi Yang,
"Analysis of Smart Grid security standards,”
Computer Science and Automation Engineering
(CSAE), 2011 IEEE International Conference on |,
vol4, no., pp.697,701, 10-12 June 2011.

[2] Ling, AP.A,; Masao, M., "Selection of Model in
Developing Information Security Criteria on Smart
Grid Security System,” Parallel and Distributed
Processing with Applications Workshops (ISPAW),
2011 Ninth IEEE International Symposium on , vol.,
no., pp.91,93, 26-28 May 2011.

[3] P. Tsang and S.W. Smith, “Yasir: A Low-Latency,
High-Integrity Security Retrofit for Legacy
SCADA Systems,” Proc. IFIP TC 11 23rd Intl
Information Security Conf. (SEC 08), Springer,
2008, pp. 445 - 459.

[4] R. Bobba et al., “PBES: A Policy Based Encryption
System with Application to Data Sharing in the
Power Grid,” Proc. 4th Intl Symp. Information,
Computer, and Communications Security
(ASTACCS 09), ACM Press, 2009, pp. 262 - 275.

[5] Q. Wang et al., “Time-Valid One-Time Signature
for Time— Critical Multicast Data Authentication,”
Proc. 28th IEEE Int'l Conf. Computer Communications

284

(Infocom 09), IEEE Press, 2009, pp. 1233 - 1241.

A &(Hong, Sung Hyuck)
B 9559 2% HAEa A

oH

SIH(FEA})
20073 8¢ Texas Tech

University, Computer Science (&
ShakA})

2012 39 ~ FA : MAEtw

o) by Pt
HUEATE 5

. shong@bu.ac.kr




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


