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ABSTRACT

This paper is about the study to build a quantitative methodology to assess cyber threats and vulnerabilities on control
systems. The SCADA system in power industry is one of the most representative and biggest control systems. The SCADA
system was originally a local system but it has been extended to wide area as both ICT and power system technologies evolve.
Smart Grid is a concept to integrate energy and IT systems, and therefore the existing cyber threats might be infectious to the
power system in the integration process. Power system is operated on a real time basis and this could make the power system
more vulnerable to the cyber threats. It is a unique characteristic of power systems different from ICT systems. For example,
availability is the most critical factor while confidentiality is the one from the CIA triad of IT security. In this context, it is
needed to reflect the different characteristics to assess cyber security risks in power systems. Generally, the risk(R) is defined
as the multiplication of threat(T), vulnerability(V), and asset(A). This formula is also used for the quantification of the risk,
and a conceptual methodology is proposed for the objective in this study.
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Traffic Analysis 0 0 0 0] 0 0 0 0 0 0
EM/RF Interception 0 0 0 0 0 0 0 1 1 1
Indiscretions by Personnel 1 0 0 0 0 0 0 0 0 0
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Trapdoor (Backdoor) 2 0 0 0 0 0 0 2 2 2
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Theft & Illegitimate Use 3 0 0 0 0 0 0 3 3 3
Denial of Service 4 3 3 3 0 0 0 0 0 0
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Trojan Horse 2 0 0 0 0 0 0 2 2 2
Trapdoor (Backdoor) 2 0 0 0 0 0 0 2 2 2
Service Spoofing 2 0 0 0 0 0 0 2 2 2
Masquerade 0 0 0 0 0 0 0 3 3 3
Bypassing Controls 0 0 0 0 0 0 0 3 3 3
Authorization Violations 3 2 2 2 2 2 2 3 3 3
Physical Intrusion 3 2 2 2 2 2 2 3 3 3
Replay 3 0 0 0 0 0 0 3 3 3
Theft & Illegitimate Use 3 0 0 0 0 0 0 3 3 3
Denial of Service 4 3 3 3 0 0 0 0 0 0
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