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A Text Mining-based Intrusion Log Recommendation in Digital Forensics

Sujeong Ko'

ABSTRACT

In digital forensics log files have been stored as a form of large data for the purpose of tracing users’ past behaviors. It is difficult for
investigators to manually analysis the large log data without clues. In this paper, we propose a text mining technique for extracting
intrusion logs from a large log set to recommend reliable evidences to investigators. In the training stage, the proposed method extracts
intrusion association words from a training log set by using Apriori algorithm after preprocessing and the probability of intrusion for
association words are computed by combining support and confidence. Robinson’s method of computing confidences for filtering spam mails
is applied to extracting intrusion logs in the proposed method. As the results, the association word knowledge base is constructed by
including the weights of the probability of intrusion for association words to improve the accuracy. In the test stage, the probability of
intrusion logs and the probability of normal logs in a test log set are computed by Fisher's inverse chi-square classification algorithm
based on the association word knowledge base respectively and intrusion logs are extracted from combining the results. Then, the
intrusion logs are recommended to investigators. The proposed method uses a training method of clearly analyzing the meaning of data
from an unstructured large log data. As the results, it complements the problem of reduction in accuracy caused by data ambiguity. In
addition, the proposed method recommends intrusion logs by using Fisher’s inverse chi-square classification algorithm. So, it reduces the
rate of false positive(FP) and decreases in laborious effort to extract evidences manually.

Keywords : Digital Forensics, Text Mining, Intrusion Log Recommendation, Association Word Knowledge Base, Fisher's
Inverse Chi-square Classification Algorithim
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Fig. 1. System diagram of a text mining-based intrusion
log recommendation in digital forensics
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2010-02-16 01:52:17 soc¢200x.249.82 - W3SVCT WEB 00x300:.249.27 80 HEAD /HTTP/1.1 - 404 144 160 - - - -

2010-02-16 01:52:17 1000300.249.76 - W3SVCT WEB 300000249.27 80 - - - 400 224 20 - - - -

[2010-02-16 01:52:19 :oc30x.249.83 - W3SVCT WEB 00 :00: 249.27 80 HEAD /Defaultasp - 200 244 37 16 socoex 249.27 - - -
[2010-02-16 01:52:21 300300 249.70 - W3SVCT WEB 003024927 80 OPTINOS / - 501 191 20 391 - - - -

[2010-02-16 01:52:27 socx.200x.249.208 - W3SVCT WEB 00x30x.249.27 80 OPTION / - 501191190 - - - -

[P010-02-16 01:52:28 3000200.249.70 - W3SVC1 WEB 300300024927 80 OPTIONS / - 200425200 - - - -

P010-02-16 01:52:30 ¢ 200, 249.99 - W3SVCT WEB s0ex200: 249.27 80 HEAD /Defaultasp - 200 220 37 16 soc0 249.99 - - -
2010-02-16 01:52:30 socx300x.249.97 - W3SVCT WEB 0030 249.27 80 HEAD /Default.asp - 200 244 37 0 0000, 249.27 - - -
[2010-02-16 01:52:31 x00<30.249.77 - W3SVC1 WEB j0x20x.249.27 80 HEAD /Default.asp - 200 244 37 16 3000000.249.27 - - -
[2010-02-16 01:52:31 soxx20x.249.78 - W3SVC1 WEB 00024927 80 HEAD /Defaultasp - 200 24417 0 - - - -

[2010-02-16 01:52:39 100000, 249.76 - W3SVCT WEB 00:00¢.249.27 80 OPTION / - 501 210 39 0 300000 249.27 - - -
2010-02-16 01:52:45 100¢300x.249.99 - W3SVCT WEB 10030 249.27 80 - - - 400 13720 - - - -

[2010-02-16 01:52:52 00x0x.249.75 - W3SVC1 WEB x0x20x.249.27 80 HEAD /Defaultasp - 200 24417 0 - - - -

[2010-02-16 01:52:55 :o000.249.82 - W3SVCT WEB 00 :00:.249.27 80 HEAD /Defaultasp - 200 244170 - - - -

[2010-02-16 01:52:56 300300, 249.99 - W3SVCT WEB 0030 249.27 80 OPTIONS /HTTP/1.0- 2000180 - - - -

[2010-02-16 01:52:58 s00¢300x.249.99 - W3SVCT WEB 0030 249.27 80 OPTIONS /HTTP/1.0 - 2000190 - - - -

[P010-02-16 01:53:05 s000200.249.78 - W3SVC1 WEB 200300024927 80 OPTIONS / - 200425200 - - - -

P010-02-16 01:53:05 230 249.99 - W3SVCT WEB 00 :0: 249.27 80 OPTIONS / - 200425 210 - - - -

Fig. 2. Example of an IIS web server log file
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TOT0-02-16 oKk 22005 GET pagerinum 200

2010-02-16 oxx00c24970  GET url®404&0bject&Not&Found 404

2010-02-16 ooceec249.77  GET url&i40480bject&Not&Found 404

2010-02-16 oxxcc249.82  GET url&404&0bject Not_Found 404

0010-02-16 ox0c24984 GET Andesf|YSaimal1Same 500

2010-02-16 oxx00c24977  GET And&f|YERZHATERES 500

2010-02-16 xocooc249.83  GET And87|gSaZMAI2AES 500

2010-02-16 oxx00c249.84  GET strFileName2:a0bba| 82 500

2010-02-16 xocooc249.99  GET And87|gSazmaI24E2 500

2010-02-16 00624977 GET  strFileNameg:a0bba| 2 500

2010-02-16 ooeoce249.99  GET  strfileName®ia0bba| &2 500

2010-02-16 o0cc 24977 GET order_namel &order_name2order address&order tel2&order_kind&:cardno@itop&cart_amtaor
der_total&pay_amt&receive namesureceive addrireceive tel 200

2010-02-16 o000 249.209 GET  urli404&0bject@NotaFound 404

2010-02-16 oxo0cc249.77  GET cardno&cart_amt&order : - kind&order_named Zorder |
2ipay_amtaureceive_addrireceive_namedreceive telétop

2010-02-16 ooxe 24999 GET bank_amt@bankcode&bankcode2card amt2&cardno&cardno2&cart_amt&effect month&effe|
ct_month2aeffect yeareffect year2&paidmadipaidman28pay_amtapay_amt | h &ireceive_addrl &receiy|

e name@ureceive tel&top 200 i
Fig. 3. Example of an IIS web server log file after

order tel2&order total
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2 19 FoZ Pnew_mine FHA9 EFo|EZ 059
S AAsY Hx-FHAY AqtstE AP Figo 5014
p (AT gFsi7t Ale+

& 0] z]10] &
F9 39 &4

S8 e,

minmax (p(Ax),Pmax,Pmin,Pnew_max,Pnew_min)
p(AR<-p(Ax)-Pmin

y <- Pnew_max-Pnew_min

z  <- Pmax-Pmin

P(AY<-p(AR)*y/z

p (A <-p(Ax)+Pnew_min

return p'(Ay)

end minmax

D Ol = W o~

Fig. 5. Min-Max normalization algorithm

Table 3& 2 (3)o 98 A3 p(Apol Fig. 59 FHA-
HAdl Atsl dagse 8kl Alet p(AYE YERATE

Table 3. Example of normalization for probability of intrusion
of association words

Min_Max
rule_No(k) Association word p(Ax) norrpahza
tion
D,(Ak)

1 {404}=>{passwd, GET} 0.35 0.575385
2 {404, GET}=>{passwd} 0.35 0.575385
3 {passwd}=>{404, GET} 0.6 0.642692
4 {passwd, GET}=>{404} 0.6 0.642692
5 {passwd, 404}=>{GET} 0.63 0.650769
6 {404}=>{etc, GET} 0.07 0.500000
7 {404, GET}=>{etc} 0.35 0575385
8 {etc}=>{404, GET} 0.6 0.642692
9 {etc, GET}=>{404} 0.2 0.535000
10 {etc, 404}=>{GET) 0.21 0.537692
11 {etc}=>{GET} 153 0.660462
12 {GET}=>{etc} 0.79 0.580769
13 {404}=>{GET} 16.32 0.999999
14 {GET}=>{404} 9.84 0.968708
15 {top}=>{GET} 0.66 0.566769
16 {GET}=>{top} 0.26 0.523692
17 (GET)}=>{7&, <A} 0.33 0.531231
18 (A )=>{7%, GET} 0.87 0.589385
19 (A, GET}=>{+%} 0.87 0.589385
20 {(+&=>{ZA, GET} 0.87 0.589385
21 (-5, GET}=>{ZA} 0.87 0.589385
22 {7+, <A)=>{GET)} 0.87 0.589385
23 {ZA4)=>{2%, GET) 0.16 0.512923
24 {500}=>{ &3, 1) 0.07 0.503231
25 {500, A =>{=5%) 0.16 0.512923
26 {500, 23 }=>{A} 0.17 0.514000
27 {3 )=>{500, &3} 0.16 0.512923
28 {2 5}=>{500, T} 0.85 0.587231

Flas Table 39 Aatste A &4 FES AURE A
= 7:] L=

st A9 7 7 9lew Qlste] At Ashe] A7
WA AT 3 H‘j%xﬂ AL AA 2ol A Wl = W=
LEb = ﬂfdr dolz Qe ATt g A4 Lofe] 3

AF2IAAE Bolzk AR FAAA FHsHE N e
U O WolE We AMEAE Rolsiof s, 54 Bd
e WE Bou WA BEAAE 2d Wi
el e HEAE Roldlor Bkt A7 E Est
olsh e Aw Aol oEL WY EH el Hgart
W oAA 2364 v e WER FASE A% dolo
AFAE wEa, 54 2asdE 28 N5 wod A
A BadE FE MRS e A5 A do] AEAE
sEolts 9ol BasL, T A 498wk g A

A daew A% AFE Ad BAE Adar] s

Robinson®] 23 w|do] AR&3F A% AAL WS Aokl
W] A&t o] & 918, Fig. 59 Ha-3u 43t
7b ghmE HYd EF FES yYdow NIFEE 4 4}

Aeogt 4 e

2ol Axtsta, o] e TtEAR =
Robinson®] =% wge AMES A2 % AMAS AY &4

230 A& Aoz Aystd HY &4 FE pA)dl
NEAE FAgezA AL 24 2d £4 38
f(AVE gt
f(Ak): (S.x)+(nk p (Ak)) (4)
+n,

A @A n= dd do] At o] A dojE B
oz gt A dold F 5 itk E3 x= WA
A2E 7ke s dhe A doje] x7] dEE Ad dof
7 A &4 2o vetd 7] FEE gt s ol
4 AN dig AE FEm 2l N=7E e 2 ga
A o7k vl e o ol2 ek 27k F &
Aol gle z2amA F1E 5 devbd g dES v
gk owld AAomRE x5 Ak, AAE xol g Al
2o AxE Uehlies s9 @ WskE F glon, HAe s
g x5 4 @l A& v JY &4 =21 | A=
© EoRth

21 (DA A HA s9F x9 @S 27 Qs AAF BH
Fe3 2 Hog(cut-off value) FEE = ROC
(Receiver Operating Characteristic) =4[23]& A&t}
ROC =42 HEES 22 vE 7hed Ad

%A & (100-E o] = (specificity), X==)3} 1o Tt
7% (sensitivity) =5 100-954 &, Y5

Fd3 Aot} Table 4= ROC 4& 12]7] $8te] %7

< rd

s s=1, x=02.2 A|Fste] 019 7HFo R, so #FHe A
AI71AL x8] 2 STHAIATVEA, F 103 AA S &
A 235 273 2% ZA3%E YeRdh Table 4914 s9
e AaA7a x9 Fe TMAIAZIAA e ol s
o} x7b 4% Bl #AAel7] wliEelth & Eo] s9
@ x9 gho] BF 1 A, A7 wojr) i FHIo
U HY &4 20 &3tha i o] A o sk
E¥% Avtez x4 19 SEFS et



Table 4. The result of classification rate by changing s and x

Normal log—>
Normal log

The The
numb | False | False | numb | False False

Intrusion  log —>
Intrusion  log

° * er of | positi | negat | er of positi | negati
classi ve ive classi ve ve
ficati (%) (%) ficati (%) (%)

on on

1 0] 492 0 0.66 54 3148 | 3037
09] 01} 762 0.07 1.42 321 3738 | 39.69
08| 02| 7638 | 0.02 2.74 1031 3327 | 2091
0.7] 03| 8642 | 0.02 445 7381 10.96 9.97
06| 04| 9921 2.15 9.51 8578 10.45 6.09
05| 05| 9724 | 878 | 1498 | 7286 10.50 513
04| 06| 8772 | 1050 | 372 4231 16.50 2.54
03] 07| 5643 | 41.25 | 67.35 | 5312 18.37 1.78
02| 08| 4764 | 2040 | 70.82 | 4728 16.18 1.28
01] 09| 2554 | 3861 | 8352 453 0.22 0.78

0 1 53 0 99.65 0 0.00 99.76

& 9)\13}.
Fig. 62 Table 45 7]4to
t}. Fig. 60 Yehd =49 @9 BiE&(%)0]

ROC curve

100
80

&0

Sensitivity

40

20

o 20 a0 80 80 100
100-Specificity

Fig. 6. ROC curve by changing s and x

Fig. 62] ROC Aol Aekghe s71 0.7, xi= 0301tk

ke x9k s2 722 039 072 ZAAs] AyrstE A
&4 g gigf 7tEAE ALkt

Table 5% Aifstd Ay €4 & pADE 2 @

dste] AltE A FbE A9 £ F2E (A)E

i\

jata)

Table 5. Example of calculating the probability of intrusion

with weights
Min
Association noll/r[na:h S X e f(Ay)
word(Ay) Jation
p(Ax)
{404}=>{passwd, GET} ~ 0575385 0.7 0.3 3 0523285
{404, GET}=>{passwd} 0575385 0.7 0.3 3 0523285
{passwd)}=>{404, GET} 0642692 0.7 0.3 3 0577859
{passwd, GET}=>{404} 0642692 0.7 0.3 3 0577859
{passwd, 404}=>{GET} 0650769 0.7 0.3 3 0.584407
{404}=>{etc, GET} 0.500000 0.7 0.3 1 0417647
{404, GET}=>{etc} 057538 0.7 03 3 0523285
{etc}=>{404, GET} 0642692 0.7 03 3 057789
{ete, GET}=>{404} 0535000 0.7 0.3 1 043823
{etc, 404}=>(GET} 0537692 0.7 03 1 0439819
{etc}=>{GET} 0660462 0.7 0.3 9 0.634449
{GET}=>{etc} 0580769 0.7 0.3 7 0.555245
{404}=>{GET} 0999999 0.7 03 75 0.993526
{GET}= { 04} 0968708 0.7 0.3 64 0.961473
{top}=>{GET} 0566769 0.7 0.3 3 0516299
{GET}:>{tOD} 0523692 0.7 03 3 0481372
{GET)=>A{FE, 24} 0531231 0.7 03 4 0.496792
{(2A)=>(F&, GET} 0589385 0.7 03 5 0.553846
{4, GET}=>{7F2) 0589385 0.7 03 5 0.553846
{(FE=>(2A, GET} 0589385 0.7 03 5 0.553846
{:rer, GET}=>{A} 0589385 0.7 03 5 0.553846
T, A= GE"I} 0589385 0.7 03 5 0.553846
{I_Zﬂ >(&%, GET) 0512923 0.7 03 1 0.425249
{500)=>{# %, <A} 0503231 0.7 03 1 0419548
{500, =A}=>{2%) 0512923 0.7 03 1 0.425249
{500, &5)=>{A} 0.514000 0.7 0.3 1 0.425882
{FE=>{500, &5} 0512923 0.7 03 1 0425249
{Z5)=>{500, &) 0587231 0.7 03 5 0.551957
42 o FlolME 2e|E2 ol 85 A =X =E AL
HaE 2o ggenny 9 £4 228 28] 9
sto] Ao ® Table 29 MAT H4& g=gch v
O 2 Apriori €ag]EE o] gt HAE = Jozn
B Ay wols FEFTh o9 o] FEE AH WolE
7o g wA el o FholAlE i dauss o &3] H
2E 23 A% 2as J9 &4 2ad FE% Y =
I ALk
add o FhelAlE R duEsd A8sr] fsixe
AR o FlolAlw AFS AACk FHI0L o 7holA
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Table 6. Example of a test log set
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ojg} e AT EFHOAAM At AIsA % Table 69 215 tdom HAAE AT F A=k

& BRE A AY=rt AstE= A4S oWl Table s AALE 72t 012 AAS L dAf dolE FEI
=4 2aE FF3] % H2E 21 JFe Table 72 F&4 A ol o & el

2 Yephdd Table 8 7} Z1ZHE Table 7% o] F&3 A

Table 7. Example of association words extracted after preprocessing

Association word

{GET, 200, top}=>{topview.asp, shopHtopview.asp,GET}=>{top, shop}{top}=>{topview.asp, shop, 200}{top, shop}=>{GET,
200H{GET}=>{200, topHGET}=>{200}Htop}=>{200}

{(FE=ATZHIIH 2= R HAnd=> (25, 719 EHE R, And)=>{7I 9 EHAnd)=>{Z%, SAHEE)I=>{7I9E, And, T
EHEA, T2=>19 s, 25 HAnd, SA=>{(719 5, 25, TIN5, And, 25, =>4} {500)=>{741)

{GET}=>{pageHpage}=>{numHnum}=>{200{GET, page, num}=>{xxx.xxx.249.85, 200}{num,xxx.xxx.249.85)=>{200, GET}

{admin}=>{POST }{login_check.asp}=>{% }{admin}=>{login_check.asp}{login_check.asp}=>{admin,POST Hadmin,500}=>
{login_check.asp}{Z, 1 ogin_check.asp}=>{POSTHlogin_check.asp, %}=>{POST, admin}{login_check.asp, POST}=>{500, %}
login_check.asp, POST, admin}=>{Z, 500}

{passwd}=>{etc {GET}=>{passwd, script}{etc}=>{webplus, GETHGET}=>{script, passwd, etcHscript, GET, passwd}=>{etc}
GET}=>{webplus, passwd, etc, script}{webplus, passwd, etc, script}=>{GET}

Table 8. H, S, | by calculated based on association word knowledge base

Extracted association word f(Ay) H 1-f(Ay) S 1

{topview.asp, GET}=>{shop, 200, top} 0.21678 0.78322
{GET, 200, top}=>{topview.asp, shop} 0.37369 0.62631
{topview.asp, GET}=>{top, shop} 0.26579 0.73421
{top)=>{topview.asp, shop, 200} 0.32068 0.67932

{top, shop}=>{GET, 200} 0.11677 0.0004 0.88323 0999 0.00018
{GET}=>{200, top} 0.00168 0.99832
{GET}=>{200} 0.01766 0.98234
{top}=>{200} 0.00235 0.99765
{500} =>{A} 0.85289 0.14710
(1 =)=>{23) 0.81984 0.18015
{And}=>{&%, 7]199=) 0.58184 0.41815
{And}=>{Z%, A} 0.68184 0.31815

{(ZE)=>{719=, And, T} 0.54738 0.9679 0.45262 0.334 0.81696
(A, Ta=>719E, &%) 0.58615 0.41385
{And, <A }=>{(7191=, &%, 75} 0.51292 0.48708
(719 =, And, &5, FE)=>(A} 0.58184 0.41815
{GET}=>{page} 0.00007 0.99993
{page}=>{number)} 0.07880 0.92120
{number}=>{200} 0.35770 0.64230

{GET, page, number}=>{xxx.xxx.249.85, 200} 0.16687 0.0005 0.83313 0.987 000677
{num, xxx.xxx.249.85}=>{200, GET} 0.52270 0.47730
{admin}=>{POST) 0.65521 0.34479
{login_check.asp}=>{%} 0.71312 0.28688
{admin}=>{login_check.asp} 058172 0.41828
{login_check.asp}=>{admin,POST} 0.72611 0.27389
{admin,500}=>{login_check.asp} 0.54332 0.45668

{#, login_check.asp}=>{POST} 0.62114 09520 0.37886 0528 071185
{login_check.asp, &}=>{POST, admin} 051351 0.48649
{login_check.asp, POST}=>{500, =)} 0.56242 0.43758
{login_check.asp, POST, admin}=>{%, 500} 0.49372 0.50628
{passwd}=>{etc} 0.61320 0.3868
{GET}=>{passwd, script} 0.62730 0.3727
{etc}=>{webplus, GET} 052341 0.4766
{GET}=>{script, passwd, etc} 0.56210 0.4379

{GET}=>{webplus, passwd, etc, script} 0.45120 08408 0.5488 06% 057200
{webplus, passwd, etc, script}=>{GET} 0.49380 0.5062
{script, GET, passwd}=>{etc} 0.47620 0.5238
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dolE gido® A (5), A (6), 18 4 (Dol diste] o|lEE FF &40 gl 2aE dviy T BRI
Axtel H, S, 19 k& YEpdT) Table 8ol4 2113 21 71528 YebdY. AUC(Area Under the Curve)= ROC =
32 19 o] 058 Fonmg g EHo] gy 2o ¥ Mo ol H A VERM FH Al2glo] FS(good) EI
wate] FHshA @evh Wb 22 204, a8 215 S BREGFE FUketh oA ‘2 2779 "Y(bad)
= A9 &40 g 2R AGsle] o]5S [9 7o) = 2 AAse o] 8t =il 2 2
S FAUA Ve EAR AEsit HEHoR (RO2 2 oF ‘Y 2'E PRI Y 73:]%] <4 205 HAY &
14, 25)E XA A FHg A RIOR FAHY A L 2D, AN 2OE AY &

A 23R FHI ASE B 22’2 A3t B3,

o HFHo

T 91#”4 0.50] 8=
SAeH23].

xi]?_?l— q ]E4 E;H]N E'U}\E u].o]u 7]&} ol 54 7 .
3 HAK Robinsond] 452 B7AsH] A3l 712 Table 9% E7JE 71, 2008 AHste] 019 @A S
A obinson < Hrts 5 =
o I ] 2 59 g BaAE x9) g FANANEA F 103)
o Bk woly 1&g 21 HAe) A el 485l
°] ROC 2 %2 H2EZ A4S el
o5g Wagezd 1 A%E WG HAE b)Y
Nes txE vl HALs s|Eo u}m% ZA1E AL o
158 BAE EAAo] M8 71E BUE IR A8 Table 9. Result o f ROC sensitivity test
A gohl7] flstel 2Ee A¥E 1 AnE Ane
2 oA} A4 EdZ 0|48l 7]%(Decisiontree)[5], TAE AK _Robinson | Decisiontree | Textclustering | AR_Profile
51 S| X itivity| specificity | sensitivity| specificity |sensitivity| specificity [sensitivity | specificity|
zHA B g e 2RS ALgE= ury sensitvity| specifciy Y spectfiery ¥ spectfiit ¥{spectficit
- ﬁl ﬁ)[l4] N ‘jﬂ ]Eii‘lzio}“iﬂf(;: G || || | ®| | ®w
extclusterin, , 1Yl 1 flo 3 =
& - N : 110 0 100 0 100 0 100 0 100

st 1 oatA JFE AHEsE W (AR Profile (6]
ol gtk FH Alx®le] AFr= FH AlAgo] AREAL
A drht 22 2o FHeo] 7hsdrte ARE 4,
1 FTFE= AdF5HY AHI=E F4s= MAEMean

Absolute Error), wi{° AIEE FAHse= AL:

091012877 (99.00 | 1.140 | 99.93 | 11.19 | 89.26 | 35.26 | 88.81
0.8 1024615 92.84 | 2410 | 99.28 | 23.77 | 79.34 | 67.81 | 76.23
0.7 1036994 | 82.53 | 31.08 | 92.74 | 46.15 | 59.51 | 72.84 | 53.85
0604 |8532|67.05|61.92 | 82.26 | 69.94 | 42.50 | 77.86 | 30.06
0.5 105 |86.72 | 46.42 | 81.78 | 66.56 | 85.32 | 28.34 | 83.35 | 14.68

(precision)$} A& & (recall), ROC =4 Fo] glvH24]. & =
Zol A Alokat e a)Ezte] BTN BEe FEE 0406|8832 | 4520 | 8359 | 46.41 | 86.72 | 17.00 | 90.60 | 13.28
P 05 2 93 771 vl 4=k Ade, 2 0.3 0.7 |97.90 | 2063 | 98.10 | 2094 | 97.90 | 8500 | 98.79| 2.100
21 ROC A9 Hu2 A&t A5S H371skei) 021081(9930] 0 [9991]| 0 ]99.30|2.83099.72| 0.700
01]09]9970| 0 [9993| 0 |9990| 0 [99.87|0.100
51 Ms =l X2 0O f[1]100] 0 [100] 0 [100] 0 [100] 0
A= w7hE 9ste] 20104 29 16215E 20104 3¥ 19 AUC | 0822677 | 0777905 | 0561457 | 068412
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Table 10. Performance of methods for extracting intrusion

logs
method FN(%) FP(%) LA(%) | LR(%)
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