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Abstract

Purpose: This paper is focused on introducing the Automotive Functional Safety International Standard -
ISO 26262 and proposing effective countermeasures of ISO 26262.

Methods: We studied collected data about ISO 26262 and analyzed the relationship between ISO 26262 and
Quality 5 Star of Hyundai-Kia Motors for the integrated product development process.

Results: Results showed the product development process for the integration plan between ISO 26262 and
Quality 5 Star. In addition, we added an entry about the functional safety in the evaluation item of Quality
5 Star System.

Conclusion: In order to introduce ISO 26262 effectively, we proposed ISO 26262 requirements and functional
safety concept to be added to Quality 5 Star.
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2. ISO 262622 74

2.1 E&9 42

ISO 26262 &4 el 2= 4F9] hxst BAE A=A, Ao T3] 3.5% olstoH] Holw sht
olde] M7/ Al&BlE E3betal g Aol AEH e TFolth AsAt - 7s kAol AlE sl 71
WA B, APADN, AE LI S, A0 G, 2TEA] ), A L o, A9 LAl S
T 1070 FER A E o, 43709 et ARMAIE- Eobd F 58871) B HaL AFERE X o] T Al
W TRA 2 AT FE AT AA 7]Estal o, IS0 262629 Als N TRAlAE Y] 7}
WA Saalol & FAZ L AAE NG5S B gtk 2404 2 k= Al g AR o )
@l ekd ¢ F7], ASIL ol ol Zopitt.

1.V ocabulary
2. Management of functional safety
| 2-9 (rrerall safety man t | | 2-6 RBafety managemnent during item development | | 2-7 Bafety management after releass of productim |
3. Conceptphase 4, Product devdopment system level 7. Prodoction and operation
| 3-5 Ttem DefiniHon | 4-5 Tnitiation of product | 4-11 Releaze for production | | 7-5 Produchon |
dewvelopment at the system level | |
6 nitiation of the safety b - 4-10 Fonctional safety (=i T-6 Cperation service
lifecycle | i;?ezp :gﬁuffe‘;f‘;nﬁthe technical | (maintenance and repair) and
77 Hazard sndlysis codrisk | el | 4-9 Bystem validation | decommissionins
assessment ‘ 47 System desizn | [ 48 tem inteeration and testine_|
| 3-8 Fimetional safety concept |
5. Product development 6. Prodoct development
hardeare level softerare level
55 Initiation of produoct 6-5 Initiation of product
development af the hardware lewvel development at the software level
56 Bpecification of hardware 66 Bpecification of software safety
safety requiraments |requirements |
57 Hardwrare deden K| -7 Software architectursl desizn
E-8 Bofterare vmit desizn amd
58 Hardware srchitectursl metrics implementation
59 Evaluation of viclation of the -9 Boftrrare ot testing
=afety goal due to random HW E-10 Bcftwrare intezration snd
failure= testin:
10 Hardware intesration snd. F-11 Verification of aofbware zafeby
testing requirementsz
8. Supporting processes
-5 Interfaces within distributed developments 5-10 Docoment ation
&6 Specification and menagement of safety requirements 5-11 nalification of sofbware tools
7 Configuration mansagement -12 calification of sofbwere components
-8 Change manazement 813 Cmalification of hardware comp onents
-9 Verification 5-14 Proven in nze argument
9. ASIL oriented and safely —oriented analyses
| &5 Requirements decome osition with resp ect to ASIL tadlorine | [ &7 dnelysiz of dependent failures |
| 96 Criteria for coesdstence of elements | | 3-8 Safety analyzes |

| 10. Guideline on 26262 (informative) |

Figure 1. Overview of ISO 26262

<Figure 1> ISO 26262° W3k A 755 HolFaL vk Al 1SO 262629 Al 485 &,
o], e]aL oo S Awstal glom, F 142709 8o B Aele} 537he] ofoj= o] Sltt. Al2%-

2 E A SARS deska glon, 7l bl dEE TS A, =4, 1ear F4 6t
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oh E HARAsh go] 24 Aol 2Folok & ANATE FEA, A o F ol A AWH AU
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]
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&9, s, 2T AV A PAGS EHSA ek AR b 2ARES) WAl 2 A, 34 e,
WA B, 4 BAS, AEEde] BT ALgel UF A9, ASFY AT ol U ePARe Folsha
I}, A9H- ASILF qHdel 7]uket B4 S w QTN 59 EFAT. A0 Fo A, A Ao), ASIL
2l 5 1S0 262629 olale] Egol Wt ARE 715 gt
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Figure 2. Safety lifecycle
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2.3 ASIL

ASILel#t IEC 615089 tFZAAFFSIL) /Hds AHsat Al 57800 gl 743 Apge] et adsEo
2A], g ofel |l B A|2Hlo] YAlstaA) Bhe Vs A el S e Aotk HA 5wl ASIL A
A3 539 ASIL D7HA % 471e] 5302 491, ASIL S530] &tk AL A o TR AR E A
S AH o |7t F 4 duhe Folth 5 D Sl 2SS Y 75 S GAs] stk o e
& ST AR Fgtatoiof sttt ASILS A7, &g, Alo] 7FeAd ] A E Farste] A, o3 ofo]
g9 7154 glell ZAE F7] WiLel ofoldel tigh A HAE 1T o
<Table 1>2 ISO 262620 AAE Ate] A%, =285, Alo] 7549 A 7h=
Ul #%ak= ASIL 24 7]1#%2 BojFa gk ASIL 3l e} SO 262629] 2 s
QA 28 9o QMERAD) 55 IS0 262625 57517 913 e ﬁLAP‘z}% stk 21 ofmgi),

l‘l[‘

i

Table 1. ASIL determination

. . . Controllability
Potential severity Probability of exposure
Cl C2 C3
El QM QM QM
s1 E2 QM QM QM
E3 QM QM A
E4 QM A B
El QM QM QM
E2 M M A
< Q Q
E3 QM A B
E4 A B C
El QM QM A
E2 M A B
S3 Q
E3 A B C
E4 B C D
<Table 2> 1SO 26262914 AAIBHL = 241 7] e dAjolth. AAJstaL = 2 WS 919 &4 ¢ o

23 rre] Az AR ASIL ol uheh, vl AR+ +7), AR+, Al §lv(“o") & v Al =

gl

Table 2. Example of system design verification techniques

ASIL
Methods
A B C D
la System design inspection + ++ ++ ++
1b System design work-through ++ + o) o)
2a Simulation + + ++ ++
2b System prototyping + + ++ +4
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3. Bef - 7|opEALe] 52w

A dof-7]okabs A= ] AFsAF A1) 80% o1l A& FASAL lon, Sl Aol FEAl = Al
Eo] dul-7|okAbE At FES wEetal vk ol wul 1919 AFES 2 v dulvoRls At AAAL
tin] Apdste FAAAY gRE 98 FES Tuche FHAAES t R Aate] AL E AlEe] Fas
gt 187wt FA52E AR /15 A 7]okabs At FE-S wESAL glE ] FEAZRGAES]
FE AL el gl 3ol

FAb2EE An-7lokabEsalrt kY] F4 FRE 95 A ES Frlete AkEA, AT 27 14}
FEAA} FEshe 55 F4% 7ed 58 THEIIEE Alolth o= 1dlE FH52E, FH62E FYA T
°of F 12709 THOE WrolAm A A, R B, AR 2 A3 S 35S Bt
Z|eA o ke suAdE UNEE AR 97 A SeAdE st JrkHyundai'Kia Motors 2012).
<Table 3> FA52:Ete] FHA A ﬁé W 6”154 01]*1 ojH, 2 TH o

458 Nzon Basitel 58 24 w.

Table 3. Example of quality management system evaluation sheet

Reviews/

NO Inquiries Score .
d Observations

> Is a quality plan established before a development of new car parts and

Item
replacement of a model?

- Quantified quality goals, responsibilities, authorities, and work instructions
for each step(procedures)

- Whether plans for each step of new car development test, inspection,
and audit have been established

Condi | = CFT organization chart, work guidance, division of tasks, regular meeting

—tion minute

- Summary of regulations/requirements for each country, monitoring of
recent modifications

- Keeping and management of product and certification lists for each
country(Part No. included)

1-1 1) No quality plan including customer lists and subcontracted product | (5)
development schedules

2) There is a quality plan including internal/external development | (10)
schedules, but documentation is insufficient and does not reflect
requirements in each step of development

3) There is a quality plan that reflects the internal/external development | (15)

Stand schedules and requirements for each step of development, but its

—ard implementation is not satisfactory

4) A quality plan that reflects the internal/external development schedules | (20)
and requirements for each step of development is being implemented,
but the process is focused on design and development

5) A development system mainly led by CFT of the new car quality | (25)
management team has been established and implemented. The executive
report is regularly submitted with support for executives
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FAS2E Ao S A% MU T shhe A7) okabs Akl A Algske AQISl whet FEE i sk
Zolw, dol-7lofAs At A= 58 B & FES Tche BE JEAAE o R A REA 9 &
SIS AlAEkaL v Hyundai-Kia Motors 2011a). <Figure 3>& & tf-7]o}xgatoll A FH A Ao A 24381+
A REAE SAM BEUY ok,

Decisi ]

on the Model Initiation FPILOT Mass prodoction
IRE of Parts :
> Product Planning > PS0iof PartsManufacturing
Product Design and : A al of ISIR
Development : pprovale
Process Preparation and ¥erification >= FPSC
Supp art and Quality Contrdl of Parts ><$I_H£>

«  Review o I Establishment of the =  Procesz FMEA = SBvstem Test and «  Thorough
Dresrelopment Zmality Plag «  4M Specific Preparation Erralnation Inspection for
Validity & Reflechon of Flan @ Preparaton and Products of P]'.Ilot

« Initial Rizk problemsinthe past G  Process Control Flan Inzpection for [STR Mazz Production
Ewvalnation of Parts »  Design FMEL «  Reliahility Test Ahilibe Apvrotal . Q‘U-Elib" .

+ Selecioncfthe @ Seowineof CAFAad . nepection Tool ©- Cetificafion forFilet ~ Unifermty
Parts Developer Establishment of 50 JInstrment Cast Mazs Production of Inspection for
Adjustinent and certified comp sy FroducHan Barta(FPEC the Process
Decizion of Parts operation plans = Execotive Inspection

= Dewvel t of Stendards
ImportencelEE) . Pilot Unit Production  for the Menufacturing

»  Desizn Ohjechve - Pilat Unit Contral Process

= BRelishdlity and Flan «  Conclusion of the
Qualllbr Goall . @ Pilot Unit Yerification lnspection Agreement
Review oo Initial »  Executive Inspechion = Aunalysiz of the Measuring
Material Demand Syhemm
& SupplABOM) - PYP2Parts Production
Initial Progress of amnd Tnspection
the Mamfachring ®  (Verification of Beflection
Process £ P1 Probl i the P

«  List of Special \

Characteristios of nto the Hew Model)
the Tnthsl @.  Packine/Shippinz
Product/Frocess conbainenPallet
+  Executive Inspection @ Testin Adverse
Condifons
. Zecuring of CAPA and
I  omof S0 cortified
o Ay operation remlts
18- Process Andit
= Executive Inspection
Figure 3. Process of new car parts development stage
-7 opabEake] Alap FENL dAE s AE71E, AF AA 2, 34 #6 R 2, BE A
S, Shatal 9o, ZF YAlE 71E9] APQPE vl = AA =AY

=
ujol] APQPSF M AN A Q1 S5-2 FARSHAI W A4 08 g el AR th2nhal & g vk g AAE FE
ur
=

1S kg AR AlE N ZEAxga & ¢ vy UEE gAY FEe
PSO(Process Sign Off) 129415 YER I 9o, PSOT Al f F-3Eol tist A8 4 58 §38) 7% #2445 A
Al ol WESHA skal A 2 B S-S BE 3 ol RA sho] Fikxy] A oAy} Fate] T FA
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4.1 ISO 262629+ dA= AQIS

om

T AsARe] 715k vk B o] Frkskal la, wlarelu §1 52 As A QA A, 4lak A gl
ISO 26262 8719 &7F 2ot A8 -d wet U] 2EGAE FHLR 180 26262 Q159 =Y AlgallFch
g Az Al AlE2] 7)5ehdS SREh] 918 1SO 262629 1S =S wu] itk FEd A 711
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G TS AFAL F Qov, ofF sash] A wEow J1E FARGALY IS0 262628 BF 9T
WL AF Bask ok B =Rl F) A% ARE 191 9419 lopdEl A T sa g F45
2-Ehe] AQISS} IS0 262629) AE M L2 A2 AAS] 7% A% $E FQ L7 9o AFS] 715
He Fus] A% FH WAL ANSHIA Bk AohIopEAE 200195E AAHELFRE 93] AQSE =
s Qe TG AuvlobdEAe 4 FuE 03 BE /118 & AoE Frhka ek 53] A% A
AlEe] HENE @A Foe o€ slof SeAE RASA FALCE 1Es gleld @ AgAel vl
3 e vhirolrt

SO 262629] A& Mt L2412~ #3359 Jda A, AldF~AGF-2] A& /NHDA, A7HF] Fit o] % dA=
TAE o, Z dAERE 7)F obd FRE 93 QAKEES Eeslal ik A dAlE AlE] dAE £ e
Adaio] ¥4 2 ASIL 555 24, i A28 75 Aosta A7 £48 73 obd 2 A E

ek woleh, AF AREAIAE gl A4E ASIL
sEglo} ol i AL AAS ABSHI A2 B 2 AP

[
A Aol SAF A ] obd Aol He RUE, An] M| ek e T Rl sl
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748 W8-S RojFEth 1SO 262629 AE N st~
A|2staL ofo]El Ao okt FHFr] 5 Ao 59 137 FES FEIsih F7Hd
obd $mF7] 85 o] 989 B 2 g3 PJrh ASIL A4, obd By A4,
262629 AFE N Z2A|2ol A Ade Aol dlFstE dEoltk. A4 H ASIL 5 e Sdia A

i
28 5, o] 7, ALEM] £F), AW B % NYS B O 75 4F 2L Hh A
X

o
EA71E A, AR AR P 8 fA = AlE g Al gt
ok

LA TollM 71E9]

3 :

Bk o] b, dak ol A 4 gl ok W EAlY] B2 Wit ol F- bl sFehe deltt
]2 3k ISO 26262°] /NddA, A% /W GA|, G o] F @AA e7sle deEol Frhdthe A2 AF ¥
7% b 8 ARge] FUbETHE ojnjon, o2k ISO 262629 S7ANFE W s A% T ZEA 7L R
o 7]&e] Alzglef Rt o] FEAAES F7HAR AR S AN s Aol

Decisionrmaking
on the Model Initiation PILOT Massproduction
IRE of i’arts
Product Planning PS0iof PartsManufacturing
Product Design and
= Dewdonm ot i Approval of ISIR
E Process Preparation and Verification > FP SC
= | Supp et and Quality Conird of Parts >=@assh)ﬂndm)
E H
= Review o D-  Estoblishmept ofthe = Process FMEA = Bretem Test and = Thoroush
@ Development ity Plan . 4M Specific Preparation Evalnation Inspection far
(] Validity @« Reflection of Flan @ Preparstion and Products of Pilot
%) Initisl Risk problemsinthepast . Process Coptrel Plan Inspection for I3[R Masz Production
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o Selection afthe  @. Zecurine of CAPA snd . Inspection Todl »  Lertification for Pilot Uniformity
- Parts Developer Establizhment of S0 .-"I:nsgh'ument-"(:ast Masz Producton of Ingpection for
© Adinstment snd certified company Production Eald;ﬂfEESQ } the Process
O Deu;tun ufs:PD%Ert? mata.hm_nlans . + Development of Stendards *  Executive hapection
> lmpl sncel [l = Filot Unit Prodoction for the Manvfactoring
> Desizn Objective - Pilot Unit Contral Process
= EReliahility and Flan «  Cooclusion of the
= Cuality Goal @« Pilot Uit Verification Inspection Azreement
o Reviewr on Initial = Executive nspection = Analysiz of the Measuring
o Material Demand Srstem
Qo & Supply(BOM) - PYP2Parts Production
) Initis] Prosress of and Inspecton
the Mamfachring ©  (Variication of Reflection
-S Process £ F1 Prabl in the P
© List of Special .
Ll Characteristes of @ JntD_thE_NﬂéLMQd.ED i
the Initisl * Eackine/Shippinz 37 Items in the 5
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Executive epection ©+ Testin Adverse Development Steps
Conditions
e Securins of CAPA and
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4.  Process Audit
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Table 4. Functional safety concept added to new car parts development management evaluation sheet

NO Inquiries
Item | > Is a quality plan established before a development of new car parts and replacement of a model?
- Quantified quality goals, quantified goals for functional safety, responsibilities, authorities, and
work instructions for each step(procedures)
1-1 Condi | ~ Whether plans for each step of new car development test, inspection, and audit have been
tion established
- CFT organization chart, work guidance, division of tasks, regular meeting minute
- Summary of regulations/requirements for each country, monitoring of recent modifications
- Keeping and management of product and certification lists for each country(Part No. included)
ltem > Has the specific working procedures for each step of new car development been established

and managed?

- Specific working procedures for each step of new car development have been established based
1-2 on the related standards (PSO, APQP, ISO 26262, ctc)

Condi | - Management of the rescheduling and progress of each step of new car development; evaluation
—tion forms for each step submitted

- Utilization of a computer—based system for effective history management of new car development
- Data-sheets of problems in the past are inspected for reflection

> Have advance verification to secure parts quality before new car development(reflection of
Item quality problems of the previous cars, PILOT line operation, and new car parts durability test
been implemented?

- Establishment and reflection of regulations to reflect quality problems and functional safety
problems of the previous car models, and to benchmark of advanced parts

1-3 - Securing of a line dedicated to PILOT Projects and database of quality verification of each step

of mass production

Condi . . . . . .
-tionl - When it is unable to establish a PILOT-dedicated line, consultation with the development team
regarding alternatives and appropriateness
- Whether durability tests(sampling condition, test standards, times, etc) are conducted
- Whether design verification(interpretation) tools to prevent quality problems from occurring are
in use(DPA, CAE, etc)
Item D> If applicable, is 'FPSC' activity to secure a level of quality in mass production of new car parts
being implemented and? Have supporting evidences been secured?
1-4 Condi | ~ Implementation of FPSC and examination of supporting evidences
ton |~ Thorough inspection of major characteristics during the initial period of mass production(at least

one month)
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