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Analysis of DDoS Prevention Algorithm
in Mobile Ad-hoc Network

Kim Dong-Chul”

ABSTRACT

In this paper, the information security requirements in the mobile ad-hoc network(MANET) are presented,
and the algorithm to establish the protection node(gateway) is proposed to prevent the distributed denial of se
rvice(DDoS). The information security technology and security threats in the MANET are presented, and prot
ection node is decided to minimize the total cost through the sending nodes and receiving nodes by way of pr
otection node. To set up the protection node, the minimization algorithms of maximum cost and the average c
ost between the protection node and receiving nodes are compared with the optimal solutions, in which optim
al solution is found out by all enumeration method. From the results, the total cost between the sending and
receiving nodes is minimized under the average cost minimization algorithm rather than the using of the maxi
mum cost.
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