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Abstract: This paper provides an overview of the security in the System Architecture Evolution
(SAE) / Long-Term Evolution (LTE) system. Security is an integral part of SAE/LTE with
improvements over the Third Generation (3G) system. This paper reviews the SAE/LTE system
architecture, and discusses the security requirements, algorithms, Authentication and Key
Agreement (AKA), Security Mode Command (SMC), key hierarchy and security for mobility.
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1. Introduction

System Architecture Evolution (SAE) / Long-Term
Evolution (LTE) is the first mobile communications
system that is based entirely on IP and provides a higher
data-rate with improved security compared to the previous
system [1]. SAE/LTE was specified by the Third
Generation Partnership Project (3GPP) in 2009 as “Release
8”. The 3GPP specifications are developed in releases
where each release fulfills certain requirements. In the case
of SAE/LTE, the system went through several changes
compared to 3G. These include the following: (a) the base
station or eNodeB (eNB) has enhanced functionality, (b)
eNB is the end-point for the user traffic, (c) there is a key
hierarchy allowing for key separation depending on the
purpose, and (d) forward security is provisioned.

As with earlier specifications from 3GPP, in the mobile
device side (known as User Equipment or UE) the core of
the security lies in the Universal Subscriber Identity
Module (USIM), which is used to authenticate the
subscriber. After authentication, the mobile device and the
network generate the key material for securing the
communication. Communication between the network and
UE is in the form of signaling (control plan in 3GPP
terminology) and wuser data (user plane in 3GPP
terminology). Signaling traffic is integrity protected
against modification and is recommended to provide
confidentiality for both signaling and user data. The user
data security ends at the eNB, whereas that of signaling,
depending on the type, ends at the eNB or core network.
SAE/LTE security is also provisioned between all network
elements using IP Security (IPsec). Another feature of
SAE/LTE security is secure mobility within the SAE/LTE

network as well as with other networks, such as like
Universal Mobile Telecommunications System (UMTS) or
non-3GPP networks. Mechanisms were developed such
that neither the security of UMTS or non-3GPP nor the
security of SAE/LTE is compromised.

This tutorial paper provides an overview of SAE/LTE
security. For a better understanding of security, Section 2
provides a SAE/LTE system overview followed by
detailed discussion on SAE/LTE security in Section 3
including security requirements, algorithms, Authen-
tication and Key Agreement (AKA), Security Mode
Command (SMC), key hierarchy and mobility security in
SAE/LTE. Section 4 concludes the paper with a discussion
on future topics.

2. SAE/LTE System Architecture
Overview

Fig. 1 presents the SAE/LTE system architecture [1, 2].
SAE/LTE is also referred to as the Evolved Packet System
(EPS) consisting of the core network or SAE, also known
as the Evolved Packet Core (EPC), and the radio access
network or LTE, also known as Evolved-UMTS Terrestrial
RAN (E-UTRAN). The User Equipment (UE) is connected
to the EPC over E-UTRAN. The UE constitutes of the
Universal Subscriber Identity Module (USIM) and Mobile
Equipment (ME).

When defining the SAE/LTE system architecture,
3GPP paid particular attention to supporting flexible
network configurations and providing high service
availability. In the core network, for example, separation
of the control functionality (MME) from the user plane
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Fig. 1. SAE/LTE system architecture.

handling increases the flexibility when deploying the
network.

SAE is an all-IP core network with a flattened
architecture that is capable of catering to different types of
radio networks including LTE, Wi-Fi, WiMAX or 3GPP2
based technologies. The SAE constitutes the Home
Subscriber Server (HSS), Mobility Management Entity
(MME), Packet Data Network (PDN) Gateway (PDN GW
or PGW), Serving Gateway (SGW), and Policy and
Charging Rules Function (PCRF). This paper focuses
mainly on HSS and MME because they are involved in
security (see details in next section).

MME plays a key role on the control plane signaling
(Non-Access Stratum (NAS) signaling, i.e. core network-
related signaling) operations of SAE, and is the
termination point of NAS security. MMEs also perform
NAS key handling, algorithm negotiation and MMEs
participate in key handling of AS security. The
connectivity between eNB and MME is secured using IP
security (IPsec) [3]. MME is involved in the handover of
an UE within EPS, particularly inter-MME, and also
during inter-radio access technology (RAT) handover, e.g.
to/from UMTS. MME also performs the selection of PGW
and SGW for the UE. The MME interfaces to the home
subscriber subsystem (HSS) and participates in the
Authentication and Key Agreement (AKA) of an UE. A
MME also takes care of the UE reachability, even when
the UE is idle.

LTE with an evolved-NodeB (eNodeB or eNB)
operates Radio Resource Management (RRM), has the job
of selecting a MME and routing capability of the User
Plane (UP) data towards the SGW, and carries the

transmissions of the signaling messages. The eNB is a
radio interface to the mobile network. The integrity and
confidentiality protection of Access Stratum (AS), i.e. the
Radio Resource Control (RRC) - the radio level control
plane — and the UP, terminates at the eNB. Therefore,
eNBs also perform AS security-related key handling and
algorithm negotiation. For efficient use of the air interface,
the eNB performs IP header compression. The eNBs also
perform handover, where intra-eNB does not need to
involve the MME, whereas inter-eNB handover may
involve the MME.

Some of the protocols of SAE/LTE are suggested in the
text above, the protocol stack itself is depicted in Fig. 2.
As said earlier, the mobile network constitutes the control
plane and user plane protocols. The Packet Data Control
Protocol (PDCP) and Radio Resource Control (RRC) are
summarized because they are related to the discussion in
this paper.

The PDCP [4] performs an integrity protection and
confidentiality for the control plane of E-UTRAN, i.e.
RRC, it also provides confidentiality for UP. RRC and UP
together form the AS. RRC controls the security context in
the PDCP. The PDCP also provides duplicate detection,
retransmission and in-sequence delivery of packets to a
higher layer for user plane data. The RRC [5] layer
provides several major functions, such as connection
management, resource release etc. For security, RRC takes
care of the key management of the AS. Some RRC
messages are not security protected. The NAS is the
control plane of EPC and provides mobility management,
session management etc. For security, NAS is the layer
where the Authentication and Key Agreement (AKA)
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takes place; it also manages the keys for the integrity and
confidentiality protection of NAS messages.

3. SAE/LTE Security

This section presents SAE/LTE security. The section
starts with a discussion of security issues and requirements
followed by a discussion on security requirements,
algorithms, AKA and SMC, key hierarchy and security for
mobility.

3.1 Security Requirements

The basic security requirements of SAE/LTE are (1)
Continued usage of current USIM for the SAE/LTE

¢ UE and network mutual authentication

* Confidentiality : optional

* Integrity protection : mandatory for RRC
and NAS, notrequired for UP
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confidentiality
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network and (2) Security should be at least of the same
level or better than that compared to UMTS. Further
details of the requirements are discussed below and more
detail is provided in Fig. 3[1, 2].

To fulfill the first basic requirement, the AKA used in
3G is maintained mostly with slight enhancements such
that older releases of USIM can be reused. This provides
comparable security to UMTS thereby taking care of the
second basic requirement. Several other enhancements
were done, some of which arise from the new architecture.
Compared to the earlier generation of mobile systems (1)
SAE/LTE requires forward security. Therefore, a
successful attack at a given time should not lead to an
attack on future communication after a change in the
security context (in fact an attack on earlier
communication is also not possible. Hence, SAE/LTE also
provides backward security). (2) Key separation for every
purpose is required (integrity and confidentiality in RRC,
UP and NAS), which means that, for example, a
compromise of integrity key of RRC should not lead to a
successful attack on the confidentiality of RRC or UP and
NAS. (3) Integrity is mandatory for RRC and NAS but
there is no integrity for UP data; confidentiality is optional
for both AS, i.e. RRC & UP, and NAS. From this the
control plane of SAE/LTE can be authenticated on a per
packet basis and is secure against a man-in-the-middle
attack.

As described in Section 2, eNB is the end-point for AS
security in the network side. The eNB manages the AS
security context and initiates AS security towards UE.
Therefore, the eNB configuration should be authenticated
and authorized. Security context and keys should be stored
in a secure environment within the eNB.

¢ Integrity, confidentiality and replay-
protection

authentication
e Security association creation atboth
endsof the link

eNodeB

S11
MME SGW
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Fig. 3. SAE/LTE security requirements.
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MME is the end-point for integrity and confidentiality
protection of NAS signaling; it manages the NAS keys and
participates in AS key handling. MME retrieves
Authentication Vectors (AVs) from the HSS, where it
verifies UE authentication. The home network element
HSS performs authentication with UE and generates AVs.

3.2 Algorithms

The algorithms for confidential and integrity protection
are known as the EPS Encryption Algorithm (EEA) and
EPS Integrity Algorithm (EIA). Three cryptographic
algorithms were standardized for EEA and EIA: SNOW
3G, AES and ZUC.

SNOW 3G is defined in the SAGE Specifications [1, 2,
6], which is a word-oriented stream cipher. This algorithm
was designed as a cryptographic solution to tackle
algebraic attacks. AES (Advanced Encryption Standard)
uses the core function of a block cipher. The latest agreed
algorithm, ZUC, is a new stream cipher, which was
standardized to fulfill the Chinese regional requirement.
SNOW 3G and AES are mandatory algorithms for
SAE/LTE, whereas ZUC is optional.

Although the same algorithms are implemented on both
the UE and network (eNB and MME), the UE and network
element still require a mechanism to negotiate which
algorithm should be used when a key is to be derived. In
3GPP, a security mode command (SMC) is defined for
algorithm selection and negotiation. The serving network
will select the algorithm depending on the priority set by
the mobile operator and UE capability. The selected
algorithm will be indicated to the UE with integrity
protection. SMC exists for both NAS and AS security [1, 2,
7]; see Section 3.3 for details. Having two algorithms,
which are essentially different from each other, ensures

that the network has a backup algorithm to work securely
in the case of failure (hacked or cracked algorithm) in one
of the algorithms.

3.3 Authentication and Key Agreement
and Security Mode Command

The 3GPP Authentication and Key Agreement (AKA)
procedure is for mutual authentication between the UE and
network as well as for the generation of an initial key,
Kasme, between the UE and MME of the serving network
[1, 2]. Using Kasme, the UE and MME can derive the NAS
keys and AS keys. The NAS and AS keys are derived and
activated using the Security Mode Command (SMC)
procedure, which provides algorithm negotiation, see
Section 3.2. This section discusses the AKA, NAS SMC
and AS SMC.

3.3.1 3GPP AKA Procedure

3GPP AKA is designed for mutual authentication
between the UE and network (HSS and MME), which
results in the derivation of same / agreed key (Kaswme)
between the UE and MME. The 3GPP AKA procedure can
be initiated by the network anytime, which also ensures the
freshness of key Kaswe. The AKA procedure uses a
challenge-response protocol; it also contains a sequence
number-based protocol against a replay attack. Fig. 4
provides an overview of the 3GPP AKA procedure.

The 3GPP AKA procedure can be divided into two
phases: (1) distribution of Authentication Vector (AV)
from the HSS to serving MME (as in steps 4, 5 in Fig. 4),
where the AV constitutes of RAND, AUTN, XRES and
Kasme; and (2) the authentication and key agreement
procedure between the UE and serving MME (step 6 to 12
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in Fig. 4). The first phase can be omitted if the serving
MME already has a valid authentication vector. The two
phases are explained below based on the steps in Fig. 4.
Note that the two phase concept is only being used for
explanation.

Phase (1) Authentication Vector distribution (HSS —
MME): This phase begins after the UE initiates radio
communication. Therefore, Radio Resource Control (RRC)
is setup (Step 1), and NAS connectivity (Step 2) and the
UE has sent its identity to the MME. The identity is either
International Mobile Subscriber Identity (IMSI) or
Globally Unique Temporary Identity (GUTI) a temporary
identity at the given MME (Step 3). The serving network
element MME invokes the procedure by sending an
Authentication Data Request message to the HSS, which
includes IMSI of UE so the HSS can fetch data related to
the given subscription (Step 4). The HSS sends
Authentication Data Response message to the MME with
AV for a given UE, Therefore the MME can perform user
authentication (Step 5). The HSS can send more than one
AV to the MME. Each AV contains a challenge of RAND
and AUTN for the UE to authenticate the MME, the key
Kasve and a challenge response XRES computed with
Kasme.

Phase (2) authentication and key agreement (MME —
UE): This procedure is also invoked by a serving network
element MME by sending a User Authentication Request
to UE (Step 6). MME inserts the RAND, AUTN and key
identifier, KSlaswe, in the authentication request. Upon
receiving the message, USIM in UE will verify the AUTN
(Step 7) and calculate the CK, IK and RES if the AUTN is
acceptable (Step 8). The CK, IK and RES are sent to the
ME from USIM (Step 9). The RES is inserted in the User
Authentication Response message and sent to the MME
from E (Step 10a). The ME generates Kasme (Step 11).
The MME compares the RES and the expected value,
XRES (Step 12). The UE is authenticated if they are a
match. Key Kasve is calculated at the UE side. Therefore,
it can share the same key with MME. If the AUTN is not
verified at Step 7, UE sends a User Authentication Reject
message to the MME with a proper cause.

3.3.2 NAS SMC Procedure

After 3GPP AKA, the UE and network can establish
the NAS security context for a given KSlasve. The NAS
security context is established using NAS SMC, see Fig. 5.

The serving network MME selects the highest priority
algorithm for the NAS communication, derives the NAS
keys and starts NAS integrity protection. The MME then
informs the UE as to which confidentiality and integrity
algorithm and Kasye to use for NAS key derivation in the
NAS Security Mode Command. The NAS Security Mode
command is integrity protected, and the UE security
capabilities are also included in the message. Initially, the
UE sends UE security capabilities to the MME without
integrity protection. Therefore, the MME sends the UE
security capabilities back to UE in an integrity protected
message so that the UE can verify its correctness. The
MME starts integrity protection after sending the NAS
Security Mode Command to the UE.

The UE verifies the integrity of the NAS Security
Mode Command. If the check is successful, the UE begins
ciphering, deciphering and integrity protection, and
responds to the MME with a NAS Security Mode
Complete message. When the integrity check fails at UE, it
sends the MME a NAS Security Mode Reject with a
proper cause. After a successful NAS SMC procedure, the
AS security context can be established; see Section 3.3.3.

(i)

1. Start integrity
protection

2. NAS Security Mode Command
{KSIASME, UE security capabilities, Cipher
algo, Integrity algo,? NAS-MAC}

3. Verify NAS SMC integrity. 2?Start uplink
Successful: start ciphering, deciphering

deciphering, integrity protection.
4. NAS Security Mode Complete
{optional element, NAS-MAC}

5. Start downlink
ciphering

Fig. 5. 3GPP NAS SMC procedure.

3.3.3 AS SMC Procedure

The basic purpose of the AS SMC procedure is the
same as that for NAS SMC but it is run between the UE
and eNB, see Fig. 6. AS SMC begins after receiving a
message by eNB from the MME. The eNB chooses the
algorithm from the priority list, starts RRC integrity
protection and initiates the SMC procedure by sending an
integrity protected AS Security Mode Command to the UE,
indicating the integrity and ciphering algorithms for the
AS. The UE first verifies the message from the eNB, starts
integrity and confidentiality of the AS messages and then
responds with an integrity protected AS Security Mode
Complete. The UE replies with an unprotected Security
Mode Failure message if the integrity check fails.

(i)

1. Start RRC
integrity protection
2. AS Security Mode Command
{Cipheralgo, Integrity algo,

MAC-I}
27?Start RRC and UP
3. Verify AS SMC integrity. downlink ciphering
Successful: start RRC integrity protection,

RRC and UP downlink deciphering.

4. AS Security Mode
Complete {MAC-I}

6. Start RRC and UP
uplink deciphering

Fig. 6. 3GPP AS SMC procedure.

5. Start RRC
and UP uplink

ciphering
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As stated above, the AS is made from the RRC and UP,
where the RRC is mandatorily integrity protected and
optionally confidentially protected, whereas the UP is
optionally confidentiality protected. Note that UP is never
integrity protected because any error in a wireless channel
can lead to the discarding of the message due to an
integrity check failure, leading to a degradation of the
service.

3.4 Key Hierarchy

Fig. 7 shows the SAE/LTE key hierarchy. The
hierarchy  follows key separation required for
confidentiality and integrity protection for NAS, AS and
UP. This section provides an overview of the SAE/LTE
keys.

* K: This is the root key that is shared between the
USIM and Authentication Centre in the home
network (AuC). This key is used for mutual
authentication, i.e. AKA. K is 128 bits and never
leaves the USIM and AuC.

* CK, IK: These keys are computed from K and are

used for confidentiality, CK, and integrity, IK, in 3G.

At the home network, AuC computes the CK, IK and
sends them to the HSS. At the UE, the USIM
computes the CK, IK and sends them to ME.

* KASME: A 256 bits key is derived from CK, IK and
is bound to the serving network identity (SNID).
KASME is only created by either a successful AKA
or by the inter-Radio Access Technology (RAT)
procedures towards E-UTRAN.

* NAS keys: NAS keys contain a pair of keys,
KNASenc and KNASin, for NAS signaling
encryption and integrity protection separately. The
NAS keys are derived and shared between the MME
and UE.

Location of the keys
Network  UE

AuC; USIM

* Pre-shared secret
K « Used for (AKA)
CK, IKl lCK, IK
* Confidentiality and
HSS | ME -1 CK, IK r integrity keys resulting
from AKA
KAsME
+ Concatenation of
Kasme I CKand IK
KeNH q KnAsenc J [ KNAsint D

\_ [FNAS keys for NAS
confidentiality and
integrity protection

A,

MME: ME

eNB: ME

(R ]

N2 V4
[ KRRCenc J

eNB ME KRRCsint

\— [*ASkeys: for RRC
confidentiality and integrity
protection, and U-plane
confidentiality

Fig. 7. Key hierarchy.

* AS keys: AS keys contains a pair of keys KRRCenc
and KRRCint for the AS control plane, i.e. RRC,
encryption and integrity protection respectively, and
Kupene for UP encryption. The root for AS keys is
Keng, Which is derived at every handover and is
associated with a given cell of the eNB.

3.5 Security in Mobility

SAE/LTE, being a mobile system, certainly supports
different types of mobility. Mobility with itself brings
several security issues compared to communication with a
static device. This section is started with an overview of
mobility, followed by security in the mobility for
SAE/LTE.

3.5.1 Overview

Mobility can occur when the UE is in an on-going
session, i.e. active, or the UE is idle. Handover is the mode
of mobility when the UE is active. Different types of
handover, both for an active and idle UE, can be
categorized as follows, see Fig. 1 regarding the X2 and S1
interfaces:

* Intra-SAE/LTE

- X2 handover: The UE moves from one eNB to
other

- S1 handover: Handover leads to change in MME

- Intra-eNB handover: The UE moves from one cell
of a given eNB to other

 Inter- RAT handover; Our focus in this paper is on

handover between SAE/LTE and UTRAN

In SAE/LTE handover begins with preparation
followed by execution and finally completion. All phases
must be secured where secured means (i) source
authenticity, (ii) message integrity, (iii) replay protection
and (iv) provision for forward (as well as backward)
security. Requirements (i) — (iii) can be fulfilled using the
appropriate keys associated with a given UE and cell of
eNB, which is achieved in SAE/LTE by authentication and
key derivation. The open point is the fulfillment of
requirement (iv), which will be covered in the following
sub-sections.

To fulfill the requirement for forward security, it is
essential to re-key at every handover and the new key
should be independent of the previous key. Re-keying
requires that a common random value be available at the
network and the UE, which can be made available by
different means. As discussed in Section 3.1, the eNodeB
can be located in easily accessible place and can be
attacked easily. With this in mind, 3GPP solution
development begins with the assumption that an UE is
connected to a eNB that is compromised. This means that
(a) the random value for re-keying must not be generated
at the eNB, and (b) the random value must be given to the
target eNB (eNB where the UE will move to from the
current, source, eNB) and not to the source eNB.

3.5.2 Intra-SAE/LTE

This section discusses the X2 and S1 handover, see
Section 2 and Fig. 1 regarding the X2 and S1 interfaces.
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The discussion in this section is not applicable to an idle
UE because such UE only has a NAS context.

X2 Handover

X2 handover occurs when UE moves between the
eNBs connected to the same MME. The random value at
the UE and eNB is called the Next Hop (NH) parameter
that is sent to the target eNB by the MME. A attacker that
has compromised the source eNB will also be able to
impact (perform attack of any form) the services of the
given UE at the target eNB (the first hop) but the UE
services will be secured from the next handover onwards;
assuming that the target eNB is not compromised. With
this background, this section explains the details of X2
handover.

Referring to Fig. 8, each Keyg is associated with a NH
value and a counter, NH Chaining Counter (NCC). Upon
handover, an intermediary key Keng™ is derived by the
source eNB from NH and is sent to the target eNB after
binding it to the cell identity (Physical Cell Identity, PCI)
and frequency of the target eNB (EARFCN-DL or E-
UTRAN Absolute Radio Frequency Channel Number-
Down Link); the target is always one of the cells of the
target eNB. Sometimes, depending on deployment or
failure of connectivity to the MME, which leads to a lack
of new NH parameter, Kong* might be derived directly
from Kgyg at the source eNB. Kqng™ received from the
source eNB is used as Keyg at the target eNB. The first
Keng is derived from Kasve, N0 NH is associated with this
key and the NCC is set to 0. The first Keyg is sent to the
eNB by MME along with the next NH and NCC (NCC=1).
Upon handover, the MME increments NCC by 1 and sends
a new NH and NCC value to the target eNB. Hence,
NCC=1 is never used.

S1 Handover
S1 handover, in simple terms, occurs when the S1
interface is involved in handover key management. Such

handover occurs when both the source and target eNBs are
connected to different MMEs but it can also occur when
both eNBs are under the same MME. In the case of S1
handover, the communication from the “next hop” is
secured even if the source eNB is compromised. This
happens because the source MME sends a new NH with
the NCC incremented by 1 to the target MME, which in
turn forwards a new NH, NCC pair to the target eNB. The
target eNB derives Keng from the new NH, NCC pair. The
UE is informed of the NCC used for key derivation.
Therefore, the UE and target eNB use a NH value that is
unknown to the source eNB leading to a Kq\g that cannot
be known to an attacker of the compromised source eNB.

3.5.3 Inter-RAT

Inter-RAT, or I-RAT, handover occurs whenever the
UE moves between SAE/LTE and different technology. To
achieve secure communication in the target serving
network, the UE and the target network should share a
valid security context. This section briefly discusses the
mobility between E-UTRAN and UTRAN.

When an UE transits from E-UTRAN to UTRAN, both
UE and MME generate a key CK” and IK’, which are
called the mapped UTMS security context because they
are derived (or mapped) from Kasme. Similarly, when an
UE performs handover from UTRAN to E-UTRAN, both
UE and MME derive K’asve from the CK and IK; there
are rules on when this is not required. The NAS and AS
keys are derived from the K’asve. After handover, the
MME can decide to invoke the AKA procedure.

4. Current Trend and Future Topics

This paper presented an overview of SAE/LTE security.
Some of the new security features developed in the
SAE/LTE system that differ from UMTS are: 1) key

NAS uplink COUNT | PCl, PCI,
* EARFCN-DL EARFCN-DL
| (KeNE) —
(R 5 (e o o - NoG=0

»
>

[ NH ]

PCI,
EARFCN-DL

I
PCl, :

NCC =1

PCI, PCI,
EARFCN-DL

EARFCN-DL

| PCI, PCI,
: EARiCN-DL EARFCN-DL EARECN-DL
v
| RT3 : o—>[Fam }-- noo=s
Keng™ Keng* Keng*
|

Fig. 8. Handover key chaining
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hierarchy is introduced, 2) eNB is the end-point for user
plane security, 3) key separation depending on use (NAS,
AS — UP and RRC), 4) forward security and (5) inter-RAT
mobility security.

Currently, SAE/LTE is widely adopted around the
world with deployment existing in several countries. While
moving towards SAE/LTE, operators have been
experiencing increasing traffic over their network coming
from the Internet, which is known as over the top (OTT)
services. Mobile operators cannot benefit a great deal from
the OTT services while at the same time there is the
potential for an increase in cyber attacks. Therefore, it is
important to work on services for operators to increase
their revenue and develop solutions against cyber attacks
in mobile networks.

SAE/LTE provisions voice service using an IP
Multimedia Subsystem (IMS) that is based on Session
Initiation Protocol (SIP) used for Voice over IP (VolP).
Therefore, spam over IP telephony (SPIT) can be expected
in mobile networks when IMS is used. Some study is done
in 3GPP regarding SPIT under the study known as
Protection for Unsolicited Communication in IMS [8].

Another topic in 3GPP of prime importance is Machine
Type Communication (MTC) [9] or Machine-to-Machine
(M2M) system. M2M is a type of service that the operator
provides for machine type devices. MTC devices are
different from normal UE in the sense that there is no
human interface, communication is triggered by an
external server, devices might be required to run on battery
for long time, and the amount of data communicated is
expected to be very small. Therefore, MTC raises new
security and privacy concerns.
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